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HiE) . ZonetoBranch ([#3F45352) #1 ZoneInternal (RN . )

S5 I 11 b TR A 20 S B A B R R DAHE A7 6 A ] 2 e s i Y SD-WAN AT, 38 177 i o o 1S [
W WRER AR IA IR E R TR w I, R TAERSBOE A & i SD-WAN. A28
HEATHHE, RABRERP OKEEARMEIRATE, H55 K028 B A S B [ 58 4 R4 /N 3
THAGE AR I A — 8 B 5 U B 2 A TR 8 A I3, (H 2 1 2/ R A [ 3
¥fJEF] Zone to Hub (T3 4&) 1 Zone to Branch (&4 ) .

© RABAIEB—EEHA Pao Alto Networks® 7 K il SD-WAN (145 & . fEEFEE I T,
R T BB AR S A PAN-OS J5 AR User-1D HH FH G 7 28 17 [ 3 24 il 44350
Ho

TERAURRR E SD-WAN FRE R, $HA WA H 6], &7 EAE Panorama H &7 0 7 1 TE G & 15
i, B zone-internet. zone-internal. zone-to-hub f1 zone-to-branch. & &5
I3 SRR BT KRR IRE,  85R 5T SD-WAN & & 31| Panorama. $ATE %, SD-WAN #M 2
FEAEBAT SD-WAN JE FIFERI . QoS R RIFRI . % fr7 . User-ID FEf AR 1E (R Ry, 153 [ 35k
PN 0 S 1 TR S o ZE NG I, RS FH T 5 e 38 1 [ 382 78 B Panorama H 11 [ 38 H BE R 8 A AT BL
Mo BHARIEF, T8 TE BN YA w2 I 0 E AT R E

R E A R Em I, DME 7§ AL Fe4 Panorama HEE 252 55 F1L[1) SD-WAN 2B 1, HEI7E SD-
WAN H#E A7 37 2 [ € VPN #iE .

° it 3 A A I 2> KNG, HLAAZRER SRR Py AR 3R (AR A2 AR AR UL T o R 8 342 A B e R
HREIR 1) A4 R ANICHC,  BORFERT KOs 558 R B

fELLE G, e #ESL—H4%% zone-internet 115 1.

STEP1| % A Panorama#d & /1

STEP 2| #H! Network (49#%) >Zones (i) , SR147E Template (8i4) N7 FRiEHE F, JEH
18 2 AT B SL A R HEAS

STEP 3| Add CGHit) — R E .

STEP 4| #g A\ zone-internet /E%[E ¥ Name (478) .
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%€ SD-WAN

STEPS| $AEE Type AL , i%H Layer3.

STEPG| #%—F OK (FE) .

Zone @
Name [ zone-intemet] User Identification ACL Device-ID ACL
Location | veys1 1| [ Enable User identification [[] Enable Device Identification
INCLUDE LIST ~ INCLUDE LIST ~
Log Setting | None .18 O

Type | Layerd ~

[J | INTERFACES ~

®Add @ Add

| excLupe uist A
[0 | excLupe ust A~

(® Add
Zone Protecti
Zone Protection Profile | None v @ Add
[[] Enable Packet @ Add
Buffer Protection

n cones!

STEPT7| SEAEZ ARG ERLE LR R, ST 2, O DL
+ zone-to-branch
« zone-to-hub
- zone-internal

« zone-internet
STEP 8| Commit (827]) , Commit and Push (EETJGHERE) AHRESEH

STEP 9| Commit (3R52) 1iYsE,

7 SD-WAN 25 5 B4l

Ry IR 7 52 85 R ST — {1 6 B R A, ﬁﬂiﬂ@/‘ﬁﬁﬂso WAN 7332 A e i 1 B A i R R A AR B8 9)

o TER AR SO SE B AR, O ZETE R M 6 B R A b i T — e PR SR R R, BAASRY

T P AN 2 S I k2 ) 4TI RR . ST ib;zémﬁmﬁﬁ IJT ’E@%TL\/AVPN 5 4:1% SD-WAN 4k
R 7 VPN JETERE, f0RF SD-WAN 2% B [ 355 2 [H]

TEFTA HRAE B Kb TR R e se A R A RE,  IGAE BT 2 By ks PR a8 o 56 4 R R &1
’ﬁEo IBERKIED 7 % {F SD-WAN R F14) 7 (AR RE 1) 48 18 F fir, WREEmT DL R
TEAT SRR . B A BT AL RE R
STEP 1| % A\ Panorama 44 E /i

STEP 2| #£ Panorama H 2 3. Y845 & 7 45
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X E SD-WAN

STEP 3|

STEP 4|

STEP5|

37 SD-WAN H i 25 B 4l
1. j%H( Panorama> Device Groups CHEE#EAL) , #R%% Add CGErit) SEE R4

2. #it \ SD-WAN_Hub 1 %45 B B 4L Name (Z2H8) .

3. ED #AFIAN Description (G .

4. 1f Devices (#HE) ¥, HEUZIUT LA SD-WAN a8 IR 2R 4.
5. ¥}ji* Parent Device Group (R ZR#FEEBEALD , 1%RE Shared GEAD

6. f%—F OK (MEE) .

57 SD-WAN 733 % B A4

1 j%H Panorama > Device Groups CEEREALD , #R1% Add GHrt) SEEBEAL

2. ¥ X\ SD-WAN_Branch £ %45 B R4 Name (ZH8) .

3. CGEHD #AHIAK Description (G .

4. 1E Devices (#£E) #iorh, HUZEUT YLLK SD-WAN 7 SCHRIR B4R .

5. A Parent Device Group (R R#EERALD , HEE Shared (JLAD

6. % —FOK (hEE) .

g T 2 A M TR B R DA R A 40 2 W IR B oo DN B, DA R ARE e P S I R ) B
GrAFE]

1. i%H Policies (JER]) > Security (%4:) , #R147E Device Group (HEE B4 WA T
I B PSR SD-WAN_Hub 28 B #E4H .

Add GErig) Fri s RFR A,
g N JR RFR R Name (4%%) , %11 SD-WAN access--hub DG.

J#HY Source (#JE) > SourceZone (ARIEEIR) , #R1% Add (FiE) zone-internal (&
I-N#D A zone-to-branch ([EIE|/r57)

5. j#H Destination (HH) > Destination Zone (HHLESER) , #/1%% Add (HiHE) zone
internal (& 1-N#B) F1 zone-to-branch (&334 &

6. L Application (EFIFER) , #R% Add GErig) 273 AL R
@ A BGP e ih, Rl A Ao BGP,

7. J®EL Actions (EIE) , SR1BIEEL Allow (FEF) LAAC R A58 B ) JiE P A =X
8. I Target (HHE) , SR1%¥5E Panorama™ JiE [ LS R I ) H AR 4G B
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STEP 6| g 37 22 4 J5 R FU) DAFES 140 20 2 ) 10 P 0 s 3 281 o G AT A8 m e 81 4 ) A9 3 A 3 ) o
1. %Y Policies (J5HID > Security (%42) , SR1&1E Device Group CEBREA) W4 Fhr
& B % EL SD-WAN_Branch % 8 BE4H

Add GHTE) g R BRI,
i N JERIFL R Name (%4 %%) , 51 SD-WAN access--branch DG.

J#HY Source (AJE) > SourceZone (AJFEIEIL) , R1% Add i) zone-internal (1%
-NEE)  F zoneto-hub (& IR E|HAE) .

5. J®H! Destination ( H¥#) > Destination Zone ( HIHLIE ) , #R1% Add (i) zone
internal ([F38-9&6) 1 zone-to-hub (& 383 HHHE)

6. JEHL Application (ERFERD , 1% Add GHil) ZE A i A 2
nSAEAE ] BGP ey, RIl2E fu iy BGP,

7. iEEY Actions (EIfE) , SR1BIEEL Allow (FoiF) DL s B ) e P A e
8. Y Target (HAE) , SR1%¥5 & Panorama JEE[r) HoHERS MR HI ) H AR |

STEP 7| ZRnr e HEk s 4 A8 .
1. Commit () , Commitand Push CGGARIfHfEi%) AHRBSAE .
2. fF [HEk§ER ] W, 4% T Edit Selections (#iHiE#E) .

3. HUH (GEr) Include Device and Network Templates (fi %56 B BAAER A ) , RiBF—
T OK (HEE) -

4. Commit and Push (FRATLHER.) AHRE%S

B SRR T AN e B A AT B A A A BB, & BT I GR ATHRAE . R
Tasks (TfF) DARERRSE —UGR TR . S8 MR IR AE R, 85— AR IR A
K R
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ERVBL TP 1

AT R ARAT A, DA A R URN IR S TE SD-WAN 0 5 A A 25 B8 7% s (v A ] DAY

S8 E A FH ) — ] B 22 ) B i A . o 22 (B A4S 0 AHAE — D, T 7E B RN (B T SR A

KA JE F AR A IR A% T

BT E AR AR, B AL 0 R e B AT A ER AL, Bltn, dn RS IEAE R E T

S H M A B A 2 S B SR B4, S R AS RS, MRS e A, DURER

TERIUR B BAEIE S AE LIRS, WA TE v B2 25 S5 75 B o I P R e IR 0 B B JE 4 i) o
STEP 1| % A\ Panorama 44 &/ 1fi »

STEP 2| i%HY Objects (W) >Tags (FE5) , SR1%1¢ Device Group CEEREA) N Nk B g
H 30 5 1 5 A
STEP3| Add G —EHiEi.
STEPA| @ NAZE AR TE Name (ZH8) o Flln, (RRAKRE. BEKRSE. —BRAFER. B HQ olif
e
STEPS| BuA (O Shared (GEAD) DUEIHASIZEL Y Panorama™ &5 B a] il % L (0 BT A 45 B BEAHL AN B
i vsys FHEEY 73 57 b I TERE vsys, BUIEHEDE BT £ & veys Ak 732 _E Y vsysl 7T A,
TERY E L A AE R AT, Panorama BEFITER) KRG 40 REEGFE b 5| A5 AR, W4 e s ThaR ]
AGHEIR B3 SZ AR . G0 S Panorama 3% 5] B AAL S, Il & a2 m] 2.
STEPG6|  GEJ]) IEEUER M Color (8% .

STEP 7| SN RAEEMGH Comments GGEME) o 111, 51 P (1 EC FSc A B S b R — {1 185 3 4
RAE—i, DL SR 10— A7 L

Tag @

Name | Low Cost Paths ~

Shared
Color | [ll Red ~

“ Cancel
STEP 8| #%—F OK (@) A ralpes,
STEP9| Commit (E27]) , Commit and Push (EZTJIG#Ei%) 4HAE%EEH,

STEP 10| % & SD-WAN )i % & 1
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X E SD-WAN

25 5E SD-WAN A\ TH 2R B

A7 15| SD-WAN ST e E A LLE 28 |SP AR AURFAL, 16418 5 3L A6k PO 188 DAL B K ot B 2 B 4 )

PAR, DMRAIEASRE — A PR I . B IEAE 2 (Rl LR e A R A AR B, (3 IRY 15 8 T
siodl GHE) B —EIEASH GBS . WASERCE — M SD-WAN AN i, # H e e i —1ME

CLRUH SD-WANF ZRABE AT, SRR A AT (el A7 7% LR AR A T

LA YRR AIEAT A BN, AR A S 2 o S P B AN P S A
HEAT M A, PEARIE A B AR AT 0 A

STEP1| % A Panorama#d & /1 .

STEP 2| 3i%Hr Network (4%) > Network Profiles (48%:%5EH%) > SD-WAN Interface Profile (SD-
WAN MR ERE) , SR8 Template (HAS) N2 N4 i B b st B 3 i A

STEP 3| Add CH#) —1{f SD-WAN 41 [ 3% E k¥ o

STEP 4| %5 SD-WAN ik € 1 i N —E I ZaciiName (A4F8) , BOFEIRTS . BEREHHR A4t
At BRI E BIRZA A

STEPS| 4niffEsss £ & vsys Panorama™ & HiLfa IR %%, #%1%HL vsysLocation (7 H) . FERIEM T, &
12 HY vsysl.

STEP 6| IREGZRE RS FRIRBIA MY Link Tag GE&EE .
STEP 7| %%k ¥ Description (Fik) .

STEP S| Ry EHEMIEH (ADSL/DSL. Cablemodem (ZE4R#IEHE) . Ethernet (2K
#98%) . Fiber Ot#) . LTE/3G/AG/5G. MPLS. Microwave/Radio (fiiif:/ M4z
%) . Satellite (#2) . WiFi 2% Other (Fiflh) drifHLEE#4 Link Type GHEEHERD . P
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X E SD-WAN

OB AT DA S SBAT AT 2 2 K 8 R EAR A 1 AT 3 5 K B 1) CPE 25 . i1, WiFi 775
BhOOLTE 8884, B 5H0E CPE, #TT LUEE £ KA D) sk 4% 1k .

BRRPER I SR (MPLS, 8 L BRIBCRIHADD ST AU BAT AR ) 44 X 2
fradiE, folin MPLS ) MPLS i 2 B 2 . A & 78 MPLS A% AN 2 KA 4%
IR ST IEIE

A LE#E F A S 3% PAN-OS SD-WAN (14T B se 36 18 3 375 PAN-OS
%, Panorama n] e &r e R HEN N,  E BT 0 [ 4 4 AR e AL — (8 TE S
5 317 SD-WAN [ 15,
1. SD-WAN AT F H A T % 58 b 3 e 2 B SBPBG AL 45 SR A
(MPLS, Satellite (f#75) =t Microwave (f) ) .
2. SD-WAN iz se#% b1y VPN Data Tunnel Support (VPN &kl S 38 ) A%
EER (BUHZBD . & e PAN-OS7E SD-WAN VPN i i 4h DLAt S 7

TERARRG KO b, B E IR @) Ry, BRI EREs [zone-to-branch] o £ 3Bk

Wb, B Q) AR b) BT SR, WA E 4 [zone-to-hub] . Panorama & 5 #)
BAT PR ER 8 R CR PR AN 70 S 5 O 2 [ I IEREE A . a0 RIS O 2 I8 1R A R
(R TT KRR IER B, FU) 2 BT BB BRE DAJ FRL £17) PR 2K 5 28 SD-WAN [ 35 44 76

STEP 9| fgz Mt ISP N Maximum Download (K F#k) (Mbps) #EE, LI MB/S A7 (HiE
7% 0 % 100,000; A FHAAE) o BT DME A 2 =0/ N B i NS, 140 10.456. [
ISP i R E 45, Bl fi A speedtest.net 2 JEF T B AREREAS O BEE, W HUEE R — BRE
N e RARL I~ 35018

STEP 10| fg52 ) ISP L Maximum Upload (K _Ef#) (Mbps) 3#E, LI MB/S A8 (HEA 0
#]100,000; A THEXAE) o &0 LME & 2 — /N i N\ B, 90 10.456. W) ISP
AR AL, o ] speedtest.net 2 FH 1) T ELER AR AS 1 i KT, N EUIRHR — BEIRR A 9 8¢
KAEHIFHE .

STEP 11| 28y Eligible for Error Correction Profileinterface selection (444t 5 1F 5% & 1 ) T 12 B
¥, CABCH A T 1 IE [ 85 3% 58 1F (FEC) Bt i, 1 0h 2B 7 & Al AN AR 7 )T LT RO
UEISTH B WA ZH CE BT R, DA 2R E B AR U SD-WAN Ji AR
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STEP 12| VPN Data Tunnel Support (VPN B&RHEIE %) S e 2 3¢ 3 oo 7 & AR [0 37 e 0 i
VPN JEE MBI A I 224t (FERR T35, BRAE VPN JEIE 2 AMAE) DAIRE G 05 £ .
o BHA BAT B AR AR R G A B AT R AR B B R ) I S AR TR (CUnAB AR BB ADSL 1
HoAh A4 EAR, 5% VPN Data Tunne Support (VPN &RbEE S48 ) AR U .

o EATLAGHE MPLS., 7 B B 2 A LA AR PR AR B b BT A8 0 1 SR A 45 Y VPN
Data Tunnel Support (VPN &RHEIETE) . B2, EUWALHERRERN SRR, N
MR VPN JEIE ST 5% .

© X REEA DIA i, EDTEERGS RS EAR 2 R ) FA N MPLS IS, 3648 ol 224
FE49E% . VPN Data Tunnel Support (VPN & RHEIE SR 7% e e AN & RHEIE VPN J8iE
MENE SSRGS R, DL SEARL I it (0 A HoAth g CFA N RHA AR AR ) o
7 A5 P [ 350K DIA 25 S5 F% B8R B AT RA N MPLS ¥t 12 43 1 B 2K

STEP 13| s 7% 5 DIA AnyPath, R 388 A i Al LR 22 8 b i e 45 A 10, DR s b 2B K
TR IURE 5 A AT 25 85 RS A E e AT B S HER o 35008 2% 28 FH MR s A 1) AR e A T A 45
Bt f VPN @ iE € VPN Failover Metric (VPN &85 ETEIE) AR5 B LIEF . faiZ
FRALG, ¥ BE AL HEI ) 128 B 2\ T P 8 S I sl b vy o a0 SR 22 {180 v i i 580 T L A D PR 4B A
{E, R SD-WAN # LA R J7 =) HAB6 8 1) TAE RS B &=

SD-WAN Interface Profile @
Mame | profiled|
Link Tag | [l LTE ~
Description
Link Type | LTE/3G/4G/5G Link w

Maximum Download (Mbps)
Maximum Upload (Mbps)

Eligible for Error Correction Profile

interface selection
VPN Data Tunnel Support
VPN Failover Metric | 100
Path Monitoring Aggressive o Relaxed
Probe Frequency (per second) | 5
Probe |dle Time (seconds) | 60

Failback Hold Time (seconds) | 120

“ CdI.LLl
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STEP 14| (J%]]]) i%H Path Monitoring (E/SE ) M, Rzt By o e B s M itk Sb-
WAN S [HI 3% E 1 1 TH

By K G ks Link Type GREERARY) JEIE e A BRI B2 7 e BRIEATE (IE
FEE P BLROERE I3 5 ) A7 48 75 22 SRRl S AR A A B P O IR, 75 FUU i Ok v

G I THRERE o

* Aggressive (fefi) — (LTE AT B Fr A @ A SR A THEAED Bl Ol AR e B3R
AR BB I S SD-WAN JHAE 1 75— 3o W AR A TR 25 BR300 LA R AR B R IR AT e
Tl FIEAT A SRR, SE A A,

* Relaxed (%fx) — (LTE M 2R K THEAE) B JORAE SRR AR A 2 W55 fr 2
M (REHERRED , S REARERE . ERE R ERF 2R, B O a e
AR EAHAR EOR IR E B EEPEA IRETEAS . RN B RS (W LTE) , Bt
(R RAS RIBE 70 5 A EE B2, G 1 P A K

STEP IS | B REMR (R, IERPIJOMEFP 8 SD-WAN JHAS ) 73— i (5008 R 2 36 (1 7 H
(HEMEA 1 2] 5; THRUEAS) o THBREE Al B R B AN B & 15 Vo St no A &R O (R

G R S B Panorama A (KB HIAEAR, R R/ Panorama 46 & R AH K %45 i
AR E A PR B R A b

STEP 16 | fn A2 A Relaxed (FLHR) BEARHTE, RT AR E By JORE B8 PR A 560 40 00 0 45 1 (4R
IR (Bb)  (HI[EA 13 60; THRE A 60) .

STEP L7 | g NAXSEIRE IR ARSI (FD) , S8R KORETE 5) SRS WA 1 6 (0 DR A 20 i I e A 22
Rl B3 OS5 AR R S TR ORBF S A% (RG] (IR & 20 3 120; FHRE A 120

STEP 18 4%—F OK (HEE) HiAFREER
STEP 19| commit (7D , Commit and Push (GRF[GHERE) AHREEEH .

STEP 20 | fif s 0 6 U SRR B LB, 2T P BRI A B WM 5 .
TR, 2B BRI
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%5 SD-WAN 7% € B e 4 KA A

1f Panorama™ H1, 5% — {0 B RS A5 = 8 2K A T 3G RO SD-WAN Thig. Ee gl
AR FBIR—AF |Pv4 AL hEFN e B R —(F BRG] 0E, de48YR—1# SD-WAN )[[E] X e U;z;[
. (SD-WAN {ESC856 =/ mdan, AR @k (W VPLS) )

7E484E H Panorama i 37. VPN #£4E W0 #E CSV AR RE HY AR HEAT 2 S & all#%, SD-WAN SN2
[FJAUto VPN AH BB & fff FH 1t 3 T 4% BRI 11 20 SORT Aol 2 2 — I AH RB, L P & T B # 1 SD-WAN
Bk, HEr7F SD-WAN 4332 F1 i 2 Fil 237 224 VPN B . R AE7E 31 SD-WAN 4 32 5 Fh Al
RF7E CSV Y Panorama i A 7 BGP &ifl, Auto VPN &% 1E & &4 BGP &% € -

STEP1| % A Panorama#d & /1 .
STEP 2| %HU Network (49#%) > Interfaces (1) > Ethernet (Z K##%) , & Template (&

A N TR AR UE B A, B (AR AR TR, W Slotl, SAMRIER—{ESTH (a0
ethernetl/1)

STEP 3| iHY Layer3 £ Interface Type (Srifi%EALD) .

STEPA| $Hjir g hRr 51 %, %I —{H Virtual Router CHEffEitha) BUE L — ¥ Ak th a4 . B Ik
Pl o] 4, HC—fi Logical Router CIEFHFE 14 ) B8 SL— (837 A IH % a5 .

STEP S| Z W IEFERGE I/ R IR 122 4 P R 3

Blhn, ARG IEAE AL E R ) ISP [ EATIHAS, b ZHRITE TG 1) LRSS A T HTAEAS
SEAG AR 3

STEPG6| 7 I1Pv4 BSIHE% -, BUT SD-WAN.

STEP 7| gL hE L

o BFRE—LE IPHRALH, AT —(E \Pv4 S hE AT B AR . 0] U S — R A kit A
IEI’JE'IHE%%%Z, 111 $uplink. Bt A Next Hop Gateway T — I8 B 56 B8 CH [ 150 A\ 1) 1Pv4
PLHER T — (R B 58 1Pva firhik . T — 1 B8 G R 18 0 ZE7E BT | PvA ArhEAH [ () 74 %
o TR 1 R N R A S R IR B | SP A SRR |SP FERR IS AR I IP Ak, dE SR K
o ) L Ik Y i DA B | SP (A 4% I S A% 2 S AR B AR R PR 1) T — M BE RS 1P Az k.

* PPPoE—#%; DSL i# 4% Enable (F{H) PPPoE 5%, #ii A\ Username (ffifH& 4 85) H
Password C#H%) , %R1% Confirm Password (FERZHE) .
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X E SD-WAN

* DHCP ] Fii—DHCP fRIR THa FIE CHLAE A ISP AR T —(HEERGFHE) AW EE. ISP
HARBE T L E A EARE A, ERE IPArhk. DNS {a] Ak &3 A1 YH A 38 -

@ (eI DHCP P, (ErmB A I, BB
Static (#%E) firhl-fii A~ DHCP f S, ¢ 4@ I-{t il DHCP 5532 Palo Alto
Networks DDNS ., - RGAR b fd FF 68 A o i T o7 SRR O B, 1 2
DDNS 7 J% iy DHCP IP it 55, 3 H, DDNS IR s 7 5 5 ] il 7 9546 49
G S MR 1P Rrbk 0 SRAE A 2 (4 Sc A AR P ARG, HRE
S (R A L N 2

tniRasey DHCP f ma, 25750012 % 1H Automatically create default route
pointing to default gateway provided by server ( [ &4 37 45 [0 ] IR 2L prH it 2 T8
A BRI TR D, TR e RO .

Ethernet Interface @

=@

Config 1Pvd IPvé SD-WAN Advanced
Enable SD-WAN [ Enable Bonjour Reflector
Type (@ Static PRPOE DHCP Client
D 1P NEXT HOP GATEWAY
[ $wan1 Swanl_gw
@ Add

“ Coneel

STEP 8| 7E SD-WAN 554 b, S —# & CACH L) SD-WAN AR E ks (i Sz —{IE 371
SD-WAN R ED AR/ . SD-WAN A [H 58 A A7 — 8 BB e A 8, [k
B LR E R A TR B R BRI I A AR B . — (A I B — (A AR 3

STEPO| 4—"F OK (W) LA#AF L OKAIEE STl o

Ethernet Interface @

rofile | None ~

Config IPvd 1Pvé& SD-WAN Advanced |

SD-WAN Interface Status: Enabled

STEP 10| Commit (§27]) , Commitand Push (GRR[IEHER) AHREEEEE.

STEP 11| ({ SD-WAN T-#)450) i it SD-WAN A1 1fl . w48 F Auto VPN, HI Auto VPN 4l
R AT I T AR
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%5 SD-WAN % 5E 5248 7, K A4 B8 A TH AL T4 TH

AT PAN-OS 11.0 fil SD-WAN #MHFEFC 2.1.0 BB B8R KOs SZ PR 48 £ KA (AE) /T -1 SD-
WAN, i2kE, SRR, BRI N SD-WAN 7 KOS AT DUZEA $ (it 8 45 4 18 1) 2 s 2 K 48 %
AN TR (AHE) o SD-WAN RS EAS TN M AEr . B ldE s BA %
{I% ) AE AT, $HEAFIN ISP RN THEATAR RS, DBt mim &0 Hit, &
Eﬁ | SP % v LABIIE 2 (i 5 B == B2 38, AN 75 B Ay T (s AR A FH BLA A . —MRI2E = )8
AR EEAR R 2%, W N E TR

Fiber Service CPE,

sdwan.1
VLAN107 ae1.107
wi profile
ae1.108
Cable Modem CPE, Layer 3 wi profile
VLAN108 AE Interface Group T sdwan.?
psLcpPE, N\~ " (ae1)
VLAN109
Hub or Branch
sdwan.3
ae1.109
w/ profile

VM-Series [y kAN 4% AE AT B AE A () SD-WAN i s 43 3¢ By K AN JE %
J&i 772 Bt VM-Series SD-WAN EPTE?Z’\%?)?)G! *HI_JE’J VPN 34, 8% VM-Series i
AN 4% AE AT .

FAVifi R 4% PPPOE,

STEP1| % A Panorama#d & /1

STEP 2| % AE A TREAH A ISP IEAR (AN 7% SD-WAN A il ik i PLE 35

1:l+
&
B
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X E SD-WAN

STEP 3| #7 AE A THIHEA .

1 %H Network (49#%) > Interfaces (Jrffi) > Ethernet (Z K&HH%) , IEHL—1{H
Panorama Template (§i4<) , #R1%i%HL Add Aggregate Group CHiHm48 R4

7E Interface Name (SN FE) 1, B A\4m5% LLEg7 s iE4H, #E 4 1 £ 16.
$A Interface Type (A , 2L Layer3.
¥—F OK (W) .

STEP 4| Si& v/ TR URAG Fe A8 RFAH -

1. %H Network (498%) > Interfaces (J}1fi) > Ethernet (Z K&98%) , SR1ZIEEEIRIR
P g QAT AT

$13) Interface Type (1 ifiJEAY) i#HL Aggregate Ethernet (487 KA
IS T R AR A, 9 ael.

7t Advanced (HEPE) Z5IHEE I, #H Link Speed GELEHE) . Link Duplex (g
T) B Link State (GE&EIRFE) .

fu—F OK () -
ST ER IR AR S AR A A B (8 A T AR D BR.
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STEPS| sapjhgealpiat, 27— Efd FAEFEE IP ALk T 1 .
1. i%HU Network (#4%) > Interfaces (4

M) > Ethernet (4 K& , A

HoN s AT

4 (nael) , RBI— FEEERH ) Add Subinterface GHrit¥ 1AM 1H) -

7f Interface Name (4
B\ VLAN BEEE LS 4 ANF AT A AR SRR 2 B
B I Pv4 R 5 BALRUT SD-WAN.
IEEATHER) Type CETY) . fFRE

Add GHrE) AP 1P ArhE CR-F48 R e D
i N — {18 B o ) 1P Az
%—F OK (WEE) -

Layer3 Aggregate Subinterface

© N o o W DN

Interface Name | ael
Comment
Tag | 107

Metflow Profile | None

Config 1Pud IPvé SD-WAN Advanced
retor

D 1P MEXT HOF GATEWAY
B 1011100724 "10111

AR &, fEAERIAN— 1!%15%, 41 107.
ST 1D AR AR SR, AT

. | 107

SD-WAN & H B 45/ 3.1 39
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STEPG| iz, BHAGAMRA, gr—E{H DHCP BRI AL+ .

1. %H Network (49%%) > Interfaces (J}1fii) > Ethernet (Z KA98%) , SRIBLE
Template (HIA) MRALH, S EL— {0 A HE &

2. RABURFARAL (W0 ael) , &I — FEFIKHHY Add Subinterface GEH 1/t
[P

REABRTAM, MR — T &FEHAK Override (%)

RAFRTAM, 7E Interface Name (N AR 1, fEAIEVBEAN —E4RTE, W 1.
B\ VLAN B8 DA 73 AN [F 7T . AR R 2 B T 1D A A () am e, DAJT (A .
BRI 1Pv4 R SR K SD-WAN.

A HER Type (JEY) . DHCP Client (DHCP FH Fi)

iEH Enable (RO

BUBAZEL CREED Automatically create default route pointing to default gateway
provided by server ([ & 745 [ fr] ik # Fr iR Ak 2 THER [ 18 B THER S B o

10. #£Hy Advanced CiEPE) R IIFEE A DDNS % 5125 .

11. j#HY Settings (FXE) , #R1%I%H Enable (B(H) . Hostname (F#4#%) M1 Panorama
SD-WAN #h e H Bl A

12. 444 Vendor (JiP5) i%HL Palo Alto Networks DDNS.
13. #%—F OK (F5E)

© © N o 0o &~ W

Layer3 Aggregate Subinterface @
Interface Name
Comment & | asl
Tag g5 |1
Netflow Profile | Mone v

Config IPvd IPvé SD-WAN Advanced

Other Info ARP Entries ND Entries NDP Proxy DDNS

[ Settings

Enable Update Interval (days) | 1
Certificate Profile | None e Hostname eza | aglé-1 v
1Pvd IPvé& Vendor Palo Alto Metwarks DDNS b
D o NAME VALUE
| | DHCP TTL [sec)
@ Add

n CJIILLI
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STEP 7| % SD-WAN A\ i &€ i & F 2 1A i .
1 RABREESLM T, RM2IEN SD-WAN R 5.
2. R AU 4 1 21K SD-WAN AR E R, S ST IR e i -

Layer3 Aggregate Subinterface @

Config Pvd (= SD-WAN Advanced

Cancel

3. #%—FOK (J#EE) .

STEP S| G IR, e R HE L FINNE =8 T/, W SD-WAN AL EREE
AT

STEP 9| Commit (327]) .
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% SD-WAN 5% €56 = T/

4T PAN-OS 11.0 A1 SD-WAN #MEFEEC 2.1.0 FIBH KOS £E 58 =& 1A T b S7 3% SD-WAN,  DLER;

JOREET DUE ] VLAN BEE SR BIEAT 0 E] . DU TARSER T Wi s AR5 1P bk sE =g 1
S0 TH A G fe] g 578 ) DHCP JEEULALHE T/« s T Wil & 7 A TH e IR VLAN B8 ANE T
ST B SD-WAN. 57 SD-WAN S [ 55 52 b DA SE F AR5 | SP IHLAR P 3 5% 52 K 48 IR 44 FH E K 7
AT (Rt SD-WAN D

i AE VM-Series [ k bk SD-WAN 55 = Jg 11, Fi VMware 3 5g o 81 A I
R A AR P I 21 o A VEAN IR EE A1

FArifi R % 4% PPPOE,

STEP 1| Z4%H ISPELR (AT i SD-WAN ARl i BAE #8314 g

STEP 2| g~y —flfd FHEFRE 1P ALHEA 28 =8 14 1

1. EHY Network (49%%) > Interfaces (fM1fi) > Ethernet (Z K&9#%) , SRIBIE
Template(ﬁﬁzli) WAL, A — AR

I —{E AT
HHA Interface Type (UML) , B Layer3 (BE=J&) , R&4%—F OK (F#EE) .
AR, SRIB G — NEEE AR Add Subinterface GETIS-FAr1f)
7 Interface Name (A& R FIA)EE 2 4%, BN 7/ TH 40 5%

AT AN Tag GEE) (HEZA 1E 4,094 . BAEERABE T/ 1D A E A4
5%, DATEMA .

7. fEIPv4 ZE5 84 b, HUH SD-WAN.
8. IEEUALHEM Type CERY) . %pfE

9. Add GHi) 1P ALhkA T4 RS,
10. sy N — {1 BB 36 (4 1P Ak

11 #5—F OK (HfEsE) »

Layer3 Subinterface @

o a0 b WD

Interface Name
Comment
Tag | 104
Netflow Profile | None ~

Config 1Pva 1Pvé SD-WAN Advanced

Enable SD-WAN
[ Enable Bonjour Refl
Type € Static DHCP Client
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STEP3| mk#, @ r—{f{EH] DHCP B ALK Layer 3 T/ 1.

1

N o o &~ 0D

©

10.

11.
12.

13.
14.

I Network (#¥%) > Interfaces (Jr1H) > Ethernet (Z K#ES) , RIBRTE
Template (A% ML H IR —E#AKEE CREHIA) .

T — {1

A Interface Type (AhiiJEAY) , iBH Layer3 ((5=Jg) , KRB —F OK (MEE) .
AR, AMETE— N R E ) Add Subinterfaces CGEri 1) -
REABURTAH, 181 —F Override GEE) .

RAB/RTAM, 1 Interface Name (N THI#AFE) FAJRTZ %, BT TH AR

BN —E Tag (BE55)  (F0E% 1% 4,094) . WS A BT/ 1 1D AH [F 46
55, DATEEA .

7E IPv4 &£ 5|HE% F, BUH SD-WAN.
IR HEfkE R . 1% HL DHCP Client (DHCP H Fii) , %R1% Enable (B .

BUMAZEL (C1N2E) Automatically create default route pointing to default gateway
provided by server (= B 745 [m) il fi#$ P 4 41k 2 THRR BE 1) FHER B HT D .

B Advanced GEFE) RTIFRE, RRIEH DDNS K5I R .

BN Settings (#% &) , SATZIEE Enable (HUF) . Hostname (F#4 %) H Panorama
SD-WAN #h e H Bl A

1% Vendor (i) i5£HX Palo Alto Networks DDNS.
¥—TF OK (W) .

Layer3 Subinterface @
| face Narr
Comment
Tee 5 |1
Netflow Profile | None R
Config IPvd IPwé SD-WAN Advanced
Other Info ARP Entries ND Entries NDP Proxy DDNS

B Settings

Enable pd Interval 1
Certificate Profile | None o Hostname g
IPv4 IPvé Vendaor Palo Alto Networks DDNS
D P oA~ NAME VALUE
| | DHCP TTL (sec)
@ Add

SD-WAN & # B 457 3.1 43
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STEP 4| 3% SD-WAN A\ iX Ef EH E 7 .
1 RABREESL T, R1%IEE SD-WAN %5125,
2. IRHME A E A ST ) SD-WAN AR ERE, B ST HT RERE
3. #—TF OK (HEsE) -

STEPS | 546 5y i i 5 BR LA R A TR 3 S8 27 A T

STEP6| Commit (E27]) .
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X

€ SD-WAN

58 Bt SD-WAN A\

W RAEAE Panorama i F Auto VPN 4158, B& &A1& SD-WAN MM, EEfEN T, BEE
TN 2 R 45k SD-WAN A1

WG A TE Panorama 4§ Auto VPN 4188, & W0k e — 45t SD-WAN A\-TH LA$E & — 1
B Z# 24 SD-WAN IIRER B8 4 A% A 1f, I8 I arfE R — B s, dn— %% e i Fh e ek

AR . FE L, —EEH SD-WAN AT H (1 Bir G 1 45 #0028 2 A7 PSR 1) Ax 02 VPN i
TH JH 45 oY 4 AR EL AR S A B AP EL (DIA) A%

S E Y 7 —1ME 44 & SDWAN.1 ) SD-WAN i [ S5], 5% AR S 5 B IS FH AS [ 805 110
HHE/ 1 : Ethernetl/l (BEARMIEHIEAE) A Ethernetl/2 OREEIRFEAE)  MFEEAEHEM 7 3
F AR VPN JEIE

FESLfi] v, SD-WAN o] el (g i (] 55 4 5 0 e (o0 PR AR ) S A8 B 4 DA i AR 5L
SED 5 SD-WAN i o 358 4% F 258 7T AT AS R el 4 A

SDWAN.901
Fiber Service VPN Tunne!
Branch Hub
able Modem VPN Tunne
Cable Modem Fiber Service E !
Cheap Broadband HQ Backhaul Backup

ETEF, SDWAN.2 414 T Ethernetl/1 Fil Ethernetl/2 34k, 3 #2084 52 AR 49 K (1 DIA
T4

SDWAN.902

Fiber Service DIA
Branch Internet

Cable Modem DIA |

Fiber Service

Cable Modem MPLS 5G LTE
Cheap Broadband HQ Backhaul Backup

STEP 1| % A Panorama 44 & /i .

STEP 2] %I Network (49#) >Interfaces (/i) > SD-WAN, A% Template (43 W% FHi

TR B IR OE E A

STEP 3| i&iffE sdwan. A B2 s N — M8 (159,999 2 ) , Add CHFii) —1#i#iE SD-WAN

T

Auto VPN 4 38 i i v it 2 901, 902 2% (LLMIRHE) () SD-WAN Avii,  Jr LA
ANELAE IS L4 %

SD-
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STEP 4| g NH#5RYER Comment GGER)

WA E B R EERE, B, WREAE [50) s b, RURTDURE 7 S B4 4
oo sy L EIPE USA i, S iRt vl s BE s HERR B A AR, AT Pl s
R MR T B Bl AR AR AL R

STEPS| #£ Config (X&) 1% L, #¥ SD-WAN NMHTEIRAS Virtual Router (EHHEH ) .

STEP 6| % SD-WAN - Hi#EIRA: Security Zone (‘ZZ4tEEIH) .

JiE 5k SD-WAN 9 I S L fir A A T A 8 2B AL — (AR R e A PR s gy, DURRE DR A TR 1 22 1
o R R F 08 7 S BARTR] K3t (1 BT A B4

STEP 7| 7 Advanced C(ERS) AE%E b, FIEEE— (8 205 =8 2 KA AT CER DIA) i —
I 5% 2 {5 FE 46 VPN @A T CEJAHE) 58 Add Interfaces GErATHD , 18482 B 4L [A]
HEE R E . i N2 @, eMaB2MEREAE (VPN #EIES DIA) .

817 ot i e 25 f P b i i SD-WAN ity SD-WAN g i 2% ply 21— DIA s
WA E . TERE s, E%EE%%*ETE%T’? oy R VP S s 1 O 1
SD-WAN AR Clnth D o 284%, 3G PLRE ¥ SD-WAN JE R Al g SD-
WAN E%f‘“&)% fa/ﬂ%ﬂﬁ%aﬁdﬁ SORE AR I e 208 F A BRASE (LU B4 AL IR 25
WA RINEFY o

STEP 8| f—F OK (FfsE) ffrimaiResss .

SD-WAN Interface @

/1 {Link Tag: BroadBand1, Zone: Untrust)

hernet1/2 (Link Tag: BroadBand2, Zone: Untrust)

“ Fonee

STEP 9| Commit (7)) , Commit and Push (EZTJIG#Ei%) 4HAE%EEH,
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T3 ) SD-WAN A\ 1H 1 TR I H

G RS A5 PR 5 s o 2 A7 X Panorama™ - R06 2B 3 7 — {18 4 17 46 T 22 31 ) SD-WAN 1 THI F) TR
H A AT R K A

Auto VPN & %5 DIA 257 —1iH 44 4 sdwan.901 1] #t SD-WAN A1, W4y VPN 8 IE 27— 44 4
sdwan.902 it SD-WAN /1. Auto VPN JE & H o SR THRR B B, 7% e 1# FH sdwan.901

TR 2 oy B AT B0 TR A, 13k, ARLLISE T TERES t, sdwan.901 4\ 1 & kY, 2 (i i/
(178

STEP 1| % A\ Panorama 44 &/ 1fi »
STEP 2| J#EIEAE R Template (FIA) .

STEP 3| i#H! Network (#88%) > Virtual Routers (JEHEERHHES) , SRIZIBHL—(F EHRk g, 40 <d-
wan.

STEP 4| i#HY Static Routes (¥FREHSH) WHRHE Name (/%) Add CHill) —{HEFFRERS .
STEPS| %}/ Destination CHIfHh) , A 0.0.0.0/0.

STEPG| i Interface (/M) , BEHL—fE G ¥#EE SD-WAN A (41 sdwan.1) LAREIB
Ko

SR H A T T B T Sowan. 901 s, sowan.902 2 A1ty T SD-WAN 4
i

STEP 7| %A Next Hop (' F—{EBER) , J#H None (fiE)

STEP 8| %A Metric GGREE) , BN 50 M, 1S4k, #%THSE A G LL Auto VPN 1 FIILE
AR R TR Hh S 52 A A

STEPO| 4%—F OK (HE) .
STEP 10| =5 Commit (#£52) I Commit and Push (4232 Fiffii%) AHRESE T,
STEP 11| Commit (32738) #sff%E,

STEP 12| S5 i LA FH AR 2% R 7 B Panorama () H A 4 4% S A5 L TAE

SD-WAN %5 #l £ $575 3.1 47 ©2024 Palo Alto Networks, Inc.
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e SD-WAN 45 5 B 35 5 1
LA E AT . SaaS i . I E B AN SRR B IE R R DL HE SD-WAN JHLAEL 75 S AL 1
o ESLEEAS TR A E A
* BE SaaS EifE
* SD-WAN it 2 i 5% 52 A
o FERNLIE EM AE E

© RESLERERE IE R E R

S T A B ROE
AR ET B A B GUR I E AR BRI . AR A IR IRESE AT AR
BRI L — (E R A i B SCE R, IS L8TH H BHEE . FIEHANE I 1 70 BT ks (0 AR B i B
CRERERE VL) R JEFHRE AR A5 mT LAIE ] —f B A i B R - A B 2 MR 8 o KBIE,
1 5% L 7 17 0 25 A SR B DU HRCBE A [ B A

VE R AL A i L SE R AT 38, 8 mT DA R A TH G € SRR ER 18 i B R e/, 4 general-
business. voip-video. file-sharing. audio-streaming. photo-videofll remote-access 5. THSGE 3%

Py R A R FH 7 i R A e e A A o A e ) I P R SO IR 5 R O S 3 | B A T8 R B

@9 PanoraR L REAILI UG #5516 BT 1 27 Panorama i 1y SD-WAN /)i
skt oh s Probe Frequency (IRFEHIF) se. WESH T [RENE ] 2
i, BIAZEAE B R LR o 24 K e Packet Loss (BPIESR) 14y L B,
525 Ml S 7 e B T A1 TR A AR Panorame (LA 48 1 6 T BE AL

77 Kt HETEE AN AT R BB AL & OR i, T8 RO A IEAE T —ME A, BT KO #R &
BIUH R () A€, SEIE. FIEHAIEALIE A8 /NS B 2 i = {18 B E AOAE fT B A B AR
Ry, LI K AR o s 14 9A0 B S s A IS R A

THRHUUR, B JolisE 200 ZA0HIE — UGEEMELE), B AR = (8 17 8 At i AR
BB AE A E  JERTAE 2T SD-WAN S 5 i IR S8 HURE IR B0 7 R 1) B A B 28 2 8 AU AT %5

TR — A4 B AR IR AR H B O 0 O B T A 85 FE i, g JORR AT AR & 70 i be Fr B 158 L IS 4R A
BN AE B AR SR R 5T ST HL I R T o b 1R R BRAS b B 2 7 4 B AT RE A B KA = 70 b

A RE PR A A R R E R R R e B R BIE DA T . B, R FE U SD-WAN i R R
A AR E R e, HhfaesaERBEA W R EBUGRR R LR IS B A
1 (EHZE tunnd.1) FIFEE 2 (DEAZ tunne.2) #5E H L1 FHE. 5 tunnel. 1@ H 1% (1)
FAE Sy, BRI tunnel 2. 7E tunnel.1 185 51| 0% (K3 idse GERRE )

1%, ©ITCLAE B =45 S I [ s S 4 ) 1) tuninel . 1 (O BMUIE R R A S 1% LU, SR15, By KOS 7E itk
I R ISR Y tunnel. 1 E A R R 1S

BUREE R B BOERE E R B IRE, HE 28 GEE, Bahsd k) EAEE (W
W) o EBIJORAHGIEG R, Eg B E - EEA e 2. B, 5Bk L e
A, R EEAH 100 ZFPHIEEM 20 ZAPHEED, TS —EIELE A 300 ZAPHEE 10
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SERMOEIE). WSRO BURAE 2, R0 R — (A B BRI 2, R
KB . RS WA ARSI (R F 2B Ah ) Bk ek
SR, REIHNIEE, B

I 4ISD-WAN ¥t BB B M BTA, #1438 Path Monitoring and Probe Frequency (i4{% B
PR (R A TIRGRE, WM ORI e RN SE . AR, B R T A
—Fb, BB E L M S AR, S AR UR R 4 high (B 3%
SR B (L3 2 I 250 27D

FE SD-WAN J HIFSE R rh 5| P B ASE i B RSCEA DA HR1 17 It A PBE PR A5 P i 446 A DL 11 1 P
FE U 00 5 R B AL A B A

STEP1| % A Panorama#d & /1
STEP 2| %5 Device Group CEEREAD

STEP 3| HY Objects (#1F) >SD-WAN Link Management (SD-WAN #4587 ) > Path Quality
Profile CGE/R M EH iR ER) »

STEP 4| fgif— MR a2 317 BE7 70 Name (ZF%) Add GHTHED — %A i 3 e i«

Path Quality Profile @
Name | path2
[ shared
[] Disable override
METRIC THRESHOLD SENSITIVITY
Latency (ms) 100 medium
Jitter (ms) 100 medium
Packet Loss (%) 1 medium
«<» -

STEPS| A Latency (ZE38) , #%M K Threshold (BIE) 18, RZ#m AL BEZ A, R
BiEBHBE KOG . B3 SD-WAN EIE 1 55—, SR4% 3R (o] — {18 [ JEE 6 31 B KOl ] 16 2 11 Z A0 8
(#fi# % 10 3] 2,000; THERAHZ 100)

STEP 6| A Latency (EiB) , #5IRE Sensitivity (BUBE) (K. th&miE) o THRRA &,

15— T BER AR S (O RTEE, K BMER U T e B HE A

STEP 7| $j Jitter (ELE)) , #%W F Threshold (BIE) {H, SR1%8m NZF08 (813 % 10 3| 1,000;
THRRAH 7 100)

STEP S| %A Jitter (Bl , FHIEM Sensitivity (FURE) (k. F&Eskm)  THZRA P,
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STEP 9| $}jA Packet Loss (I fuis:) , %M N Threshold (EIME) fH, Wi N\ L BE ATEAS F
AERI A b (BE A 1 3] 100.0; FEREA D .

i Packet Loss (3Hfiittsk) ( Sensitivity (RUstE) sk, [RILAREE TERE R &

O R s 5 Panorama i s (it SD-WAN A1 5% e 4 IR PRI, R JE A 5
Panorama s & i 4H ) =) (.38 2% 1A

STEPI10|#%—F OK (ffEE) -
STEP 11| Commit (7[> , Commitand Push (F@R[AHfER%) AHRESEH .,
STEP 12| Commit (3R%2) MM HE.,
STEP 13 | %y — {6 % B AL B AR I TAE
A E SaaS Bifs
AR E SaaS i B Ak E A LB A% SaaS JE 2 B0y S Ot 2 ] 1) ELERAE B AR K A7 X (DIA) 34

(% $2 SD-WAN [ PAN-OS @kﬂigz% SaaS e i f % £ By 2, Prisma Access Hub
A% SaasS e FE AU A i

# 5T SaaS hhHE e

o AEFIRGI: 252K SeaS Baf:
o EFIR: AR A I AR LU AT £ S IR — SeaS PR H (M) SaaS
o AEFIR: A A AR LU AT £ S I ) Seas JEFAEA H M) SaaS

# 57, SaaS i R EFE

A0SR 70 3BT N BAT BB R IR (SeaS) JE FHFE UM ELAL AR A7 HL (DIA) B4, F5EAL
— &l SaaS it B BCE R LA 2 I A0 ] B % —(E 52 ] SeaS JEMRE. SaaS i A M B SD-WAN
SRS A B B, DURRERE 70 ST SN B 78 S8 Bl e (o 2 S P BB A it T i M DA B % 1 338
W i A (0 7 3

&EE&%#%%EZ%WI FRE IP Az ht, oA SaaS i B R E ke Ik — 1 52 & A RS AR 44 Ff
(FQDN) 5% URL . & 5E 2 ##§F f8 1P A7 hEy, /\izwikﬂ@ﬂ%E}FSaas BB RS R A LIPSz ) HE
o7 FRA N P — {k%ﬁﬁﬁllpmjt i, oS 1PL. < IP3F1IP4, Ril4337 B Kl
B IPL, DAMESE &7 RS B BT R, SRR R IP2, ujttiﬁ?ﬁ
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SD—WAN %ﬁ‘.*ﬂ%ﬁﬁ‘gﬂﬁ%ﬁ% Saasjﬁgﬂqﬁfﬂ;n Saasﬁﬂiﬁﬁ !P:LFQDN i L{RL’
PRI 2% °e i i B SD-WAN JE R Bl B g 1) SaaS | w% e b rP A TR o, BRAg A SD-
WAN B 475 2Rl s 25 P 14D R[] 77 188 2% A A
Bltn, =KuT, fS1E SaaS fi E ek ik ol SaaS i AL A 1P A7 kR ah e 24
192.168.10.50, [ yi&554 B SaaS g 3% E i Bt SD-WAN Jgi Fi 4 il o
BifE, (SEHRGE T I SaasS i ke, Wk SaaS AR [P Arht 85 4
192.168.10.20, % fmipRs SDO-WAN Ecps gLy, i Seas e R X i I B
FEYORI S @ P ikl 192.168.10.20,

STEP 1| % A\ Panorama 48 E /1«

STEP 2| i%Hl Objects (#F) > SD-WAN Link Management (SD-WAN #4545 ) > SaaS Quality
Profile (SaaS W& % ER) , A% E LS SD-WAN #%E1 Device Group (2 B R4

STEP 3| Add (i) #i SaaS i B m e i«
STEPA[ Wi\ SaaS i #% i i ik 1 Name (£78) .
STEPS|[  GEID BUH GZHD Shared (JLAID DUME SaaS i E # e i 7E BT %6 B AL 2 3L .

STEP6| (/1) A (BBU Disableoverride (FEFRAERE) , LU BA M A I L) SeesS i 1
R

RATE E—P v T4 A Shared (3tH]) , 7 RERiA Disable override (5 /7
") .
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STEP 7|

WX E SaaS B AE A
H 8% 4% SaaS [ RE B A RE TS L«
Adaptive CEJEME) BIEKTERHON, 7T 37 SO Ko Bt B % SeaS B FIFE 0 TR RS B
A ELEAFRNOR S, DU 2 75 s i 15 0 1 (. SaaS JE R B A e L 2 A
BIREE R, SRR/ SD-WAN A il b IEAT AR ] HoAth i AR DA & -

& TCP SaaS jfie i fE S #2181 SaaS B
wE SeaS JE I REAN AR 1P AZE.

FRHE R L R 1 B g SaaS JE AR A 7. SaaS B RGE R . iR SaaS JEF R
KEA LM P otk 5524 SaaS R E0E B 2 EFFE 1P kb Saas
i B RE AR o
SaaS B fqlh R R, WSROk SRS AR, R RE R E O
Bt o R R (8 S A TS e 5 S (e T PR A ) S5 T g Y SaaS e AR A

1 J%HY IP Address/Object (IP fihib/4f4) > Static IP Address (388 IP fizht) , #R%%
Add Gy —1i 1P {7k,

2. Wi N\ SaaS JE AN 1P Ak, BISHG &I address object (AZHEYI1F) o
3. i\ Probelnterval (FRETMIBE) , 7332 Bh KK 4% B T R AR 7Y SaasS I8 FH A =B 58 11 4
RN I A
4 4%—TF OK (HEE) fHfralfess ™.
SaaS Quality Profile @

Name | outlook.Static

[T] Disable override
SaaS Monitoring Mode

Adaptive @) Static IP Address HTTP/HTTPS
o IP Address/Object FQDN
[C] | 1p ADDRESS PROBE INTERVAL (SEC)
[ 19202130 5
[ 19202131 3
[[] 19202132 4
[ 19202133 3 =

“ Cancel

#%E SaaS ME AR 58 2 G % 41 4 8 (FQDN).

1 % Saas A2 0% e FQDN f7hk41t .

2. J%HL 1P Address/Object (IP fizhk/#f4) >FQDN, %k Add (¥i#4) FQDN.
3. % SaeaS [ FHEUEHL FQDN Hr ik #ff .

4. 41\ Probe Interval CHEPEMING) . 450 JHHFE IR BRI 7 25 Saas I FTRESER ) e
B AL
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5. f—F OK (i) REFEAIIESE,

Saa$S Quality Profile @

Name | googledrive

Saa$S Monitoring Mode
Adaptive ° Static IP Address HTTP/HTTPS
IP Address/Object ) FQDN
FQDN | drive.google.com

Probe Interval (sec) | 5

“ Cancel
* WUE SaaS JEMFEM URL.

e 80, 443, 8080, 8081 #1143 |- (i & 7 4% URL Bids

1 #EHTTPHTTPS.

2. i\ SaaS JE LA Monitored URL (2 E54% 1) URL)

3. i\ Probelnterval GREMIBE) , 43 Bi KBS I 1 R L R R R Y SaaS i A x U 1 1 fe
FREABE L& A
SaaS JE 2 HTTPHTTPS 4R I /MR [ B 45 35

A 4%—F OK (EE) fffraimess s,

Saa$S Quality Profile @

Name  youtube

[] Disable override
Saa$S Monitoring Mode

Adaptive Static IP Address ° HTTP/HTTPS
Monitored URL ' https:/www.youtube.com

Probe Interval (sec) | 5

“ Coneel

STEP 8| j#®H Commit (32%7) I Commit and Push (FEAZFIEIL) 4HAESETH ,

FEFIZEMI: 2450 Wi Saas Bt

U SR A8 B SR GAE 7 ST KO B R P 3% R S SaaS JEFHFE R, RITTLLER € SaaS i B 5% & K 107
LB SD-WAN JE R U BB, DUES 35 B 3 SaaS JEE A AR aC 0 SE . R BB 5 25 fd B RS I FR A,
AEHF SD-WAN 4337 55 Kl I 45 532 $ 4 SaaS JE A FE 20 LA PR A BS A7 B (DIA) 45, DURELRIE
FFE AT

W I T RS SE Y SaaS BRI FE S DIA Ak R TR BME, RIS &1 a8 TR
BT B B B R E R TR R E KR — {1 DIA 4% . FER4%1 DIA Hi4E EBA TAERBOR G 2s ik
B —{H DIA HH%E,
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STEP1| EI’J SD-WAN % .

R E
1. Zz#4E SD-WAN A HFER.

2. %5 SD-WAN &% 5E Panorama F1[55 K fi% o

3. i SD-WAN % & F| Panorama.

A4 (ERRm TR ) % SD-WAN 3¢ HA 465,
S. FS7 VPN #H

STEP 2| g r il Lhor4H SaaS EFIFE N DIA #igH.

ZYJE 0 DIA LS HNT 2 B LS IR EE, ARG A5 2y RE(W SaaS JE A\ DIA JEAEE A
[ ) SD-WAN B 4% 3% &

UEAh, G W LA 2l DIA JHASE B (HEAE IR R, PUkng il il AR (RS E . /Z
&l DIA L%L*“”fl AR B P AR A A S A TR AOAR L, 10 ST R Bl O AE 2 {1 $.%DZF'Eﬁ
A TARRE B

STEP 3| %5 SD-WAN /s 2, LAES ISP jHi %B’J%m&? DIA JEAE TR . 0 SR KOl B 45
AL SR, WIRBGEAEIEE LIS SD-WAN AR E K 2 P 2 00 {1 5 45

WS T 2R E AR, ,JJM;E%MI@*F%&;E fEl SD-WAN 4 E&xgﬁ’
WA IE R 22 1 DIA AL TR IR 2 B A AR SR @ 454 A, 4R e s i gk SD-
WAN A E R R e B 2 H A5 I FTE DIA His,

STEP 4| 7431 SaaS JEHFE DIA H4k 2 E B 2 KA/ 1

DIA JHE 4% 1) BT A7 5 78 LKA 1K/ TH 6 20 % Layer3,

STEPS| RE i it SD-WAN Si1i #f SaaS JE T2 DIA JHAL 1 T4 238 2K ARE AT 40 L A — (R A
HERH .

975 2K sl ok ¢ 1 2% 56 FH L R 4 SD-WAN AT HE SD-WAN it i1 21— 15| DIA 2 B .. 28
%, SD-WAN J5 R A Ry SD-WAN B A5 g 175 0 A AT B2 50 s R f7 R 22 24 P AR BB A
LR R A A R YO0 A PR =5 SO B A IR o

STEP G| g eSS e R, DLRE A8 . FHRE G B DA R B, LUMER 8 59 By K
T iy EACHR 2 — {4 DIA T4 .

STEP 7| 4lt57 SaaS i IR, LAEIE SaaS MEHIFEA LA Hif% DIA IEASIHSHAE

STEP 8| g it i e i, DLR e e AN (@ RRIB UL P REMIIE UL N, 43 3 JOMZZ i 3 DIA H45 (K
N o
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STEP 9| 35z SD-WAN JEHIFIAI, PIIEE SaaS M FE AN AH 45 @ eI eI, 00 & B ik ] 2
i # SaaS JE I F2 i w8 B (7 1L 4% .

7E Application (ERIFE) B, B Saas e F 2 =i 51 SD-WAN Jgi Ry
ARG, DA Saas B e e ZE T 1 SaaS ER .
EF 2B 3% P HE T KOS 25 88 A u DLEATAE 7 S B KOs 2 [R]— SaaS JEFHFECH B
] SaaS B %
U SRAR B ARG TE 53 ST s B R SaaS HEFAFR, (H 4> 32 B Kk B8V A R0 BLAT DIA 3845 7] it 58
o, FTT LUK SRR K R A A SRS I A T %, DA Bl SaalS AR 2 1 IE R AR

WS T SaaS EHFEI DIA AL RS IR EERIE, H 2325 SO A IR R 151 DIA J#as af
F, R A #s 2 B G 8T LAERS BEAC B R — il R il % . FRA DIA s B BE TR B
AN AT B G R B R .
B, AR 43 S A AR R O AR [ — B3, G AR R G H 3 1P A7 SaaS ERI 2. &
AT I AE 43 S 55 O AT R AR 5 Kt R e A4 FRAR RN 1) SaaS bR RR e, A R T s E A TR
I3 B KGR SaaS JEHFE NI A IEH DIA HAER 78 & RIS E, PIE 0 B K& A v AR
DRI DIA A4S ] R B B A SE A2 2| PR B K A% . 18 RBIET] DLAy SaaS [ e Ak (8 5 1) 4%
£, W RESAEREVERE I v i SaaS JE AR ER s E Rl AN S B ZEAN R PH

STEP 1| i) SD-WAN %

1. 2245 SD-WAN SMEFER.

2. 74 SD-WAN % & Panorama 1155 K i .

3. i SD-WAN % & F| Panorama.

4. (ERETTHMERE) A SD-WAN RE HA S H

5. 7 VPN #4E,

STEP 2| gl vr i ah A LAy 4 SaaS EFH 22X DIA #4%

FTEH DIA AL 2 AR, PUE AR EAE AR 2 55F SaaS A2 DIA #EiEERHA
[Al [ SD-WAN 5535 58 o

UEAh, IR TT AR 2 (8 DIA A e v R IHAR AR B,  DUR IS Sei &l 7y A A4 BRI A5 A 5 o
STEP 3| i SD-WAN ARl e i, LLE % |SP HAR R IE 1R T DIA LS ML . 43S By SOk B %
AR, MR IBGE AR LA € SD-WAN A7 5% € 1 B F 2= MR H 4%
USRS T 2 EEA RS, AL AR R AR 3% 2 — 8 SD-WAN ST e e f .«
IR AEE IR 2 1 DIA HAS TR IR 2B (HE AR B s, 18 e sz R B &% SD-
WAN A il e i i e B 2GR DIA EA

STEP 4| Zfp{i SaaS JEFFER DIA AL E U1 KA o

DIA S &5 10 BT A7 52 78 £ KA R A THI 6 20 2 Layer3,
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STEPS| 55 i it SD-WAN 1 [f # SaaS JfE FIFE 20 DIA HHAL 1 T A 11 1 £ KA RR A 100 40 8 24— (8 AT
FERH .

975 K s € ¢ 1 2% 56 FH L 4 SD-WAN AT HF SD-WAN it H1 21— 15| DIA 2 B . 2%
%, SD-WAN JE RURLR A ) SD-WAN 645 it R A7 J0 ATt 58 HIC A s S R Bt e 228 FH ) A
LR R A A R 10 A PR =5 SRR B A AR o

STEP G| ZyrhH A 43 35 KOs g 37 44 FEAR 5] 1) SaaS it 2 ik i A

W ZEAE AR A 73 SBT3 K st R A1 44 R A R Y SeaS i B mE R, A REIA T FR i By Ot
Ryt A SR . T BE — B0 Bl BE VA R AR AR B A s 37 B (] SaaS dh B UEM . BR
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& KT DLAEAN ] 1 265 B A A v 8 ST B A8 44 R AH [F] 1Y) SaaS il BB E R, Ik B MRS 380 o A
73 35 K o
1. % Objects (##f) >SD-WAN Link Management (SD-WAN #45EH) >

SaaS Quality Profile (SaaS /i r%EhE) » B [HEEHM] ThAJEE e
Shared (FLH) .

Add (i) i) SaaS il B A e -

iy N\ SaaS i B i E i I PE Name (478D .

HUH (ZHO Shared (3EFD LAME SaaS i BRRE R 7E T A 48 B HFAH 2 3L .

BAL SaaS i B E R IS 20 SORT AR B ot FIT S (0 AT 2 ELARRAHL, b ZHRAT IR A
S WA (HO Disableoverride (1% , LMSHIE T AL KO LY SaaS il B E

THROE «
6. LN iEL —kT SaaS Biis i,

© WOE SeaS EHIFEAAIEFRE 1P A7dk.

Ryt SaaS e FIfE g r — M8 SaaS i B RGERE . Wi SaaS AR AR

B8P A, 55%5% SaaS ek e HoAa Z A EFRe IP frhk g SaaS
it R RE R
1. i%H IP Address/Object (IP fiihit/4#F) > Static IP Address (F#8& IP fizdik) , &
% Add CGErig) —1 1P fizdik.
2. i\ SaaS [EFFEA IP Akl SSEGEE R address object ((ZhEI1) o
3. #fi \ Probe Interval CGGREHIRG) , 2 SCBh KEE#§ 3% B8 I I B PR & SaaS JiE F A2 a0
15 F) ik B 10 AR
4. F—F OK (W) ffF4lmess,
« #%E SaaS JEHFE A 5E A A M AH Ik 44 FF (FQDN).
1. % SaaS JEHFE %2 FQDN A7 hE71t .
2. J®HY IP Address/Object (1P fizhk/#fF) >FQDN, %A% Add (i) FQDN.
3. % SaaS JfE I % HEL FQDN friik#tt
4. #i\ ProbelInterval GREFE) , 47 B KSRz IR ] PR R 7 SaasS i 2 s
R0 i B VL AR
S. f— K OK (MEE) ffr4lRBsSE
« i€ SaaS JEHFEAM URL.

fgidpein 80, 443, 8080, 8081 fi1 143 |-y s % URL Hifi.

1 EECHTTP/MHTTPS.
2. #f \ SeaS JEMFER Monitored URL (32 B %1 URL)
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3. )\ Probenterval CRERIFG , 5B I L BRI SaaS MERIRE A B4
IR .
4 15— OK (M) RFAIIEET.
STEP 7| 4 i RHLMi e, DR EAEMAS B R R0 T, 5207 K DIA MAS A HeF
o I i VPN S

STEP 8| e SD-WAN JEHIELRI, LA e SaaS JE AR xURIEL &b (g FRe s LR A, B B O i) 2
i i SaalS JfE FH R 2 Bt I 4B 24

7€ Application (REFIFED B A, i Eidny Saas i FfL=pE 2] SD-WAN g fi
HRI,  DURE LR SaasS B 1% e (8 HI 2 7 1) SaaS JE i fE .

fEF B 5 TR KOs 25 B8 75 1 DL A T4 4 S KOs 2 AN [F) SaaS JEFFE =0 H s
] SaaS 5
T AR R A AR AE 7 ST KO B R SaaS EFFEZS, 152 32 KO A R R U717 DIA H4% A] 4t
L, R DA PR B K AR R A R SR E B AT R, DAMEH ¥R 17 HiAh SaaS H R SaaS i HE 7%
SERE AR Ak 17 B SaaS JEE R A 1E H AR .

Wi 7 SaaS EAHFE I DIA EAE RS DR EEEIE, H2r 2B SO A IR R 1511 DIA 4 n]
H, R AE S 2 B a0 LAERS BB R — R R Ha By KOs . FRAH DIA iE4s F A T/ER B
AN AR GZ AR BT KR o
B, ARSI 53 SR AR B O AL A B K AE S, HLAT DA BG B 7 Zom i b (i
GCP) 1) SaaS E i AR & AT LUK HHE B KOs 5% e 2578 73 S B KOl 21 SaaS JE A FE 2 AR
HIEH DIA EAEDN N s RS E . A, 55 [RIREE 2 3B KRS FN o AE B KOs b3 e —
il 22 FB AR R 1) SaaS b &% ek, CATE B KA v I IE S DIA E 45 Ry B #2585 A2 1 2| rh AR
Bf K% o 7E A HE B KOl 35 2 1) SaaS il 5% e 1 AFR M i FE I AR N A2 B, AR A e
M R A B YR . 18 R AT DL I M 36 8 IR R U IR R SR RS MR R A, P e S Afk w8 ME I 1) ity ¥ iy SaaS
JERREAE G R, A RN IHE

STEP 1| #RE i) SD-WAN #&.

1 224k SD-WAN S FE
#5 SD-WAN &% 5& Panorama A1 55 Kl .
B SD-WAN 2 &5 3| Panorama.
(PR vy ml PR 2 ) 4 SD-WAN X2 HA 35 E
@57 VPN #4E,

o &~ w D

STEP 2| gradahia 4 PLor4H SaaS JiE 2T DIA 4k .

FTEH DIA HAEE T AR, PUE R EAE AR 2 55F SaaS 2 DIA EEEERA
[Fl [ SD-WAN B 455852 .

UEAh, IR AR 28 DIA S e 3 B R IHAR AR B,  DURY IS Seil &l 70 Al A BRI A5 A 5 o
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STEP 3| 3%5& SD-WAN S fas e i, LLE TS |SP AR R IG 15 E DIA BAEAE T . 23 32 B ol B
HALRSES, WIRBGE A LTS SD-WAN A\ 1 35 5 h 25 FH 2 e 45

USRS T 2 R AE AR, A JA 2 BRI AS AR B E — {1 SD-WAN S [T i 2 A o

IR R A B K 22 (1 DIA ST IR B B F AR B ACE A, TR ERZIBAIR B &l SD-
WAN A il g i i & 2 & R DIA A,

STEP 4| %451 SaaS JEHFER DIA HAL T Tl 4R A

. DIA 4% ) BT A7 2 78 £ OR A%/ THI 6 20 2 Layer3,

STEPS| 55 i it SD-WAN 111 # SaaS JfE FIFE 20 DIA HHAL 1 FTA 1 1 £ KRR A 0 40 44— (8 /T
ﬁi%ﬂo

7 <K % i fit % £hy o 1 R 5% SD-WAN AT KF SD-WAN it = 4% 1 21— 1 DIA 78 . 2R
1%, SD-WAN JiE BRI Bl A i) SD-WAN I8 A8 SR 175 0 AL B H A s o2 8 195 T o 2247 FH 1R B 4%
DA % i 456 ik A7 V0 S R 2 R BT B A IR o
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STEP G| 2y e Hi A1 43 327 K Ak 2 7. 44 FB AR [ 1) SaasS il B a5 5 1 -
WAZEAE A AN 23 S5 G T35 R 44 R AR R 1Y) SaaS b Bk e A, A Re BLEh A e b7 X fE 7
Foli 75 R 08 . 2 7 W 8 B A A (R 44 R 1Y) SaaS B RS e ks, A1 R% 0 A 24036 R0 K 7] 26 B R4
HHRZR A SaaS JEFFE B A, 058 E % 21 oA 23 2B KOl
1 %H Objects (WfF) >SD-WAN Link Management (SD-WAN #4585 7) > SaaS
Quality Profile (SaaS st Ea%ER) , BN [HERFAH ] T 0E B & 55
SRR H AR E R A
Add GEr) #1 SaaS i & s e i -
B\ SaaS i i E R IR TE Name (AF%)
4. B (#ZHO Disableoverride (ZHER) , LMs I 5 AT X% L1 SaaS bt B #% &
T B E
S fEH LA NIk —i%e SaaS BifEt .
© WE SaaS EHIFEANEFE IP AL,
Fyfi(E SaaS | 2N v —(H SaaS R e i . an iR SaaS JE A fE U A

B2 P Ak, &5 Ax% SaaS i i Ak e B 2 EEg e P A7k Saas
i B R E R
1. H IP Address/Object (IP firdi/#f4) > Static IP Address (¥55E IP firdik) , 4R
#% Add CEI) —1i 1P A7k,
2. ff N\ SaaS JEMAFEA P Azhl, BGREGR E K address object CAZHEYI{1)
3. #fi\ ProbeInterval (BRECRIFG) , 43 SR KK 2 I8 I ] BB 3R 2T SaaS JiE FH FE 20
18 B R TS DL & Ao
4. j—F OK (ifEE) fifrallResss,
o FRE SaaS EFIFE AN e A A4 FE (FQDN).
1. % SaaS [EM A% E FQDN A7 b 471 .
2. J®HL IP Address/Object (1P fizhik/#44) > FQDN, #R% Add CGHri) FQDN.
3. % SaaS JEF L IEHL FQDN frhk4f:.
4. @ N\ ProbeInterval GREMIFG) , 2 PG KIS A5 1% PRI RHIBR R & SaaS JE A2 U
1% ) e AR T & B
S. #—F OK (MEE) A F4HRES ST,
o RE SaaS EFEAM URL.

ffidpein 80, 443, 8080, 8081 fi1 143 |y i3 % URL Hifi.

1 #HEHTTP/HTTPS.
2. i \ SaaS JEHFE 1 Monitored URL (52 B3 URL)
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3. #i N\ Probelnterval GGREERIRE) , 4 3B KL IR L FIBR 4R 7 SaaS i 2 Uik
PR AR RS VL A
A4 j%—F OK () fffr#iRBss s,

6. j%H Objects (#)1F) >SD-WAN Link Management (SD-WAN #45% ) > SaaS
Quality Profile (SaaS B mEl) , REMNE [HEBERFA] T Qs B s B & iR
KR H R E A

7. HEYLER 6.2 %65, LAIEAFNH itz SaaS AR @ 4 FEAIR 1) SaaS B R E
fié o
A EEALE R 75 K ST T B3 11 25 2 1 Al ST 2 BB AH R ) SaalS BRI, R TR AT D
BE.

STEP 7| g2 it G i e i, DR e MR (@ R UL P RERIE UL N, 433215 JOME DIA kA R F)

HHORE 7 JfE VPN A (R I o

STEP 8| e SD-WAN JSHIRAI, LA E SaaS M FIAR 2UREAS (@ G DL AR,  M0AESE By JORE an i 2

i SaalS JfE A 2 S I 4 4

7£ Application (MEFIFEAD FEA, i By Saas j i fE =R 21 SD-WAN 5 fi
BRI, DURECR SaasS Bk e (78 FI 2 07 7 1) SaaS .

SD-WAN it &= B % B FE

£ SD-WAN R4, B7 O & a4 — (e i fe 20 ORI IRe IR R | B S PN B AR AL, a8 KT 1Y) %
#8,  DAREAR 25 B3 7 I AR s Ae SR (B i Rk e . #2208 | SP &R T R AR I IR 5 0 9D 1
A, WERAEN Path Monitoring and Probe Frequency (45 B i MR B ) (REE ATERRE, Tk
IR EE N E—FPINTE . WIS, BRI R T B e — .

ZyEAF LR ACIRSE, B E ] SD-WAN JRAIERY, 5288051 — AR Efisce i, Hds
SE T AR 2 AR S BUEN B IR R A, DAL an iy £ JE RTAE SR B A5 it B Ak HL 75 B SRR 1 28
EEAS RO TR A

fife e JE AR EUIRES (VLEC SD-WAN Jit R R D 8 f5f FH A ek gt 8 0 441 77 9 -

* Best Available Path CERAEEFTHERAS) —REMAN RFFRZ —, FHIEIULIRAS, & i EH
FEAAIFH 70 SCZ AN AR o Bl A FH B A o B HE A A HUA I D 75 G % i 81 Jag A
Hh (A A ) — (AL, R T A M P R SR A o e I AR U B

* Top-Down Priority (H L1 FELIER) —nRIEE —% 5 E A RELE, R LR
BT B Ess, RIRTCMER [ 8 B FERNET ] 7%, Mok 28 el ah AR e
3 T OB A A B B AR AL B o BT O S A IR B e b T ) A AR v AR R B
NI 4G RS SE R R A A . AR P B AR S BB B — (RS AR AR A T I P A I A 3
AN, B KORE AT B A B I A AT B S (A . SR A R A AR i A
SEVIANEK, SZETEHTEERE, HAERE —FIEAEE PR B S 0ESS . R rA R
AR, HR AL S B BUE IEAS, B O e TR T AR | T ik A s gk
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TEREAS . RIS RMAE, B JOR e IOEAIR RN [ B L M ESEIRR ) I E R
ETBRLG, B EEAT A SR A

* Weighted Session Distribution I TAERSBCRU ) — W RIEEEFEE N (TLECHEAID 7R
HF| ISP AT WAN E4Y, HIEERMRBE I N AR EA ST, @Itk §EH TIE
R B Cfefi FH BB 45 A 4 40 A PO A TR JEE A S TAR RSB MBS RE T 40 LLRE, mTDAFEhfg i
AEMVEN . B OB PG R G B 7 3070 A 18 e Ak R R i 4 2 B TAERS B, BT
IR T B o L AR 2052 TAERS B a0 b SR%%, B ot LR [E) g A B Rl e it . 3
A S5 S T AN R 1) JE AR = URN 7R B K A SR R i (WK o SO AR R R ) 1
2R, AT DU EU k.

QR SRS W BT R, [ ot AN R AR A B T A 1) 81 LAl A

W B A MR, RIAETE SD-WAN J5 HIHE I o 2 0 F R Qs 22 (IR s B v, A A Al
AR, B RE B ORI BUET (RS AT IS AR ) UK AT S BT R S
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X E SD-WAN

STEP 7| ff Application/Service (EFIFER/IRES) HE L, N SD-WAN &5 HE e 4% 1046
T 11 JE P e SR AR A%

PAN-OS 10.0.2 {8 37 4% [ i SaaS fi & i e i BBt ik S 1E, (H A SCHR R Re B 5 — .
QSR I {18 5 e A i SD-WAN i RIS RIAR A B, FUUA B AT ) — B A
flhn, G SR SaasS i % e ik B SD-WAN J i HE R AR IS, R ARIJ0Rs B8 5 3 IERE
SE AR B[] — SD-WAN J5 R0 5 FlAH B i -

1Y Path Quality (EEARELE ) B 2 7 A0 2 e i

W7 35 Kk B Fa 17 SaaS JE A2 U B AR PE AT 25 (DIA) 1E#4S, 55 EL

SaaS Quality Profile (SaaS St & ik EHE) B 47 SaaS i b . THRXE %5 None
(disabled) (# (TZFD ) .

1#HY Error Correction Profile (8528 IEFLERE) B 2788 0 IEi e i, PR IE
B IF (FEC) sl 8 B E H £ 754 SD-WAN FBUFEHH HI i R A2 . TER%E 4 None
(disabled) (f (EEHD ) .

Add Applications CGHr34 JEFFERD W67 B g L — s 2 (e A A2 S, Bast

Any (B MERFE. BIRER T R RE 2CAR 52 2108 B 5% 18 0 B 3% e i v 4 o A e
REN LB E A PR o fn SR B L v — i P A2 QU AC,  Hoaz R = T B Sl B %
SERE I — R B OO R (HE R AR R, RUBH KOS R I3 ORI O - 2%

1.

(0T 10 S5 (o] 2 I PR SO ] P P 3 B A Dl U ) S P 2

By Adaptive (i@ M) MR T SaaS %ggﬁﬁiﬁgﬁi SD-WAN 5T FIJ A

it st I B i SaeS AT, e SD-WAN AR T

JOE PR 2t O 2 T e 4 SD-WIANL [57 ) 2

i sy Sa8S i FLEUE I g g SA@S e AT B, ks SPRS eI AR

SpT 5] SD-WAN J511 e, B (R SaalS s ik s 14 P %2 97 7 1) SaaS e

k.
Add Services GHTHFIES) AL HIRE—F L @B H, SURE Any (ET) FRE.
SES SR BT R 052 5 SR 6 502 A o 0 2 A B O B MO R S
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B — AR A5 UL AT, Az il 1 A i B a1 i — Mg RIS e B CELas i
AEFLERBLRIRAED o R B JORHRF I BUHT 10 i 4 %4

{93 18 S 755 el S M R PR A28 3 B A 56 L SRR AR AR 25

SD-WAN Rule

General Source Destination Application/Service | Path Selection Target
Path Quality Profile | file-sharing ~
Saas Quality Profile | None (disabled) v
Error Correction Profile | None (disabled) v

[ Any

[ | ApPLICATIONS ~

application-default e
[ | service ~

r
] E’E,‘.L.'I:_‘L'JU_(-::'Iélil'g

r
] ’i_}—l_Lurlﬂuul';u-::l':uril'.s_-!

(@) Add @ Add

o offored as "Br
Canicel

STEP 8| £ Path Selection CH{%i%#%) HE I, #H—{# Traffic Distribution CFEBUM) 5%k E
AT R . B A GELTERS B A R BRI B VLRG3 UL AL
W, 7 KOtG & (i LI B A0 35 e A IR EDUHIT 1A D A7 B A

SD-WAN Rule

e Path Selection | Target

New . Traffic Distribution Profile
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STEPO| fF Target (HAZ) E L, AT R /A% E R4 e Panorama i 7 H A% SD-
WAN J5 B R B AR O

o IRELAny (R (LAUTEEEZRE) (FERAED) DUBRREES a5 E . o, &
HX Devices (8 m% Tags (E) A& E Panorama ) HiHEi% SD-WAN J& HIJAR HIJ () .25
B

* fE Devices (¥8) HE I, BI85k 2 7% 25 AR BURTE [ 488] AL A0I%EE; AR
1% 1% Y — {1 5% 2 {i Panorama i [a) FLHEIEHI R4S B, an sk d36 H Fos

SD-WAN Rule @

General Source Destination Application/Service Path Selection Target

[] Any (target to all devices)

Devices Tags

Filters X Clear | Q 3/4)> X
Device State Al
Connected (3) Branch
["] Platforms Branch20-2
[[] PA- M Branch25-
[ PAVM(3) M4 Branch25-2
["] Device Groups Branch50-2
[7] Branch (3)

Templates
Branch-Stack (3)
[7] Hub-Stack (1)

[7] Tags

[7] HA Status

Select All  Deselect All D Group HA Peers D Filter Selected (3)

D Target to all but these specified devices and tags

Cancel

* {£Tags (F£8) HIE L, Add Crtg) —(HEZfE Tags (B , ARIERUHRE R E
Panorama i L RIFHEIE BIRRRCAT s AR S A B, Wb s Bl o s -

SD-WAN Rule @

Genera Source Destinatior Application/Service Path Selectior Target

[ Any ltarget to all devices)
Devices Tags

O | Tacs

B | SDWAN Branch v

D add O Delete

[] Target to all but these specified devices and tags

- WRFRw T [FEE] B[], EeTLUEE Target to all but these specified devices and
tags (LARR T 48 @ e EAME B AMUFT A 4 E 2 AR . 3% Panorama it SD-WAN Ji I #i R
HEEBIR TR e R E AR RE M AR E.

STEP10[4%—"F OK (HfsE) -
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STEP 11| Commit (87> , Commit and Push (GRA[IFHEIE) ARBEE .,

STEP 12| bl s —{H 43R #EEL SD-WAN BRI S A VCEC ) RSB, DUEE AT L
A VT ) TAERE B i 4d,  DLA G A SD-WAN FMEFE =0 H S50 S A3 1 AR TUAC 1
TAFREE.

G AR SR AR AT 2 S I e S I R U AR A R DL BC ) AR RSB, BT St i LA ER
e BN P A P A R R A 2 TR RSS2 TARRE B, PR A AN AR SHE R VL IRE TARRS B
PRIV B M AR R o (R BRIC B U R VL BE A AR RS BT REE AME I A, I 5 B
MR REER.

STEP 13| 7E3% e SD-WAN JERIFLRIR, 2 A PR I AR Frim s (B, bgp 1
#Application (ERIAERD O 17 SO PRI . 470 SCH R T BL R A i i 21090 52

STEP 14| CGE]) #Ris AR E Qos.

fp 2 SD-WAN i PR s ZEORFE SR SO AY B, Bl J A B LAt i PR R =08 Y T
SRR AR, S ar. QOSH A LAIM B 4R 7L

STEP IS | ZAE VPN #4E i B 2 [ B B)i% € BGP B Hi, #4576 SD-WAN MR, 755 SCRIAl 2
[l 55 BGP % eH, DABIRERE Hl 52 1] SD-WAN 7555 B SR s\ 3 R 1l AR 22
B, AR AR EAERRE P O T BT BGP S H1, B A L% Panorama i AN 2% i
BGP it (LB LMD , SR AMIE TP BGP Billl 2. BRI, #5axE BGP %
.

STEP 16 | Zy A3t SD-WAN A % NAT.
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FORT E 1A PR A7 U B A R AZ 3] MPLS 1 &%

FE—8l SD-WAN 73 A= H, B KOl AT 73 5081, DAERAT I 1P AZhk R oA 1 A R A ER

T ) AR AR B 1 EL A A PR AR B A7 H (DIA) AT, 10 B A T P ) S50F 1P Rk ) I R KR ER
VPN SN . B O AL B B B DIA JE A RE U85 A2 B 23 7 AR 1) MPLS SUIEAR, DLEME
A A A0 B 1 I PR P 3 P TR ) B AR A B A PR A . 2 T B ARG, R ZHAT DA T 48

STEP 1| fE#H4y S A b 2 [ g2 37— MPLS AL . 548 2237 SD-WAN 1 [ 54 E i e, ol A4y 52
M 45 KA DA ZE Y A MPLS.

STEP 2|t R A4 A NS I VPN @IE, F57E SD-WAN /I8 i s O VPN & RHEE % .
AR EIE ] VPN ERLETE S IR, AMANERBFAE VPN 8IS 4h.

STEP 3| & SD-WAN Jt FUHL R A i s ME PR 2, e o 156 o it e A DA R s ST I UM 5 A i
SE H BT R SN T35 . IR B A 8 R B AL ZE 4R € — I MPL S JHA5 1 7 2 S 7 1 IR
CREF — (AR SRR D - R SD-WAN JR RIRLRI A ) JE TR 5051 A 1 It 1) i 446 it B AL
Aifinoe s, HlERfinoeErEiae 7 8 L fEEE

E A HEAN 4> S FEBRCOR T VPN BRI IE SR B H MPLS 345 IE W IEAT1E, B kS & e LB g
e MPLS 475 DIA i BT A S5 F2 i,

STEP 4| Erp a4 e, FECR MR B A @A ARE A BE I R4S, HLIERERE 1 B iy DAE v M i v )3
REIES Bl

915 Il A ) DA JE5E S T AT VPN R 458 A1 T 2R e O 2 FH A48 0 et U B B ARA U B ) — A v
SrBes Bt AERR, A PEAR it I AHUMTAA NG RHAS B eI 7] — 3 VPN GEIE . 5 8 ) [ AT e
B BRI R S R
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7% € DIA AnyPath

B ] 1SP 7 SD-WAN 71248 48 6 77 H (DIA) T4k H BB 75 ol 1015 (R A , 05 T B M
PESERSHR ) — (4% DUME (R S PR . DIA BEAETTLLZ565 B 00 5 MPLS 745, (HR IR ATAES
£ MPLSEAE . DIA M4k 0 251 S 25 S RS ) LA SUARIM AR 2 PO B Ao M B A Gt
S M5 (A DIA T DA nl B0 4 fo i 7 HUMIMEA08%, T AI4FRA DIA. DIA
AnyPath S DIA 45 ZES5 R ISR A VPN T, 3% VPN IR S bR B A, SR 17 B4R
Q9B BLAL, HMURERM R SERATIR (DXEINT . HIETHE, R DIA JiE AT DR
1433 57 H DA77 H AR A

DIA AnyPath 7% PAN-OS 10.0.3 5} 5 & 1) PAN-OS W ASFIAH 25 ) SD-WAN SMEFE A, 5L
& ANBE AR FE A 28 VR A (1) Panorama A2 2 7 (K] SD-WAN £

i LA A e 4 DU SRS I 2 VPN EE (DIA AnyPath) Ff I Z2 6147t T 564 .
© BRENEE BN MPLS EAE I &= {8 B2 8 2 AP AR BRI AR, I8 S IHARIE 2 5 A R
© VPN EZETHZETAMR, LA E AR R 5 0 AR R AR A S

o ENENEESG SRR, BN A ERE 0 R A AR B 4 S K DIA HAE B AR B 4P
A%, TASZIZEE VPN @ IEIR B Bk O R, RIMETE T WAN JEE A . W dE4: DIA
PR el e, AR R B S SR i B kb N DA AR RS A s SRR, T
DARE 1% 75 B % 08 1) 28 — (1] P oAl DA77 B AR PR AR 24

© EAFRREEES ST, SAE K HHEPEA T B AEIE DIA A, AR i bl 2
ERbG, fEimE AR R E . B, SRR ENENEN (TRFEM N —gathf
BIEATHSMEREH S50 REBIE RO AT SD-WAN JERIFA, #iE de e H A2
L [va) B RTAE MR ) R BRSNS 7 N B 2R o R TR b RS R DIA TS . AR
B R R i o A e, B S AR ORI AT A 85 A2 1, AE T BRI 70 1 DIA S

DIA AnyPath 5| N\ | =8 b4y i IR, PTDLALHS DIA 345 DL AR opolfs i Bty 1 A1 40 <
g E (VPNIEED) , SEAEECHES . FRERNTRZ T LS IUE DIA (4 K488

STH N R SRS TR 20 SOREARE S T o 5 v i 2 BRI 1) Panorama iRy, AT DURFE &5 AR 88 YR 3
it o (BR8] SD-WAN M2, R Auto VPN &5 52l 45 A% B He YR 2 b oA R 4ot A 1, 38 i 44
P CATE R B UM A E A AR E AR B, DA R RS THD 2 TR ) A SR RS A

J- e e/ T 2 CLI iy 4 i ig & DIA-VIF,

R R BES 1T ARG AN R 2 e R I TR . NI, i R R R
35 T ) T BB A TS R A R A0 22 VR R 3 50— (Bl B AR SO0 AE R Bt A
%$§¢ﬁ~fﬁi%ﬁﬁﬁ%@%ﬁiﬁﬂ, KM BRI, ADSL, S, LTE &

Fi,

DL SRS F 8o 7 B W E | SP AR A —1E MPLS i#4% ) Branchl. Branchl i# EA5 —1# Hubl
BT GRS 1 B = AR 3 Hubl /) VPN GEE) , BLA—{H Hub2 i (G Rt
AT B A = 4R 2] Hub2 ) VPN JEi%) . Branchl i L5 —1{ branch2 &t/ T (3% /) 1
A ={FH#43 3] Branch2 ) VPN ili&) , LA —fi# branch3 E#HE T GEEE#EA T HL AT = AR 5
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Branch3 1] VPN J#i&) . DIA AnyPath ] H &5 € DIA f] DL SHFEEE R VPN BE i EY, PLE
P ol A B A PR A i, AR T AR S A A

Hub1 Hub2
IS1 MPLS
oy
O="=0 |52 D O
Hub1 vif @ .
o ¥ Hub2.vif
t11, t12, t13 .. 21 02 123
ell1 elf2 et/
"‘l" SRS, ; % - | L % - _.‘; .‘;_
Branch2 Br2.vif Branch1 Br3.vif Branch3
th21, th22, th23 tb31, th32, th33

IEROE 8 LR E BN TRy, B BB THAH Y, USRS AR e U B I et e 81 3 A ik
PR S (DIA EEEAM VPN BEIE) o BRGRIE Y SD-WAN F$AE i B i € 1 AL B Mk
SERE, SERT DOR e AT B i T 8 SE A B g R i R B A Y . AR , R
EUMTROERE AT LASE A R R R T AORRER, ARSI Hubl EEHE/ T AR R, 212 %1 H Hub2
JEHRES T T (R 5L -

TR B TR IR J& 47 1 2 s R S E 7, — (e P N T A 2 RimE s e, RS FEE

VR B A S RS Y e AT S HE T, I n7E LTE VPN I8 2 BT 2e (6 4EE VPN liE. &

AT LA 2] 2K A8 AT SD-WAN A TR E 1 H 1) VPN Failover Metric (VPN 25852 i
B fREBICIET . FREEERAG, 285 F MR I GZm I8 B IE P ek . 7SR 6,

7E Hubl BT, 111 19 VPN 2585 RS iR AR A 112 & B A PR A B U S O 112 2R SE A i 2|

11, 0 S A TR 2 (s TE A A R R FE AR, R SD-WAN S DA BR 7 X 1) a1 0 37 1 T Ak

B B &

STEP 1| % A Panorama 48 E 4\ ifi .
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STEP 21| 2 b 4561 0 243 S 456/ T A 1) VPN GIE 4R i 25 S8 R 1B SR IE T -
1. BEEL 7% SD-WAN AR ERE -
B MR R E D — (HIEAE R (ZOK4ERE . BEARIUEHE. ADSL,
@, LTE gg WIFD [ AT
& ZERUH VPN Data Tunnel Support (VPN & REEIE S 1) -
3. % VPN jlitifhE VPN Failover Metric (VPN 788 f5i8#4%) ; #iff /L 1 & 65535 7
A AH Ay 10, FEEREMAC, BEMIRERR VPN EIE GESS KEENEF pkm.

plan, SREFEARROE AEARKME, AR Soe B MR A I SRR A R
i, DARCE B & 8 LTE S i s i AR, W OR MR SO S A AR A R e A

@ QR A A, AR A SR T R T A DIA R &, R
TEDURE e NIE (A AR, R BRI B AU e i B 248 B L~

B SRIBIFY (0ol 0 P A B DB 2 IO . SIS S fs
FE R (RN R BRSO FEAS R ingT) | g
FBULER S B S. HTTT 2, TR A R, A

wh i

CEMZEPERRENT GETERPERG) , H VPN SRR EE
U EOE R TR E B T ESENEF IR A R A

SD-WAN Interface Profile @
Mame | profiled)|
Link Tag | [l LTE ~
Description
Link Type | LTE/3G/4G/5G Link v

Maximum Download (Mbps)
Maximum Upload (Mbps)
Eligible for Error Correction Profile

interface selection
WPN Data Tunnel Support
VPN Failover Metric | 100
Path Monitoring Aggressive @) Relaxed
Probe Frequency {per second) | 5
Probe Idle Time (seconds) | 60

Failback Hold Time (seconds) | 120

“ Cd " L.L-.I

4. fg—F OK (FEE) .

STEP 3| 7y SD-WAN % 7C 5l 2 R 49851, $R1B7E SD-WAN B F, ERAE E—ShEsrK Sb-
WAN A 5% € F

B R A AL B T 14 BT AT T 0 S AR ) (1 2 A P D 3K

STEP 4| HAGHER 2813, 3R AAAF VPN A5 BRI 10 Hofh SD-WAN SRR ERE, R % e ik
EHEANF R CRAB A, DU E 75 5552 18 21845 1 E Y -
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STEPS| 2 rhHi e T ST AS

STEP G| jgriwsak A2 45 31 /448 5 2 Bl DIA AnyPath f A .
1. 7¢ Panorama> SD-WAN > Devices CEE) 1, #rid—{ji SD-WAN 2& 5 DU — 1 dr i

/4. Jaran

1 Panorama 11T & B,

2. JEEZ N .

3. BEUELE LR Link Tag GEASEZED . 3% Auto VPN £ & %8 il kg e/
[, WA EMEEAE, Kk, &oJCE [MERR e | bol Hit NEEEE] , s
7~ FOHE 35 TR DIA AnyPath R SER2EIET . 765r 245 E I, Auto VPN fi FH AR #E 7
OETA AR SE B ) SD-WAN JEHEA T BIA N [EASEE | AL,

Devices @
Name | HUB1-VM300 v |
Type @ Hub Branch
Virtual Router Mame | vrouter_hub I e
Site | HUB1
Link Tag HUB1_MASTER_TAG w
Zone Internet Zone to Hub Zone to Branch Zone Internal
':._.:'\ 0 items 9 Y

ZOME INTERNET

@ Add

4. ¥%—TF OK (FEE)

STEP 7| HEA SRS A6, AR MR R T — (REAE R, WA AR B 2§ 2 8 DIA
AnyPath (- R . 3T 2 52 B T T AR B3R
STEP 8| g 7t s sk e 4% LLE 1 DIA AnyPath.
1o g N7 S U R e R
2. %I Top Down Priority ([ _Fiii FELNET) .
3. CHr AR, DAE T DA A B I B s el FH A 2 S RS 1 E T B
fltn, 4n SR AEs il 2 S e RE R 6 DIA, RiIZ6%1H DIA 25, SRE50H—
1 ARG R A TR B, 2 AR 50 HE 5 () PP B A T o 4 SR A P e ) 8 497 T
FAFESIE N, SRR A7 AR, RIS 8 r e i A T, SRR T BE 41 HE 28— fE o

MR, AR5 DIA BRER. W RER A AR 58 ARG 8., S51% P /& I (8 A
DIA BRI ) STREHES TR 3K -
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STEP 9| Zyrbis A2y 37 By K ik 8 57 44 A% AH [F] i) SaaS Quiality Profile (SaaS M 7% e ki) o

WA ZEE A 73 5215 KR R {18 44 R AT ] Y SeaS fi BT e R, A RERCED A A Bl ot A
Tyt A SR

AXE A S AL T BT IR SeaS JE FHRE 30 H i s By SO IR R BE 52 AE (3R] 48R
Q‘EEP@J_ il SeaS wh H wER - B, SR UAAEAS A )2 B A A 5 S 1R 424 A A R 1) SaaS
W ROERE s e S B R A 7 ST R

B SEAL 2) BA AN [H] SaaS JE AR H A T Bl Ot , 5% 8 S i IE B A A R 44 B Y SaaS
il B RE, BREROE R YR A A R A B A T A ) SaaS JEFHRESCH (3, Q05R EMHEIL S
A A 20 SZ BT N o

G TR 2R 35| F i SaaS il B ke i ) SD-WAN JERISRRI,  DLAe R il % Saas
nn’g A R PRI i B A mﬂéﬂ?ffﬁ’ﬁﬁﬁi TE AR AOR I I AR (ki S SaaS
BifE. 12 0 SO-WAN SRR, R A 1870 SR PR (i L o, TR AT 7
i 2] SaasS i A AR S A

STEP 10| s rhiiii 2 B2 DIA AnyPath.

1 737 VPN 4, ARIBIRE—(f .

2. A PiEIEEC Allow DIA VPN (f0#F DIAVPN) . 2% CHEDUfE AR (25 DIA AnyPath
A1 Prisma Access A4 (1) PAN-OS i (T A AD « WSR2 HA HfE, HIJA8ILS0 4%
J\ME o f . fn S Al R i — 18 HA %145 Allow DIA VPN (7#FDIA VPN) , RIJINZE
Fy 73— HA S50 RO 2% 1E

VPN Clusters 9]
Name | VPN2
Type @ Hub-Spoke Mesh
Branches Gateways
3items ) 3 X ||Q Sitems | ¢
D BRANCHES HA STATUS HUB FAILOVER
= O | Hues HA STATUS PRIORITY ~ ALLOW DIA VPN
BRANCH1-VM300 Active
@ ctive [J] Paszs0-110 3
[C] BRANCHZ2-VM300 P .
@ Passive [ | HUB2-VM100 a
[]  pa220-113
[ pazzeo-104 @ Passive 4
[ pa3260-103 @ Active 4
@ Add ] Group HA Peers @ Add [] Group HA Peers
Refresh IKE Key Remove DDNS Configuration “ Cancel
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STEP 11| Zyh e e f2 208 57 SD-WAN JERIFR R LL#E ] DIA AnyPath.
1. 3% SD-WAN JEHIFHI,
2. {f Application/Service (JEFFE/IRES) HE L, fawZE AL EE DIA AnyPath [f)E 2
AR -
3. B E—BdhES1H) Saas Quality Profile (Saas B R ER) .
R B B A AN SaaS N H ML) SaaS it B s e, HIZEAY SaaS il E ik e
s BRLREAJE 73 ORI H i 266 B A 4 P 1Y) SD-WAN i IR FIAH B e
4. 1F Path Selection (PEfSI%4%) FEHE I, 1SEHUIE 2 B 2 U@L i) Traffic Distribution
Profile GRLEHMIELERE) -
STEP 12| B AT AT f] SD-WAN J5 RIS R TAERS B, DAK % B E Panorama Bk [ K i a3 5 5 58
W BEM TAERS B .
1o N7 30 1 B ASE il R R R R A 5 o DA R M TR RS B
2. Hor SD-WAN J5HIF R, 13 /208 2 TAERE B 4 SRR I
3. KRR B B A%

STEP 13| commit ($2%8) , #R1% Push to Devices (HEREZFIHE) .

STEP 14| Create a Security Policy Rule (37224 E R AIKIRA] PLACHF DIA B w144 % zone-
internet fil zone-to-hub K Destination Zones (H filE ) , SR1BIEEFT G ZH AN
Applications (JEFHFERD o $258 M HEIL 35 3.

STEP 15[ fffHLLF CLI #r4 Bid% DIA &
1. show sdwan connection <dia-vif-name>
show sdwan path-monitor stats dia-vif all
show sdwan path-monitor dia-anypath
show sdwan path-monitor dia-anypath packet-buffer all

o M~ v DN

show sdwan path-monitor stats conn-idx <IDX>
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=/L

AaxX

€ SD-WAN

S AN UL FE ) AR B B

B it & 8 ks 211 SD-WAN FEHEA 1 1) AR A 1 B2 SD-WAN JRRFRAIEAT UL, BB 24k
JRAR—EL,  B7 KOl Er 2 8L L 20T I E i 2 SD-WAN JRRIFERY .

o WRAFAEULECHT SD-WAN #LAI,  RIEG KOs 2 &ri% SD-WAN JiE H RIS AT I 158 B 4 R I =2
o

 QRELE B A AR (T SD-WAN JR RIS RIHESA L AS, TAFRE B ULACTH B R imFE & (1) SD-WAN
FRURER, BISERS g AR, IR ERAC B 7 AL {6 SD-WAN A A (14 A7 38 44 ] A A UG
P TARRE B

HEAh, I SR A AT E R 30 SD-WAN JERIRERN, B KA & 7245 52 it SD-WAN [A] Bt
TH (i SD-WAN ShEe A B H RERCE AR S D FrIBHEZ I R U 2L RE -
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STEP 3| vy B B e b, Fe WR A 75 SR AN UL E A T 11 P 3% At ) L3 A o 4t AT 55 A B 1 B 455 11 M1
Fr, 8@ AR Ed A SD-WAN E45HEE .
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FERED o
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 ftEMEANL G SD-WAN 46 &

* ¥ PAN-OS 5 Kl 46 8 21| Prisma Access

Hrif—1iH SD-WAN 2 &

i —1E SD-WAN mi el 32 7 kol , DA 1 Panorama™ &5 F4a] IR #e 1B AT T . 5 109 26 B 1,

BB E R (OSGRETAE) I8 AR 58 B PR LA 44 R DUAE R SRa00 . 7ERT
BHT, PR SD-WAN 4058 DURE R IS A 43 TR 1 IP 24k, H SD-WAN $h#ERe %073 2R &

FFRAR . 38 T & B b 4 BB B A

4 41 Palo Alto Networks” B O A 18358, 430 0 Y3 HE S SD-WAN i F i T2k 5 2%
&8 35K

° 1 SRS AR TEETE R A1 433155 O o 181 M 7 s LA T B HA, R ERE AR

LG O i 7 SD-WAN s gz g 29 SD-WAN GUE HA S paestse v i
1 2 HA g

U R AL BOP gy, G JHH G —(F 22 A vE AR, BLARr BGP 4 4 [ 1 3]
ORI Ja, DA PR [ A DO . A SRS AR 4-Dyte ASN, a2 s Ayl
gt B AR 4-byte ASN,

poe SOWAN s yispig fr Rl ek s SO WAN seesg, s (11 10
B e g P g PANOramBa g e i 715 < g ot g SO-WAN g 5 i s
STEP 1| % A\ Panorama 49 & /1.

STEP 2| j$H Panorama > SD-WAN > # & WAdd CHr#) — {5 1) SD-WAN [k ik .

STEP 3| IR IANGS KN4 76 LU % SD-WAN ST . #5042 5 SD-WAN B i 5724
S EL A TR % SD-WAN H .

STEP 4| i%Hy SD-WAN 2 & [fE
o PR KRE, HEE R A e —E A E, R VPN AR AT 4 S B
REPENE . B B E G h R, SRR AER M B S, W& SEAR BN R
WA B AR AR R R, PUTE R, N0 O = BT B A
E{8
o DX —ERBEATRE S ALE BT, T VPN IEAR B AR, AR AE ) S A 2 4
Mo I EEMRE, PUTBORHR, 08B A B A AR
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STEPS| EHEUFJALE SD-WAN FRAE A7) 57 2 FHEAT I B i B 24 A% . TERXTS R, & —{@
sdwan-default E#ERE 4%, WHEUH Panorama UL H EhfEix % 28 40 &

GRSt RO an 2R Cisee RS i 3l HL C s Th g s et 2, R b 28 44 R B0
JoE 5 A5 R R R 4 A4 T

o QR BERS t A AR R b s A REAN R, AR g A MR B R AR A R . R R IR TR,
FES % ph Sl S B R R 5% 40 R R R B B ph 2 (8 I PR % e 5 R, ] — S A 1) i
IEFG E A 4 AR 45 i £ A A4 R AL ZHAH ), JE - BRIRE L

o QR BERS A AR b A AN A R AT B S R R A% A R R A S R
DU P R A A% R [ PR SRS R R 2 44 R MR R I PR 2R A4 R o SRT DU 7 B IR
frighas CEMGGIE) sGBMEk s GERER SIS o WUlREMARMTIER K h, RAH
REBERR tH A T DADE R h s 4 R T IEATIEEE (BERGSIES)

STEP G| i\ SD-WAN 43k 478, LAGRA4E B 1o b3 07 & ult H A

SD-WAN #5356 4 88 S8R T A K S AIVIN G - BRI 7 S AR IR 7 s . A A A A
SCRRFEF M, W, SR s ErE (Panorama > Bifs) ZORHIRILRR
o

firfi SD-WAN #e 8 (i ml M (HA) 3 rhirt) SD-WAN 468 ) #s/8 BA ME—
AR i 42 A
STEP 7| #HL Zsrhfli fE3E A T (Eloy SOR BN FSLHEAE S, Auto VPN &1 HARIRAS FE e
T o A8 AT A JAE B RS s R v A P A AR 3R TR i (8002500 2282 DIA AnyPath.

STEP 8| R BAE b AT NAT 255 B AR R —(E b, R ZEFR € 5% B NAT ST 8 E
MY 1P A2hEEE FQDN, LUE Auto VPN 40 B AT LAY a% A 1k FH A e (1) 308 3 ity B 1 7
Hto 43 A HE] IKE A1 IPSec it A SHRE S 4% 5% IP Ardlk. (I ZHEEE 2 SD-WAN %8 —
B 2 R A98% A T - )
1 7% Upstream NAT (i NAT) R5148% b, BH Upstream NAT (B NAT) .
2. Hi—{F SD-WAN A1 i ; SEHC— {4 CL 48 A SD-WAN 7% 5E [
3. J®HLIP Address (1P firdib) B¢ FQDN, #R%% 7> Al N AN 25 14 G 251 IPv4 frik (dn

192.168.3.4) B 7 4% E 1] FQDN.

4. 47— OK (&) .

BeAh, S sEAE AT NAT [ B B b, BoE i —B— NAT R
H vt NAT,  HANS%e 2] 1KE B} 1PSec i e iat F i il .

SR A B 1P AL, S HROE R IP ok, GRS VPN 3
£ URIMELESY SRR g CLI 474 clear ipsec clear ike-sa

s clear session all, yxigahsmie 2 P stz NAT [ R 1 i ft ik iy
se |- 47 clear session all 44

55 AT _EAS SR Bl NAT,
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STEP 9| i R BLAE A3 S 04T NAT [ BB T — (84> 3, R ZETR @ iZ B NAT $UTEE
AT 1P A7 hEEE FQDN, Bii#H DDNS LLIE/R NAT 48 FAMH K 1P Ak 24 Palo
Alto Networks DDNS RF5 43 1. R, Auto VPN 2HBEfd FH 3% A 35 1P 7 1k AE 243 52 (1) 38 18
Ui Bl o A3 A IKE A1 1PSec it & A ZHAESI R 4% 5% IP Arhk.  (IBRAZHE&E 4y SD-WAN 7%
— A s LKA . )
1 7% Upstream NAT (i NAT) R5148% b, BUH Upstream NAT ( EJiE NAT)
2. pit—{F SD-WAN A\ if; SEHC— {48 CL 4% A SD-WAN % 5E A
3. WnHMAIEE NAT IP Address Type (NAT IP Rk %) % StaticIP (5986 1P) , HIi%

HU IP Address (1P fizhib) B¢ FQDN, #R1% 75 Al N AN 148 B0 =2 (1) 1Pv4 Arik (g
192.168.3.4) B¢ I3 B 11 FQDN.

4. mi#F, EHUNAT IP Address Type (NAT IP fiidil3#E7) % DDNS.
%—F OK (HEE)

BeAh, SRR AT NAT [ B B b, BoEd— 38— NAT R
H it NAT, BTG %e 2] 1KE 8l 1PSec i S iat i i i .

U A i WP (LS, RGP Rk, A% B VPN s
$E ., HRZELESY RITAE g CLI 444 clear ipsec clear ike-sa
ficlear session all, iz ife 2 P frhikate NAT S5 fo i fiE s
se |47 clear session all 4; 4

O UL i 58 — (i A7 L2 70 S Ll NAT (AL, (H LN A2 B A2 fii
OrE, SN LEE I 77 3 2% 70 S e e NAT, e Bl NAT 28
—AHIAER A7 B & Panorama iy Network (44i%) > Interfaces (/yjm) >
Ethernet (z. k#9i%) rh, 7 Template (#i4c) HADE—(HHA, #I
CORARBRAT I, SRA%I%H SD-WAN B, Jhis, frril Enable (R F
e NAT, SR1% 18 NAT IP Address Type (NAT IP A7) . {#5EisH
ST WIARSEIE I G AR 2y Panorama. |- ) 2 KA A R E L
NAT, R SD-WAN Sh it AU AN g s e, B AE AR A B e |
1S T AN R R RE R It R ORI B ACHE B /E Panorama |t
ARG L NAT By, F e NAT [R5 FE i 4 822

55 @A A SCHE B NAT,
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STEP IO | CRUA AT 2 7 2y T IED e S i 3R T 3 B 51§15 SD-WAN A8 F 1) TR 56 58 S8 35k

B A e e ) SD-WAN gy, st % TR gy e

SD-WAN (5, 35§ 57484 21 1F i () Source (i) Fi Destination ( H i) [% 4%,

1. i%H(Zonelnternet ([EIRAIFEAIEE) , WWAdd CHI) #ifth SD-WAN i & 2454 %
AT [ 25

2. j#EINZonetoHub C[EIKFE|HHE) , IAdd CHrig) it SD-WAN i & 2 A i B A [
.

3. i#HiZonetoBranch ([EiF|/r3) , Add GEr) Hfig it SD-WAN i E R LA
Eigjzo

4. ®HZonelnternal (I , WADD CHri) i SD-WAN it & 2 4 B 45 1 37
A1 I8
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STEP 13| 4R 2% BGP &% A fli ] 1Pv4, #5i%HL IPV4 BGP.
1 B IPVABGP 42,
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STEP 17 | 3% Panorama 2 37— 42 4= 1 J5L R R0 X6 HE326 BB O, 525 R S0 3F BGP 7823 S fitrbifi 2 [
BT -

1 HUHFRHRN 1Pv4 BGP Policy (IPv4BGP E(3) 5 IPv6 BGP Policy (1Pv6 BGP
F (CHBIUR AR M BGP Atk EAL |, S/% Add GEi) BUE.

%y Panorama it Bl 7 11 22 4 R R i N — {18 R 42 7

HH Type CHEAY YEZA Hub (FhAR) B¢ Branch (3%0) .

IR B LU E Panorama iy A JLAHEIE 22 4 P TR RS RI IR 2 B A A

#—TF OK (BEE) »

Add IPv4 BGP Policy @B %

o~ WD

Automatically create BGP Security Policy for Hub/Spoke
Policy Name

Type: o Hub Branch

Select Device Groups

|0} Sitems | = X
MAME DESCRIFTION DEVICES/VIRTUAL SYSTEM IPV4 BGP POLICY
~ [7] Shared
[7] Branch-DG BranchZ, Branch3 Branch-DGvéBranchBGPPolicy

Branch-DGv4BranchPolicy

[ Hub-DG Hub3, Hub4-New Hub-DGvé
Hub-DGY4BGPPolicy
[] Router1-DG Routerl

[7] Router2-DG Router2

Cancel

STEP 18| 11 Push to Devices (HEIEFI%EE ) LN 1) AH 78 58 5 4128 1) 52 5 H 10 Bl K A«

L&l N2 & SD-WAN K&

%‘ﬁi“%‘*SDWAN S H DL PLHR R SCRT MR B Ot AR RHR T3 — R E . ARk
BN, B ERE RN (O SCRE PR 18 B R R 5 B SR A A4 AR DU R . A
%ﬁi'&-‘f%%ﬁﬁj, AP EIET) SD-WAN #HTE UM RIS HEA e b F 1 IP Azht, H SD-WAN JhEEREZI1S
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A A BGP gy, fb S — 22 A PR E AR, Do Rr BGP 4 py i [ ik 3]
PN [, AR AR PR B Y . A SR AR A 4-byte B in sERS (ASN), £
A2 e oy Ak i p R RS 4-Dyte ASN,

R Palo Alto Networks Bls Kt A 34 [ 38, 1825k e AP E S SD-WAN 4 T 1 ¥ 56 E 281
i

STEP 1| % A Panorama#d & /1 ifi .
STEP 2| j%Hy Panorama> SD-WAN > Devices ($£%) >DeviceCSV (#:# CSV) , if Export ([

) —f% SD-WAN 4& CSV. CSV FSFF & —IKIENZAE 7> I HE4E S, A T3
PR E

(’ PANORAMA JASHBOARD AcC MONITO POLICIES OBJECTS NETWORK DEVICE PANORAMA

(% rapIUS - Oitems | > X
@ysce
[ Tacacs+

L zoNe zoNe
[ Loap O | name TYPE  |ROUTERNAME SITE | INTERNET ZONETOHUB | BRANCH | INTERNAL ROUTERID | ADDRESS ASNUMBER | REDISTRIBUTE |HASTATUS | UPSTREAM NAT
a

@ wior
=
)

yyyyyy

) Add Device CSV v [7] Group HA Peers BGP Policy v
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STEP 3| ffi 4 S A i & SR 7S SD-WAN #5 B CSV i fi#if7 CSV. BRIESAHRRM, 7RI FT A 24 A
P ZHIA RS o T ZH 2 R AR AN 43 ST N DL R B A
* device-serial (ZEEFPHE) — 4 AR RS 5% -
* type CFHRY) —FRE 4 E & 3IE 2 .
* site (A5 —di N\ SD-WAN %8B 480k 4488,  BhIEsm 46 & it A7 B 5 H AR
SD-WAN 43§ 44 7% SCHR T K55 F/INGS - BRSSO RRE IR 706 . 43 44 il v

ASCIRAL A, SRR, eSS B (Panorama> SD-WAN >
7)) ERHEEEUR .

i SD-WAN 468 (4 vl F 4 (HA) B rhiy) SD-WAN 468 ) #ss8 B
I —— 10 408 3t 42 8

CRPTA AT T 7 A 75 TR SRR B AT [ S JRE 21 635 SD-WAN A (14 TR G 7€ 22 8 35K

s I e ) SO-WAN gy, g a2 R TEIRIUREN gy
e SD-WAN [ 4 7 18 1) 1E e f) Source (#kys) #n Destination ( H f#jith) & 15,

« zone-internet (& I-49P48 %) —iim N\ SD-WAN 7 551 i ) 2 48 PR 4R 5 1) PR [ 3 1) 44
o

 zoneto-branch (I3 57) —iif N SD-WAN it &5 i 3] 29 S 3R A 1 Je ) 44 7

« zoneto-hub ([EIF|HHE) —iis A SD-WAN i & H 31 ol ) 21 5 35 1K) 42 45

« zone-internal C[&IK-N3E) —Hi A SD-WAN ¥ & it 21 P9 350 12 3% 10 B A 18 3R 1) 44 78

*  (I#J]]) loopback-address ([Eli%fi4k) —2% Border Gateway Protocol (i% 5t & il #il1# i& -
BGP) HJ5545 € 5 & [Ml1% 1Pv4 £ hk.

«  END prefix-redistribute A& &6 BEFHUA D) —# A7 Sl H1H i e R ARIER) 1P
HTE R WEPE 2 E A &, S sk 8 & fF9Rm— i AR b,
192.2.10.0/24 & 192.168.40.0/24. FEFRAEIL T, 70 ST G € B AT AR IHL AR 1) 49 P 40 4 Al &
] 36 R ) A

Palo Alto Networks 7~ & = i i £ 1SP s 8 HIL 1) 43 2 ] TR

CEHD asnumber (HIGSEMS) —Ea N PRS2 St e 2s T B I B AS
FJASN. SD-WAN #MEHFERME SZ R B H A RS0 ASN 0 ZH BRI A HE RN 43 52 4R & i —
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). 4-byte ASN #[# % 4,200,000,000 %] 4,294,967,294 5} 64512.64512 | 65535.65534. 2-
byte ASN # [# % 64512 %] 65534,

ffifH 4-byte B ASN,

£ BGP L # N Al i i 3R 355 rp 1 A 4547 BOP i i) SD-WAN 2 7, il f
SD-WAN St 0 24 1) BGP 5 A g B B4 1) BOP o iR filln, &
WA ZEAHE FH AT 1ty BGP AS SRR 1 25 1D M Al e 7s A Ry SD-WAN 25 8 .
«  GEMD router-id (g 1D) —455E BGP #& &% 1D, 186 ZHFE A 10 i JhE % b 45 B i
I Fh A R ME—

TN [ A hEAE Ayl i 2% 1D

7t BGP Sl &85\ A FH i 385 b B (A BGP % i 1) SD-WAN Z R, LR
SD-WAN #h i 20z A 1) BGP 3% se AN g SIS A 1) BGP 3sefdise., #iln, &
AR FH IR 1) BGP AS SERE AN th 2% 1D {2 3l K7~ HH JE ) SD-WAN 5 E 1,
« vr-name CEEHEK 24 RE) —ilim N ATE SD-WAN FRAEFI43 52 2 3 47 4% e ) e e i ] 2%
BRI P 2 RE . TERIEW T, Panorama & 37— sdwan-default jEHEEg s,
HLREH F BhHIE B th A A A8

A B ® D E F G H 1 J K L
1 device-serial type site zone-internet  zone-to-branch zone-to-hub zone-internal  loopback-addres prefix-redistribut¢ as-number router-id vr-name
2 branch Branch20 65520 SD-WAN
3 hub Hub254 65501 SD-WAN
4 branch Branch50 65502 SD-WAN
5 branch Branch25 65525 SD-WAN

STEP 4| 3% SD-WAN #£'#% CSV [ A\ £ Panorama.
% Panorama 152 A 44 B H Il 3 A2 Bl b N 2 HC

1. ¥ Panorama I, i#H{ Panorama > SD-WAN > Devices (%) > DeviceCSV (CHE
CSV) , i Import (BEN) &7E E—5HR4REEI CSV.
2. Browse (JFI'E) Ifi%H SD-WAN & CSV.

3. #—TFOK (FEE) MEAN SD-WAN #H

STEP5| FefisHy SD-WAN 25 B £ s B

Device Groups )
c. PANORAMA DASHBOARD  ACC MONITOR POLICIES  OBJECTS NETWORK DEVICE PANORAMA
Panorama v L 21(6)
LS ~|C 4items | > X
& syslog

B, Email Zones

@wre | |viRwaAL ZONE o ONE LOOPBACK | | PREFIX (ES) TO
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3. Fk#T Prisma Access S5, SR1% BT AHEIL RS FIHELE
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STEPA| 35 VPN #4E. WRIETEEEILDEELI# T VPN #4E.
1. #H Panorama> SD-WAN > VPN Clusters (VPN #4) , 8% Add CGEri) —1fli VPN
#E.
2. i\ VON M2 5.

VPN 22 8 2 Rl AN SCPRAS FRAR AN S0, IR, & Esi s
(Panorama > SD-WAN > Monitoring (45) ) &ERMEEFH R, o5 1E e

VPN s 2 1y 42 8 DG s 4 5 s, SD-WVANL T g g 1ty o 42 7
AR, MR R R AR A 2, HAER P VPN sk ik
SHR 5 DR TR 5 4 A Rt T R

3. IR VPN # 4 Type CEAD .

PAN-OS 10.0.2 F1 g {i (g 11.0 p A (% 37 $% Hub-Spoke (-7 %) VPN 2

g, g PAN-OS10.0.3 pygs gy, &2 AT DDNS AR 19 58 HEAR IR
VPN #4:

4. Add G — {8 52 (T i 7 B B M@ R /> 46 .
« IEH Group HA Peers (A HA ¥155) DUFRIRERURTER HA BEEMS0 36 E .

VPN Clusters @

Mame | clusterl

Type
Branches Gateways
-:'\ 2 items % > ':'\ Zitems 9 Y
D BRAMCHES HA STATUS HUB FAILOVER
O | Hues HA STATUS FRIORITY
[l sdwan-vmn100-Branch-HAL | () Active
[] ' sdwan1-vm500- . Active 1
L sdwan-vin100-Branch-HAZ | () Passive Hub2-HAL
[]  sdwanl-vmS0-Branch U f?u"gaz':ﬁ-;g‘jm- .‘ Passive &
@ Add Group HA Peers @ Add |:| Group HA Peers

Refresh IKE Key “ Cancel

o IENENE R EEN S ORE
© & F OK (MEE) -
S. Add GE) — I 5l 2 1 75 BBy S Bl R P A
I Z Al Hr VU (E SD-WAN Hfi G k5% VPN #4. HA 58 i) SD-WAN Hf i 47 2
BLAH SD-WAN HH i 575 Kkl .

MPLS Fifhey 2 345 XA 0% 4 B A AH REAS SR AL 1l s, )t MPLS 3|
MPLS i 202 . A AN Er1E MPLS A% 2K 4R 844 2 F) i 7 il .

« JEH Group HA Peers (B4 HA $155) DLRIRFEI/RIE 2 HA SRR SEE .
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BRI SRR PR, ARG F OK (EE) -

Select Hubs @

O | name HA STATUS
[] | sdwan3-PA7050-Hub
] sdwan3-PAS250-HUB
L sdwanZ-vm300-Hub3-HA1 @ Active

L sdwan2-vm300-Hub3-HA2 @ Fassive

Group HA Peers

OK Close

B RA 2 E TR AR fTHT B BT AFAE R VPN 258, b 2R € FPE ) 2 S IR

LABEE : &) BUR IRy e P eI R, LA b) BER MR A SRS By . il A SR A 4
PESEAHE & 1 2 4. THRAR, THRCESSAURSOE & 4. SMEMRE 0K i 7 S A B 5
AN B s 2 BGP AR I i e A 5, W LA R RSP . e B, MBSERA
PRI IO HUl . — (B B AR 2 SCER DU AR . - Bh/a Bl HA BCHR A —fE iR

Z A a] UEAT A R A B 564 HA OB 2R B AT M R B 5. Panorama fiH 7>
ST BGP A F i PO A i - 7 38 1) 5 SR 1 933

AWy e
1 250
2 200
3 150
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HHORE 7 B S B R S A

4 100

U SR 2 p i B A [F) B S g, Panorama g 7 4 43 S By i 1
WAL B RO ECMP, - DL 5 43 SO T8 B PR 48 o 20 45 2% PR 25 R
i 7 ECMP (Network (#9i%) > Virtual Routers (E#hss) >
ECMP) , H % BGP i 7 ECMP Multiple AS Support (ECMP £ AS
W iE)  (Network (#48#%) > Virtual Routers (jEftik hise) > BGP>
Advanced GEERS) ) o WL P ETE AR A ME OB, RId
TE4 3 A ECMP, i L rpi 48 S 4t e 95 AR 5% 5, Panorama ¢ i 3
ST L & 245 ] ECMP,

o IMREIEILT Group HA Peers (40 HA B145) , F5IEEECYE), AR1% 44— F Hub
Failover Priority (75 $Ef2 B4 WA2; BN —{# Priority (B4 (8
B2 124 CGEAA HA EEHRRMEFE) , R%iE— T OK (FEE) .

Hub Failover Priority for HA Peers

HA Peers sdwanl-vm500-Hub2-HAL
sdwanl-vm500-Hub2-HAZ2

Priority | 1

“ Ca" LL\'

(e i) HA L e BUR HA SR Tl B SR I e A . R 1K
Hrh HATCSS, I 2557 750 2 Wy I8 3 A5 8 v i 2 B A I S A0

RS 2 S R 2 A HA SR B PR R IR AN IO S A0, ARAR IR
[Group HA Peers ({4 HA $445) Fin Submit ($252) , Rl @riie 3 587%

e
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o AR HA BB AR, SEEEEC—E AR, R184%— K Hub Failover
Priority (PR SERL IS A, BAERR (FHEA 134 .
VPN Clusters )

Mame | cluster3

Type
Branches Gateways
':'\ Jitems | —» ':'\ Zitems | —»
D BERAMNCHES HA STATUS HUE FAILOVER
D HUBS HA STATUS PRIORITY
[[]  sdwan3-PA220-Branch-HAL .A::iw;-
B  sdwan3-PAS250-HUB
sdwan3-PAZ20-Branch-HAZ ssive
U @ Passive [ sdwan3-BA7050-Hub 1
[[]  sdwan3-PA3260-Branch
@ Add D Group HA Peers @ Add @ Delete |:| Group HA Peers
Refresh IKE Key Cancel

6. F—F OK (WEE) LAREAE VPN 24,
STEP S| 5y Sz (BB AN Bl B 5 S 41 31 b e

B e & H B FF AL (54D G0 SCRIR AR BT AR B AR . S8 R]
TG 23 S B A R AR AR AR A A E . Prefix(es) to Redistribute (2 57 A
IR E D A5 —E il B g B, AN B B

1. i%H! Panorama> SD-WAN > Devices () , SR1BIEHL—{H 5 32 B Kl .

2. IR BGP, 1% Add GEritd) —1F 2 5 2 AT 40 1 1P A2 hE 3 Prefix(es) to
Redistribute (8 #H U I RT B R o

3. ¥—TF OK (WEE) .
STEP6| Commit (ZZ7]) , %R1% Commit to Panorama (327 % Panorama) .

STEP 7| (SD-WAN ZMHFE L 2.0 0015 w1 2.0 fliAs) B rbii- 37 B VPN 25 45 b i 55 s B
DHCP &%, PPPoE /1 1hi, HI2Z8{#iF] DDNS. i#H! Network (49#%) > Interfaces (JM1H) >
Ethernet (Z K#&E%) , SR1E7E Template (FIA) M7, 2 e 58 B G0 A< i 2

STEP 8| (SD-WAN AL 2.0.0 FTE 511 2.0 oAy EUE 1P A7hkf6 R Dynamic-DHCP
Client (#)f& DHCP H /i) = PPPOE MIATHI, % — FNEEHKEL Override (ES)
RIB1E—F OK (hEsE) LARIE.
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STEPO[  (SD-WAN #MIFEA 2.0.0 A1 5 (1) 2.0 A 7E Panorama - Biiss & 15 CLa% & DDNS B »
1 J%H Network (#9i%) > Interfaces (1) > Ethernet (Z K& , SR1% F UG
—J1Hl
H#H Advanced GEFE) >DDNS.

3. WLLEZF|, DDNS % H#E e T Hostname (4 #5) , H Vendor (iFE) e 4
Palo Alto Networks DDNS.

4. J%—TF OK (@) »

STEP 10| (SD-WAN #M L 2.0.0 AT s 2.0 il A Commit (838D, #R4% Commit to
Panorama (#£% % Panorama) -
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STEP 11| i 4H RE 4% & o fli .

. 1 Panorama ZsrbiE 2R 7 Bk SD-WAN S iz, Panorama i As— 52

i PRI AE ) T A S A T B ] RE R — R AR 5%, 151
i, sdwan 921 sdwan.922 sdwan.924, sdwan.925, {34 A A 48 1K 4

5%, Panorama {58 g 7y SD-WAN i e 37 IERE R S8 {8 mT 3 CLI 4y
show interface sdwan? s:+¢; %= SD-WAN /.

1. #H Commit (RBW) , $R{%i%HL Push to Devices (HEIXFIHE) .
2. 7E#EC N A Edit Selections (4mEEIEIE)

Push to Devices @
Doing a push will overwrite the running configuration on selected devices. The configuration shall be pushed from the Panorama running configuration.
PUSH SCOPE LOCATION TYPE -~ ENTITIES
sdwanl-vm100-branch Device Groups sdwan-vm100-Branch-HAL, sdwan-vm100-Branch-
HAZ
sdwanl-vm500-Hub Device Groups sdwanl-vm500-Hub2-HA1 W&I
sdwanl-vm50-branch-stack Templates sdwanl-vm30-Branch
sdwanl-vm100-branch-stack Templates sdwan-vm 100-Branch-HA1L, sdwan-vm100-Branch-
HAZ
sdwanl-vm500-Hub-stack Templates sdwanl-vm500-Hub2-HA1, sdwanl-vm500-Hub2-
HAZ
Edit Selections @ Remove Selections Validate Device Group Push Validate Template Push Group By Location Type

m Ca el

HU IS8 HL Filter Selected ( CERUATIERS)

#%—F Desdect All (HUH4I#)

kEXEP$E%§EE$2E IR FECHT T Include Device and Network Templates (£ 2 %36 #
BRAGREGOA) o MRS HERL B, SRAR A AT HEIL B 53 3

KL Wy i@ RS B BhEE \P Ak, AR R A 20 i IP Ak, P42
IR IKE/IPSec AR . Afifk fr PR O Y M 174200 IKE/IPSec 38145, W ZHTE 43 S 4H kB
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ZATER R AGAEIE AR AR . @b, IS ) SCR RS HL oy SORED R 1] PN AR AR, AP

Push Scope Selection §
Device Groups Templates Collector Groups WildFire Appliances and Clusters

Filters

w [ | Commit State
[ In Syne (11)
[] Out of Sync (3)
~ [] Device State
[7] Connected (14)
w [ Platforms
] PA-220(2)
[] PA-3240 (1)
[T PA-5250 (1)
] PA-705011)
] PA-VM (9)
w [| Device Groups
[T sdwan-3-PA7050-Hub
[ sdwanl-vm5S0-branch i
[ sdwanl-vm100-branck
[ sdwanl-vm500-Hub (2
[ sdwan2-vm100-Branch «
4 3

|:| Merge with Device Candidate Config

6. #HY Templates (#I4) #4, REIEE Deselect All (HUHATE)
7. Push Scope (HEXHIE) R4 EBAL. KA Push (X)) i,

Q

NAME

~ g sdwan-3-PAT050-Hub

LAST COMMIT

STATE

HA STATUS

14 items | —

B

PREVIEW
CHANGES

M sdwan3-PAT050-Hub

In Sync

B

? [] sdwanl-vm50-branch
? [ ] sdwanl-vm100-branch
» M sdwanl-vm300-Hub
* [] sdwanZ-vm100-Branch
~ [ sdwan2-vm300-Hub

M sdwan2-vm300-Hub3-HA1

In Sync

@ Active

B sdwan2-vm300-Hub3-HAZ2

In Syne

. Passive

ey lréy

» [] sdwan3-PA220-Branch
? [] sdwan3-PA3260-Branch

~ Mg sdwan3-PA5250-Hub

~ [ sdwan3-PAS250-HUB

M vsysi

In Syne

5

Select All  Deselect All  Expand All  Collapse All |:| Group HA Peers % Validate

Include Device and Metwork Templates

|:| Force Template Values

STEP 12| HAG 2 T ER, (R IUE I 43 SO B R, AR R HEE 3 432

OK

SD-WAN &7 B #575 3.1

114
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STEP 13| &8 IKE FHe L 458

R A i A Y R VPN AR 46 1 2 ] i) 1PSec AR i) 5

A7 M0 BR LR B e A P 28 S (07 < 8
@ FE 85 SR R B AR IR UT D R

IKE 44, %4

My AH

1. i%H{ Panorama> SD-WAN > VPN Clusters (VPN #4£) , SR158E—##4E.
2. (EERTEIGH, R Refresh IKE Key (FEHIHH IKE 488

VPN Clusters

[ | Hub2s4-2

@ Add [ Graup HA Peers &) Add [[] Group HA Peers

Refresh IKE Key

Cancel

3. FHB-AEE, WAEEREE IKE &MeA VPN #ESMAEME SD-WAN ki
BT RS (SA) . ErTREEIE IR h il . BEAEEN? & | & WREME

HaeAE, HIEE Yes (&) .
4. Commit GGZn]) .

{ Refresh IKE Key (FEjiin IKE G:68) 1%, 0 IRc s MmEE: &

SRR L EUE I B B .
5. PushtoDevices (#EIXFIHE) .
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#57 B4 DDNS ARFE P 2 244k VPN #4E

fit PAN-OS10.0.3 Bl#i, SD-WAN B - Sosfidn B Ah, @Sk e BAIRIT 3. AR I BEm]
LS B A G PR BT B A B @, E M e BRI . e BRI
PSR 55 2A SR e 1 22 v DL B B B AR ) A 3

—LE 7 RS AT DHCP S B 1P ik o 7 0 388 5 {65 FH VY B 3 450 1) 1°) 40 s 4080 i R 75 A1 2 A
BIRE IP bk, AR, AZAhERTCASERE . Rk, B KOs EH) 8 DNS (DDNS), LA{#H DDNS 7% ]
PLAE B0 AT SD-WAN [R5 JOfEAT 2 BE TP Ak . 5 145 DDNS 5% & k1% 2 fT 45 B RS,

& 3 FNEHE R KOk R) Palo Alto Networks DDNS 2= b AR 7% 5 i L AN A 1P Ak, PAMEREZ 1P A7
hE#E45 2% FQDN.

75 2L DDNS 1) 5 —{E 7[R 2 2k 5 ISP [¥) CPE #& B v g IE/E AT 2 UH NAT . (EHRE IP {7k v] fE &
HEAT AR NAT 855, W] REAE) . DDNS R LB K% i) DDNS fil il #s s 2 5 1P 474k
A LA R A4 334 S 48R0 2 B AR, Auto VPN €7 B2 DDNS IRFSENAS, DUEIE LLf Kl
RE S UL/ DDNS Zim i M A H 1P Azhk, 648 IS S 38 1P ArhkE ST IKE B4 51 VPN il
8. W CPE #E B IE/EHUT 2 IE NAT, R 2 i Panorama & E 1) SD-WAN 77 2 45 B IR, AL
F Upstream NAT (L3 NAT) , H NAT IP iz k38745 % DDNS.

BHAE Ay NAT () CPE 5 5l i s, BAEEZEE L#y—H—KH
st NAT R R (R RREEEg) |, DU AN TP 07 1k 558 0] 5 YR 44 By O A T R FA N
IP firht. i@ fiEeE o7 |KE i IPSec i 3l {7 B i ABy k% . (Palo Alto Networks
BHEAT 25 NAT [ 13 CPE a1 i % i 883 G A BUERR « D

HA DDNS R#% ) SD-WAN 52 848k h 1 B A DL FEKR.

« PAN-OS 10.0.3 5{ 5 &/ 11.0 A

+ SD-WAN 4 FES0 2.0.1 58U &) 2.0 ik

O F&E. ZBERIEE ZTP M FE RS 1.0.1 3 E &1 1.0 fieAs, DAL B ZTP B 55 1)
DDNS. Panorama 28 EE I ZTP HEL ZTP AR #E R .

o JERIRESUREE N B iAs 8354 B g IR lAS
© T 2858 AN DDNS 1K) Il A0 ZRAE A [ 1) % 5 SCER N 1 483k (CSP) R 5 it

© I 285 BASIR DDNS [R5 SOl AL 2R 2 S ol K 4 BLIERE . IEMERRRE R JOfia . Panorama A1l
o s A B AR Y, TR B B L CSP AT ZTP -

o AN K e B A 4 B 2 B T 4RI A7 7 Palo Alto Networks B Kt i 7 13t ift i, 028
S RZAE ERIEGE, PLAET AR H 2RO DDNS ) T F i 2480 22 T~ 41) FODN:

* https://myip.ngfw-ztp.paloaltonetworks.com/ (LI WhatsMip Ak #)
*  https://ngfw-ztp.pal oaltonetworks.com/ (LA HL DDNS #3455

STEP L] % Panorama LL A /E 4 rHiE 5 43 SC 1A BT A7 528 B9 O 22 265 b T 11 4 I
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B E SD-WAN

STEP 2| 238 ZTP AMIFE 1.0.1 AR Z M .
1. 7% Panorama & HRRIH, BERE ZTP M2,
2. 223 ZTP AN R
3. W ZTP A EH AR .
4. j%HL Panorama> Zero Touch Provisioning (EHfEMiE) > Setup (GRE) , RE4IH
[—#%] #%5E LAUEH Dynamic I P Registration (Eh5E [P ZEM)
S. fg—FOK (i) o [—M] S EHMAMT 1D &R [ZTP RSB -

Setup ZTP Service Status Firewall Registration Registration Status

General 63

Panorama FQDM or IP Address
Peer FQDM or IP Address
e
Dynamic IP Registration
Sync Status @ In Sync

On ZTP Service

Tenant ID
Panorama Servers
Serial Mumbers

6. i®HL ZTP Service Status (ZTP JIRFIREE) A HERR O 4 HL B KOs 5% .

Setup ZTP Service Status Firewall Registration Registration Status
Q
SERIAL NUMBER IF ADDRESS REGISTRATION TIME
L8 15 Oct, 2020 23:07:54 PST
459 15 Oct, 2020 23:07:54 PST

STEP 3| g piA 2c 45 SD-WAN SMHFER 2.0.1 BUE R 1 2.0 BRAS, #h2cd.
STEP 4| ££ Panorama = Commit ($£%5) .

STEP S| % A Panorama#4 & /1 Ifi .

STEP G| @57 VPN AZHEARIE, G 2257 VPN S48 iR

STEP 7| @ 7 5e B4k VPN #4E.
1. j%H{ Panorama> SD-WAN > VPN Clusters (VPN #4%) .
2. %I Mesh (AR 1E% Type CERL .
3. Add GEri) 7 ZHAHERNK Branches (430
A4 GERD WREIEAEAREETETNE, B Add G —{E5 2 Hubs (i) .
5 —TFOK (E) »
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STEP 8| Commit (327]) , %R1% Commit to Panorama (ZT] £ Panorama) . WISLP ks B4 55 RE
IP Az, RIFRIRCTER. 3 VPN AR 5 11 5 S8l R A 5 KOs A5 DHCP B¢ PPPOE /i
I, HAZE{# ] DDNS, [KtEE 120 LT 5 BRI F .

STEP 9| J®H( Network (#8#%) > Interfaces (/1) > Ethernet (Z K& , SR1ZTE Template (#
A WAL, Ry E 7y SO A HEE: .

STEP 10 | #E 3 IP kit~ Dynamic-DHCP Client (®j%& DHCP FiFi%) siPPPOE /i, #
— NERHFIRH N Override (%) , SRR — T OK () LR,

STEP 11| ££ Panorama B35 /& 75 C.i% & DDNS ZE
1 %HU Network (44B%) > Interfaces (/1) > Ethernet (Z K498%) , SR12 B GEELH
—_‘{I\E‘O
1 Advanced (iEF%) > DDNS.

AU, DDNS 2 LI 44 Bt 7 Hostname (CEHEGAD) , H
Vendor (i) #E#4 Palo Alto Networks DDNS. #lt, 7 Ethernetl/2 /1L,
B A TR A4 R 4 0102,

Ethernet Interface @

Interface Name

Comment & | dia2-vlan1102-dhcp

Interface Type {':)} Layerd v
Metflow Profile | None B
Config IPvd IPvé SD-WAN Advanced
Link Settings
Link Speed | auto o Link Duplex | auto o Link State | auto ~

Other Info ARP Entries MND Entries NDP Proxy LLDP DDNS

Settings

Enable Update Interval (days) | 1
Certificate Profile | None e Hostname gzg | 0102
1Pv4 IPvé Vendor Palo Alto Networks DDNS R
D P o~ NAME VALUE
[] owce TTL (sec)
@ Adc

n Cancel

4. 4—F OK (HEE) .

STEP 12| fn i VPN # A F5E{T.H 45 DHCP 8¢ PPPOE /[ i, SEEESHE 9 E 11, (HIE
Template (A FAALH, A45 e HHAEISE R A HE S

B i A e A IR By, TR AR - S B s A e, R A A DHCP 5
PPPOE i Hy SD-WAN £ iifry 1P Ak, 106 285017 7 55 A0 SR sk i A DDNS,
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STEP 13| Commit ($£%2) % Panorama if: Push to Devices (HEi%F|HEE)

STEP 14| ¢ 43 35 s |- He3R 4 3 2135 DDNS,
1 BB K
2. J®HY Network (48#%) > Interfaces (JMfj) > Ethernet (Z. K& , B EHRENR

KA, $5EIE) [ThEe] B - DDNSEHE R, BHEMRN . FHLH. IPA7
HEAIHAh DDNS & 2.

Ethernet | VLAN Loopback | Tunne SD-WAN
5D-WAN
LINK INTERFACE
INTERFACE INTERFACE TYPE STATE | IP ADDRESS VIRTUAL ROUTER SECURITY ZONE PROFILE FEATURES COMMENT
=2 ethernet1/1 & Layerd sdwan2-branch-router | untrust profilel " (_% dial-vlani101-static
=5 ethernet1/2 & Layer3 Dynamic-DHCP Client sdwan2-branch-router  untrust profile2 o dia2-vlan1102-dhcp
& ethermnet1/3 @ Layerd Dynamic-DHCP Client sdwan2-branch-router | untrust profile3 e (_% dia3-vlan1103-dhcp

STEP IS | fER 4k — Mo sc b, ATLLER], A pEEhmhh 2 2402 A 1 F 7S DDNS 5 it
FQDN.

L BB M, #EH Network (441%) > Network Profiles (&% ER) >1KE
Gateways (IKE &) .

2. WLLEER], BRI AN, RSG5 H AR A A& Bl
0101.8ced8460fcc5177cd3665ce41b6345323a15a612b8e52ec1d9ec057a582¢ch4.113855f6¢9a92d6 ...] €18a0dS
STEP 16 | ¥ 4y S R vh i ff) FQDN 7 537 DDNS % &
1. fFHLCLI.
2. AR A4 SR AR ) FQDN (B DDNS &) : show dns-proxy fqdn all
3. T DDNSfirtlk: request system fqdn refresh
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£y SD-WAN %37 55 RE % HH

f T BGP gl Z Ak (B R EATT5) AT LU S AF RE B e i th 75 ) SD-WAN i e

EILMEEﬂ% Panorama™ ¥ B 7 B Ol i ek 2y 3 ER e RRFRE s . BB AR Ad ) Panorama,
1o B AR AR B A HE R SR AR T . OIS — R OR FERF REES i 10 H e, nbA
F%EF?EPF)TT BHREN ATAEPARRD FFEEES RS, BREW S XH) §FREEH
FH 326 1) i

STEP1| % A\ Panorama 49 &/ 1i

STEP 2| S A sl BT A MR A2 0, SRR A A LR M U N 32 3 Name (%

*ﬁa) : $peerhostname_clustername.customname. 141, $branchsanjose_clusterca.10 5%
$DIA_cluster2.location3. 7F & ¥7r5% ($) 18, SFEPIKTR A

* peerhostname (326 R4 f%) —HFRBEE FHATAE M H (b R s S ) A6 A fl . R TR )
HIBEA R M EFRERR . peerhostname CEHEE B4 AE) 02H % DIA. R T ¥ MR
Ab, ARG BN T, R R HA BB 34, R DU E HA B s
Z— W F AL TR E TR

* clustername (44 f5) — H RS> ST I VPN #5210 2 F .

* customname ( {74 /%) —REBERRSCE T E . BARETE customname (HET M) AL A

25 ()
80T CLHER 245 70 A0 [F) 35 45 1 3 ﬁEE%EE B G B A AH A ) peerhostname CHF45 3
HEAZH5) I clustername (GEEE478) ﬁiﬁﬁfﬂﬁ’] customname (H 5T %8 ) Ak 5 7 558

STEP 3| EHUS#EL Type CHHMY) 4 IP Netmask (IP A9H5IE) , ARG H N0, R HA R 48 s 1l 2 =
1 H e 1P A2kl U1 192.168.2.1/24.

STEPA| f4—F OK (HEsR) LA %8.

STEPS| J#H Network (43%) > Virtual Routers CREfts i as) , SRARIE AL K 4 % i 2% .
STEP G| j#H Static Routes (FFREHH) >1Pv4, %% Add (i) FFREEKHH Name (%47%) .
STEP 7| $j* Destination (H i) , RG89

STEP 8| 1A Interface (1D » £ FHialiE B b4, ZEHESHAT A mE, F
i, Ethernetl/1. Tunnel.x 2% sdwan.xx.

STEPO| %}/ Next Hop (F—{HEEE) , HEHLIP Address (IP fizdib) , SRI&H N FFRERE N —fH B ES
1P ALk CGFRERS Hh ATAE A TP AE R 30D o

STEP10[4%—F OK (HsE) -
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STEP 11| Commit (i27]) , Commit and Push GEAJIGHERS) 5,

Auto VPN ZHRE 5 5FRERK d1 1 [ /i1 | AL B sdwan [ 7 B R 2 e R I8 H 1A 3t SR B0 SE 1)
i 45t SD-WAN A1 . S8 Ak, B HI R T A BF RS B a7 BTAE a9 VPN 38 88 i 55 )
UERY A Y HE Sk SD-WAN AVifD,  DLRIESR 2 /R — R, .

STEP 12 | %438 [ & 3% e #F G 6 e
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£ SD-WAN &% 2 1 B % H

TE P 5 2 0 i b OG0 F AL, W A R B R ISP M E i ff I E IR AR . &SR
AEAN B T R BE R Th e . LS I T 5 AR FEIMT AR E R e 71, BAE AT AE R 8 Tk,
H Az @S AR AFETIEE (Blinfhie. EFEiMIs s s ) KRTh, Fraissedfng DU i g
e . 18 LRk E R BE 4 o0 AN poh A st A (E Bh RE % p B S e OB |, 300 o 5 2 (@ sl i e 1)
5% H S UM

R TEME A F ARy, (H IR % b 5] A P R i % rh 28 1T S 2 R 5% Th 28 AR AT B Ak % 4
1.

B e 2 AR, R 2R AN B IR FRROE AT, A SRR ROE B D) e AT i T
B 2S .

ST ARR 5 A 2 5 SR8 P M RS 2t o 51 B e i 51 2%

o CETEROT LS IRy, R S S I o A 10 A P S B eh 5 BRI AT

&M Advanced Routing CHEFEE ) IR, 5% L kR Hk i ph 2 104 88 i 5 BEIE AT o

TERE 6 B 51 IR 2 R e PR th 48 (7088 AR i 5] 3 DR AR IR th 48D o i, EPEER 5 A
AT Th A FGRIE, W HIEF U/EEH & BGP HAEFAH BB A po sk Tk (BB, St gs.
A1k SR B B U e kD IS RRIEI T £ BGP REE

TS % 5] 4 R EFRERR . MP-BGP. OSPFv2. OSPFv3. RIPv2. B\ {7 5E M f 1 2 B L
FifE R (PIM-SM). PIM 45 5& sk 5 2 B {#i% (SSM). BFD. EEBififfi. % HehiEsE RIB. ZBUE
B TS AR .

R ELLT NEA B e SD-WAN ik e i 5 2 51 % .

(R

AT PAN-OS RS 95 K ik SD-WAN #h e

Panorama'™ 11.0 B 8 i B A 3.1.0 B3 i A

SD-WAN &5 2 e AR 45 e i b 238 T ) (1 2 S B P b 2R B0 R Eh 3 o ORI % Ry,
FESLIRER S R AS s T RIRE AL R AR 2

B TS S A HE e b RO JEE B 2% B HL ST Panorama $& 22 WA 22 B JOfE RS,  SD-WAN 432

A E AT S B LAE R PX (1 25 T 257 SD-WAN AHBIMF (5988, i, EHTHUGER €

. BGP) o MR &r Ayla]l— S i 7 B R 45k i o 25 A4 R AR [R] 1 e e b 25 2 . DRIE, TPl
193 SCUR S ELAT HA TR £ i o 2 4 A o

Ptz , Panorama /s o s il i O RS W) 1 e eh 25
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Panorama SD-WAN FMHE 3 3.1.0 W] DAIR] e B2 I P& it vy 51 2 14 57 X A FH 85 i it bt 51 22 1
B it o LA B A2 JRT LASKS I8 1) 32 6 BBl ot 4 0 S D HE R it eh 51 B, [RIB T IR LA Bl ot
PR B B A8 R Eh 51 EROE

f#E SD-WAN FMET 3.1.0 BB Kt )8 BB it b 5| SR, (H 8 52 8 B A B JOfs b — A R
A M 26 Hh 51 B A Ak #E AT DU Advanced Routing CfER % H ) 358 T 21 iOFH 545 FH 18 i it
Y51 8RR B B Ot st A P R 51 38 CRROR B fse P A R %y DL 23 oA OO P8 51 8 w8 i 51 25
g, A6 JR SR AT RE W FEHT R Bl ot DA S8 B A 20

FEUIRBE RS I h 51 B2 A0, SEMO IS E AT SOE . FIBL, R RSO mlifs I OE
B 8%l £ B0 A M 2% e Panorama, - I S 2 00 B A M B IX B B AR, [EAZHE
RN F A HE B (A B REAE SR T AR

e Panorama ks, 2B Ay fd A AH FIER i ke (RO Bl s D e E @

WSS E AR AR B . Panorama A i iR T I B ER AR S B SRR
B H N Ot . B IE LER K, Panorama iR B REOE (WIERAFLED .

Tl (- B 4 3038 25 1) SD-WAN AMEFE AT PAN-OS fi A, 0 AR B 5 j st i i 2%, R
Fl Advanced Routing CGEREEE ) . 7854 SD-WAN ~MEFER R, f# A E.45 F Advanced
Routing CGEREEEH) MEMEA (EEMEENT, @ BB ER .

R O R Advanced Routing GRS D 6 AB D453 il 46 2% b 8, FU 5% FH JEE RS 5 by DR ] 52
A IR A B EH 3 3 o FEE S PR AREE (B4l PAN-OS Al SD-WAN SRR AD 2
HIT s FEAS FH IEE P8 I FR 488 R 58 M A 3B R o (3 PR A i) 535

AR RS iy, R0 ZRAE R — SR ph 2 T ROE SD-WAN i s EAFIAS RE AR i i 25 2 i)
5

STEP1| % A Panorama#dE /1 .

STEP 2| i Panorama 7+4% %) 11.0 ¥f: 22 SD-WAN 48 3.1.0.

STEP 3| Sy fes ity M A1 5 S 997 K i 11 2252 B ) 46 BB 9389 31 Panorama™ & B2 IR 28 -
STEP 4| 15 i 1 B % b 2 RO 00 B ATRR A

STEPS| 1f Device (#%) #i4r, & Template (FI4) P2% N4z 3 B A IS B & 1) A HE B .
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w5 SD-WAN

STEP 6|

1. EXDewce (%%E_) > Setup (F&5E) >Management CE3E) , R4 41EH General
Settings (— MR E) o

2. B Advanced Routing G F%“E%EE) SD-WAN ZFE 21 AR 15 3 i % i 328 TR i 8
TRBE S P A8 O SR 2R . RO BRI By, R IR RE RS At . 5 R TR B R
o

General Settings @

Hostname

Domain

Login Banner

Management TLS Mode | exclude-tlsv1.3
Certificate
SSL/TLS Service Profile | None
Time Zone | None
Locale | en
Latitude
Longitude
[] Automatically Acquire Commit Lock
[] Certificate Expiration Check
[[] Use Hypervisor Assigned MAC Addresses
Advanced Routing
Tunnel Acceleration

“ Caneel

—TF OK (WEE)
HIRAA RSN E, % —F Yes (&) DAAAE.

Warning

Enabling Advanced Routing will require you to migrate your configuration, commit your
configuration and. reboot the firewall.

If you select Yes. a script will assist you in migrating your existing configuration to the Advanced
Routing Engine. The migration tool will convert each Virtual Router to a Logical Router.

If you select Skip. the system changes to Advance Routing mode without any Logical Router
configuration.

Please refer to the Administrator Guide for more information on supported features.

Do you wish to continue?

Skip Cancel

%1 Yes G2) &, —MEHNEMIZELR S E i EIA WaoE BRI R R 51 %, W
RAEIRI Skip (M%), RIEr AR s i 51 Bl — i 2 a0E

Migration Configuration (F#EERE) & B/R T 4 HEIR B8 1) 2H (4 AR
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Migrating Configuration

Mumber of VR to be converted: 2

Color Code:

@ Successfully migrated, no user intervention required
(O Migrated, user intervention maybe required

@ Mot migrated, Obsolete, No longer supported

@ Migration process failure

OK

f£ Virtual Router CREHERSHIAS) ™, B4R T HIANK STATUS GRER) . g
T STATUS GIRRE) JE Ak, SR, ORISR KR S A RIS B

Virtual Router @
Migration
Q. Zitems ) — X
NAME INTERMNAL LINK STATUS
WVR-Morth Open in Network -> Logical Routers [ ]
VR-Tunnel-North Open in Network -> Logical Routers @

Legend: @ Successful (O User Intervention @ Obsolete / Not Supported @) Failed

Continue

I IR B 4 5 R A S o 5 0 MO 4 1 3. 05 PRS0 0 S )
B A R 2

Advanced Routing

The migration process is now complete. Do you accept the migrated

configuration?
If you select Yes. the migrated configuration need to be committed and

the device rebooted for the configuration to be active.
If you select Mo, the last running configuration will be restored and no

device reboot is required.

3. Commit (FZH]) .
6. I%H Device (E) >Setup (GRE) > Operations (#1E) , R4 I%H Reboot
Device (FEFIMENIEE) .
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STEP 7| 3i#®H Commit (3237) > Commit to Panorama (&3 % Panorama) , %X1% Commit (3%
) KIS,

STEP 8| i fa 1Ak e 85 5 H A2 M HEI% B 32 B HL KB K% . Push to Devices (HEISZE 4 E ) FA A 7E
I5€ SD-WAN [ 2K i r i 38 11 88 e 5 P 2%
1. J®H Commit (3£3) > PushtoDevices (i £ %45 E ) Al Edit Selections (#miHiEEE) .
2. J#H Templates (HiA) VG875 B rh SR 0 A HE B A E A .

3. HUH Force Template Values (Sl B A ) LA FH B ) 0 A (B 78 55 A BE0E « AE (8 e
THZ T, sEteE R SOl R BUAE, DU ORI B3R 58 AN S SR BUE ] R A/ 10 46 6 v i PR 24 B
g LA BRI E

4. #—F OK (FERE) If Push (Hfiit) Z#H.,
STEP 9| = H 2 NBh K H
STEP 10| 32 Network (448%) .

EEEIIRERIEE, EMEMRIIgER L EMEIEE R hEE) BT EEERE
4. Routing (M) f34% Logical Routers CGGEHREGHI#%) 1 Routing Profiles (i HiRk
ERE) , KRR ERE f1FE BGP. BFD. OSPF. OSPFv3. RIPv2. Filters (ffiifgs) f
Multicast (£ EhE#i%E) .

STEP 11| 488035 1o 2 R A BRI S5 2415) L 26 40 A M A PR Advanced Routing g
[ o SBT3 B T ST RO AL SO R A B TR 5 ) 10,

MR BATBIRERTZOR, AR IE R i b 5 B Ry, i ph 2344 R 0 JH B[R] — FE A
bR 1 A AL RE AR [ o T8 RREE MR 7 SCAR R A A R (V25 A M . T BT
ANTRAL FH A T4 A B 1 ST IR PR () S IRy, A0 ZRHE OR s i 2 oy 245 44 O R R 2 e 2
ZAEARTA .

STEP 12| #£ SD-WAN #8 ri%e B b i rh 2% B i 1K Hh 2% .
JEHY Panorama > SD-WAN > #'8, DI ) Panorama 45 PRI 2545 P11 SD-WAN 2 &
(SD-WAN Al gk 43 32 B KOs o

BRI HrE SD-WAN 4B [ BLA i e #IHSL,  EBAEE T BL A& Router Name (%4544
M) IRIUEM RS A (R HERSES b 91 %) sURHE s (HRERSIE) o HER K i3l
B, (R FAS IS A 55 45 4 R AR R 2 4 R ZHARL R, T8 BEIR L,

IR FATE SD-WAN A HEAN 7357 2 Fil 4T 4 FH 7 Router Name (B HI#SZRE) (R ol kR 45 4%
Hs) .
o USRS A A R RS 2 4 A AH R, B Router Name (BRI #34H8) BHR[A—{H 4 7% .

o QNG RS A A AR AN R K s 4 FE AR, FIl Router Name (B{HH#S 24 F8) & [FIIRF /R i
Bk A% 44 AR AT K 28 A A . 80T DANR B8 7R LB UE B th 2% (RS2 Bl i Eg th
o OCERMBEIE) .
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Panorama™ “IEHEEL%&&ET SD-WAN JiE FH A2 A A% (i RIS L& AL, S 2HAE I 18T SD-WAN
B3 BT H 22 PR RO SD-WAN Bl Otk DUt 25 B B #%ﬂ%&lﬁiu Panorama, il 7%
i H R 2] Panorama. TSRV A 7% € SD-WAN 95 Kk %8 H 54 8#5% 3] Panorama, SD-WAN
Monitoring CEif%) KA g B i AR Al 4 B 1 15 Dl & e

% Fiz# Panorama i 42 SD-WAN B 3z:i5 k), DA 2E ¥ SD-WAN 2552 71 Panorama i % 31

SD-WAN i 1R SD-WAN Bkl 33 A2 75 B T SD-WAN 3%
/TEO

o BEdx SD-WAN T4E
o B59E SD-WAN JE FH A2 20 45 34 R
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BA3 SD-WAN TAF

B IRAT. HEEAINE Panorama™ & HLfA| IR AR AT B0 H Al SD-WAN AR, DISEEUA B RS 2 AR IR
SR E I
WS TAE I E A E B8 TAE IR, 8] DU AR SR A 117 2 2 RN AR DA TR S 3 17 At o] fif vl ikt og
SHRR. BEAh, AT DA R HEE IR RE AN R, DI B B S B A4S BB RR I R R I B A
i

STEP 1| % A Panorama 48 E 4\ ifi .

STEP 2| it SD-WAN #1fE4#%, Commit ($258) 18T LU TR BB,
TARIRAEAR G BURBUTIIRIE . &52R, DAL B TARARREAR B A AR (T 34 R A 1

Commit And Push Status @

Operation Commit and Push
Status Completed
Result Successful

Details sd_wan plugin validation: Config valid
Configuration committed successfully
Commit All job 648 scheduled

Warnings

Close
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B B T

STEP 3| ki e s E A5 4 % ik 5 R B TAE I IS AT R

1 4% THENE T Tasks (TVE) (EEHE) LA R T/EE 5
f%—"F SD-WAN TAER) TAE Type CEZL
% — 1 TAE Status GIREE) DUgAi TAER X HEBRRE R4 & kL.
H ) b IR AHEIR IR BB A0 R DL 06 A v AH B8 ]

S

N

e AN

Last Push State Details

Details:

. Autogenerated SDWAN configuration

. Performing panorama connectivity check (attempt 1 of 1)

. Panorama connectivity check was successful for 10.8.56.66

Warnings

. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. (Module: device)
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Brifz SD-WAN JE F R A0ORTIH 45 25 RE

Ei% VPN 8 P A RE UMD A R RE, BB ITAT VPN s SR b I 2L EEAN, AR KA T
ST LIRS RS B 21 52 5 2 a0t . AR ORI A, T 3 R AT BE B . SD-WAN Jii

B A AR PR RURE RO B ) SD-WAN Byt Eo B, 308 i s Kkt 2173 32 B KOl i

., SD-WAN Eafa & RF S AR 70 3B Kot Lo B PR R AR R -

« ERRERRE
* Impacted (BZF£2) —VPN R —E s R, WG ERIRER, ER KT

AR RGBSR AR L G LR R AR RE T AL A i B AR E R T e 2
HRJEEIER

© OK (¥ —A HIREIE). B AR VPN #5817 SR B
.« JHAEREE
* Error (B5%%) —VPN A — {0 22 a4k B A AR P RE, 9] 40 s 1818 s S T (VIF)
38 PA 55

o Warning (CZ45) —Hd&ERIE) . 188 o s 2 3 e FE A B PR AR I -E RS 8 T 2(E
1 VPN #4E. HHEF 7 S 8 .

« OK (kM) —&A HHFIE). EBeid sk MER VPN #Z4E. PR X E0E .
U R AN B 43 SR KOs R e T L IE R #RR B IE Y SD-WAN JREIERI, A€ %R Error

Correction Initiated (CR{EIEEFRE IE) AU, 8RN FRHE B 7 32 Ot O E 1 31 JE H 2 2K
gkl h R, HEHIE.

‘ 5 iR SD-WAN iyt ey SD-WAN 433 FLBRBR I 1 88352 5 IEBGE AR 1Y) SD-WAN

JER g e, SD-WAN i A e Error Correction Initiated (i

Bt 1)
S PERRECT, Ria A N B R THEaR ] o &5 ] RG22 E R AR . IRREAL
S5 B A sl AR A ARt AR SRR o A ARt b, I P R R A I A i A R R A R

SH2 B B Prisma Access Hub JE R ACATEAE 2078 LS Prisma Access HH A [ JEE FH £ 2R 8 4%
&ﬁﬁo

1l

4

IR VR ok SDWAN g, e 12 EI, et g
Panorama iz A 75 5 i 5 g SD-WAN S BhFR 2

STEP 1| % A\ Panorama 49 E /1«
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STEP 2|

i%£HY Panorama > SD-WAN > Monitoring (##5)
DNGE R

DA VPN #4E . HfE Al 23 SC A BEfs 0

{ PANORAMA DASHBOARD MONITOR  POLIC " OBJECTS ~ NETWORK  DEVICE  PANORAMA
WOCP SD-WAN
B3 ssH service Profile
B Log Ingestion Profile 2020/07/24 03:06pm - 2020/07/31 03:06¢
3 Log Settings 2020/07/24 150

) server Profiles
By SNMPTrap

) Sysiog

App Performance

€) Impacted

@ oK

[laged

[ TAcACs+

[ Loap

[ Kerberos

[ SAML Identity Provider
& Scheduled Config Export

Software

VPN Clusters: 2 /5 VPN Clusters: 3 /5

Hubs: O /3 Hubs: 3 /3

Branches: 2 /4 Branches: 2 /4

@ Dynamic Updates
& DY paates (Error Correction Initiated)

2 Plugins

@ SD-WAN
3 Devices Link Performance

&% VPN Clusters

=3 Monitoring

5] Reports

Licenses

€ Error

Warning

& support

(@ Device Deployment

VPN Clusters: 4 /5 VPN Clusters: /5 VPN Clusters:

@ Software

@, GlobalProtect Client:

Hubs: 3 /3 Hubs: /3 Hubs: O /3

@& Dynamic Updates
Plugins

Licenses

Branches: 3 /4 Branches: /4 Branches:

Master Key and Diagnostics

[ Policy Recommendation

STEP 3| fi— TR (%] . (855 2 (8] 58 [ERRERNE

inn

—@Ao

£] B

B, DASEJAREIE . PHEHANS IR JAm AR Ak B IR TG 1A

0 PANORAMA DASHBOARD MONITOR " OBJECTS ~ NETWORK  DEVICE = PANORAMA
[ Panorama v S @
1 SCEP “ SD-WAN

J2 s5H service Profile
R Log Ingestion Profile
) Log Settings
i Server Profiles
B SNMPTrap
) sysiog

> VPN Clusters:

App Performance - Impacted > Sites: | All Sites

2020/07/24 03:06pm - 2020/07/31 03:06}

24 15:06:00 to 2020/07/31 15:06:00

ditems ) > X

ERROR CORRECTION
TYPE

ot siTes VN CLUSTER PROFILE LiNKs LINK NOTIFICATIONS | LATENCY JITTER PACKET LOSS APPS
B, Email

‘3 HTTP TB2-Branch-HA TB2-VPN branch 12 @154 Warning ‘Warning ‘Warning 5 Packet Duplication
E RADIUS TB2-Hub-HA TB2-VPN hub 6 @86 Warning Warning ‘Warning 1

Dscp Hw-Branch-HA TB4-VPN branch 12 @189 Warning Warning Warning 8 Packet Duplication
[T TACACS+

(s TAcac Hw-Hub-HA TB4-VPN hub 7 o5 Warning Warning Warning 1 ®0 -

[ Loap

[ Kerberos

[ SAML Identity Provider

[ Scheduled Config Export
@y Software

@ Dynamic Updates
Plugins

@ sD-WAN

3 Devices
2 .
&% VPN Clusters
=) Monitoring
=] Reports
Licenses

& support

Device Deployment

@, GlobalProtect Client:
@& Dynamic Updates
S Plugins

Licenses

Master Key and

Policy Recommendation
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STEPA| j%—FER [855R ] o [84% | FIARELAA G 8 VPN 48, 40k R s E 2 R gE
HAE e, OFEZRENERTEN. BRAh, AT, SR S v B A A . B W ZE . B
w22 B 2R O 22 B2 5 2 JE P AR Uk AR VPN # 4.
R H AR AR A7 HL (DIA) 4% 1Y) SaaS JEAF£:(, SaaSMonitoring (SaaS §i#%) iR~
ZIEFFEAUE TS TE SaaS Quality (SaaS fihE ) /% E 1 H 3 W B —(# 5 2 fiil SD-WAN Ji Hij 551
HIJAH R 1Bt
+ Disabled (CfFH) —fZEHFEXARLE SaaS i & ik i ik & 1 SaaS JEH 2.

« Enabled (CHUH) —ZEFAFERIEAE SaaS it B #% & f T a% & 1) SaaS EF A, HEL—1F
a5 2 {f SD-WAN 55 AH B8 Bt

T SR A4 5 ) P P i B 1 8 R R B SD-WAN i HUJ 5 I AR BB, R Error Correction
Applied (EEMSEREIE) WHEREGEMN TR E IR AER 7R SR E. 1t
4b, AT LUAR Error Corrected Sessions (25 IES5 R R LAEREBA#) /impacted Sessions (5%
L TAERS B [Total Sessions (TAERSEBLAEE , DABRMRAESR € IR I SEE N, 4> ek
S5 A BEAE T 22 /0 TAERE B85 5% -

%—"F PDF/CSV, ssaful r i F R SR &5 1 5 g B U E sl LA PDF B CSV % SR

{» PANORAMA DASHBOARD ~ ACC  MONITOR  POLICIES  OBJECTS ~ NETWORK  DEVICE | PANORAMA

[ Panorama SO
s SCEP

> TB2-Branch-HA 2020/07/24 03:06pm 0/07/31 03:06
Profile: Branch - Devices: 2« Links:12 - Apps: 5 0010 2020/07/31 15:06:00
App Performance
Y SNMP Trap -
5it N
By syslog
Bea | ERROR CORRECTED SESSIONS /
BaTe o | IMPACTED SESSIONS /TOTAL
ﬁ APP SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS. LINK TAGS
& RADIUS CableMOdem N
insufficient-data PD_Weighted Disabled ® ok PD 19.61K8 133/0/155 Braodband
Test_PD Disabled @ Impacted - 125428 0/3/12k 4
Braodband
CableMOdem
twitchhttps Multiple ® oK - 616 M8 0/0/34k 4G
youtube Braodband
CableMOdem
PDF/CSV

Link Performance
- 12items | =3 X

ERROR CORRECTION
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

ranch-Vm100-HA2 No Data No Data No Da ethernet1/4 Warning g

ranch-Vm100-HA1 Braodband Fiber ethernet1/2 t1_0102_01549900000069... PD @50 ‘Warning g Warning g

ranch-Vm100-HAL No Data No Data No Data tl_0103_01549900000069... - [ B Warning g ‘Wiarning

ranch-Vm100-HA2 No Data No Data No Data ethernet1/2 - ®0 Warning Warning Warning

ranch-Vm100-HA2 No Data No Data No Data ethernet1/3 - o0 Warning Warning Warning g
ranch-Vm100-HA2 No Data No Data No Data _0103_01549900000069... - 0! Warning Warning Warning
ranch-Vm100-HA1 4G LTE/3G/4G/5G ethernet t1/4 tl_0104_01549900000069. @52 ‘Warning g Warning g Warnin; g
ranch-Vm100-HA2 No Data No Data No Data tl_0102_01549900000069. el Warning g Warning 4 Warnin; 4 e

PDF/CSV

STEPS| % —"F BA 752 BV 0 A R s 43 3l rh i o
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N2

H

B

SEHRT

STEP G| i — 1 52552 10 e F P2 2 AR A I P A X B A e 8 o R M R A S

o, et I R A At e 1k ARSI P R sAE f g A LS iE . PHE A IR R
BEAh, IR T DUARAR IR S AS EE H 1 R A

App: db2 @B
Traffic Characteristics
VPN Cluster: cluster2 « Site: sdwan2-branch2 - Profile: branch  Devices: 2 2020/07/27 13:24:00 - 2020/08/03 13:24:00
Traffic
8M

LTE: 0% \ / attDSL: 14%

Bytes

oM A M AN VAN~ AN — VA A A WA

08/02 08/02 08/02 08/03 08/03
00:00:00 08:00:00 16:00:00 00:00:00 08:00:00
comcast-cable: / — attDSL comcast-cable
86%
Links Used
Q Sitems ) — X
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
007099000011543  LTE Ethernet ethernet1/3 t1_0103_00729900... = test-db2 FEC (Correction 177.17 KB / 300.01
Ratio 20:6) KB
007099000011543  comcast-cable Ethernet ethernet1/1 t1_0101_00729900... = test-db2 FEC (Corre)chon 44.54 KB/ 6.07 GB
Ratio 20:8
007099000011543  attDSL Ethernet ethernet1/2 t1_0102_00729900... = test-db2 FEC (Correction 33.65KB/977.74
Ratio 20:8) MB
007099000011544  attDSL Ethernet ethernet1/2 t1_0102_00729900... = test-db2 FEC (Corre)chon 0 Bytes / 91.07 KB
Ratio 20:8
007099000011544  comcast-cable Ethernet ethernet1/1 t1_.0101_00729900...  test-db2 FEC (Corre)chon 0 Bytes / 945.86 KB
Ratio 20:8
Close
App: db2 (O]}
Traffic Characteristics | Link Characteristics
VPN Cluster: cluster2 « Site: sdwan2-branch2 « Profile: branch « Link: t|_0101_007299000006017_0101 2020/07/27 13:24:00 - 2020/08/03 13:24:00
Latency
400
-0~ Link
>
2%
EE o : ~
= 07/28 07/29 X 97/ 08/01 08/02 08/03
00:00:00 00:00:00 od-Rate; 07/30 14:{)4c32 00:00:00 00:00:00 00:00:00
Latency: 78 ms
Latency Baseline - 225.00 ms.
Jitter
20
-0- Link
- Y . i . I hraaded aAid i A Aanlh ok Jh aannd
[ A Y W ot ama ) e T kb a st d
2Eg ©
=7 07/28 07/29 07/30 07/31 08/01 08/02 08/03
00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
Jitter Baseline — 20.00 ms.
Packet Loss
40
2 -o- Link
a4 - FEC
Y
é 07/28 07/29 07/30 07/31 08/01 08/02 08/03
- 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
Packet Loss Baseline - 8.00 %.
Close
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5% Prisma Access Hub

HHE K] Prisma Access Hub JE FH 72 0 f i
WAN 4% 8 P B T

o BHEK PrismaAccess Hub JE FH S 2 Al 41 %
« Bt Prisma Access Hub JiE FH Fs =X A 4 2% e

LR HEAT SE YRR B 4%, DABSHRR G ] 3 AN E T4 SD-

BHAE K] Prisma Access Hub JE FHF% 20 A8 45 2 fE I MEVHI &
TEAE 5E SD-WAN 45 B 52 1 2 B, Palo Alto Networks % %14 3 Prisma Access Hub JE& FH %
AN AE S RE AT IR, DASEOTH T ## Prisma Access Hub (1 1E & A 2 & &g &), DL 2 A
) E AR A B AT A D B AL AR,

STEP1| % A\ Panorama 44 &/ 1f

STEP 2| 5% PAN-OS B Jk fis 2 %5, 31 Prisma Access.

STEP 3| #H Panorama> SD-WAN > Monitoring (Ei#%) , W52 SD-WAN B 12 i [ 60 [ .

FI 3t Prisma Access Hub JE TR CR1HE &5 AU REIE AT SL VB R A I ) B (R, SRV B RE . 2= /D
= %E’Jiﬁﬁﬁﬁiﬁﬂ@ fh ARG RL AR S A 7. SD-WAN JHLA% B 3 5 e 1 (1 B8 . BLE) AN

BLIE K R T S YR
Palo Alto Networks gt 3 i -b K (1) JiE Pl A2 AU 6% A pE okt LU sE Prisma

Access HUb [y 5L . ) A (38 ok Ve

STEP 4| fiii SD-WAN i #2 LU SR #5114 Prisma Access -2 B VPN 5 4.
Lo de— TR (28] o [85:R] 8 (85 ] 5 [ERRENRRE ] 8t [makaiae ]
B, DIVHSJAERE . BRENAN S TE SR A A Al A HR BB IR B AT IS B
7E VPN IS, 1%L Prisma Access Hub-Spoke (Prisma Access Hifi- 32 25)
3. ¥ T A9 LU AR Prisma Access Hub (1 2E 4 {g e 4 3

LA N\ T R Prisma Access Hub-Spoke > Sites: | All Sites

Cluster Type: Prisma Hub and Spoke

App Performance - Impacted thes
App Performance - OK

Link Performance - Error

2021/09/07 11:26am - 2021/09/14 11:26z
2021/09/07 11:26:00 to 2021/09/14 11:26:00

Bitems )— X

IPSEC
TERMINATION
NODE

Link Performance - Warning LINK

SITES NOTIFICATIONS

PROFILE Link Performance - OK. LINKS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS

Branch-Hub branch autogen_hubs._cluster ireland-acacia 2 [ X3 @ Warning @ Warning @ Warning No Data No Data
Branch-1 branch (RETDATEE R D ireland-acacia 4 @ 10 @ Warning @ Warning @ Warning 3l @0
VPN-2
CA-Branch-2 branch VPN-1 ireland-acacia 8 ®: ® Warning ® Warning ® Warning 3 0!
. o ©
SD-WAN %3 265 3.1 134 ©2024 Palo Alto Networks, Inc.

ERROR
CORRECTION
TYPE
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STEP S| ¥ PrismaAccess Hub [ 1% 3 345 B3

1. $%—F App Performance (2503068
AR LS

2. g AR A T A AR U A RS A . PHED B R R

WA IS AL, EREICR R R S A R AR E U Y Prisma Access Hub i

<<< H D

TonE &E#"

F8 73 BF) E PHRE 2 DAk AL B A R s S P

App: google-meet O]

Traffic Characteristics | Link Characteristics

VPN Cluster: PrismaAccess-VPNCluster = Site: CA-Branch-2 « Profile: branch « Link: tl_0102_ireland-acacia_01012021/09/07 11:26:00 - 2021/09/14 11:26:00

Latency
400
Link
>
23 == Link Down
L E 0
=~ 09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00
Latency Baseline — 400.00 ms.
Jitter
20
Link
R == Link Down
EE ©
=7 09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00
Jitter Baseline - 13.00 ms.
Packet Loss
10
g Link
- == Link Down
g8 o
% 09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
£ 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00
Packet Loss Baseline - 10.00 %.
Close
A IR /J % 2L »+,uz.
STEP G| FRIBEENEE . FhEhIEH ik S EE SUE N Prisma Access Hub 476 it 2175 12 i

STEP 7| fRIEFHZEESHE SD-WAN.

151 SD-WAN 4% & FE 8 2 b

Eé

eLLIE—

%

152 Prisma Access Hub JE& F #2 20 F i 45 2 b B

B3 Prisma Access Hub JE F R sCRTE 45 2 B

B5 4% Prisma Access Hub [ JE FFE A AE 2L, B TAE VPN 2L EE, REBIKIK
] RSB AT DL SKS B B Bl 2] 52 S 2 At o PR ORI &, A 1T S ) RE I AT S B HEAR . SD-WAN

iEE AT AR B FE LI B (Y Prisma Access 78 B SD-WAN Bl Kt o 14, SFATE A B -k

STEP 8|

A& B3 B K AE i, SD-WAN BS54 BL R ML E 43 2 B Kot b o BB RSN
135 ©2024 Palo Alto Networks, Inc.

SD-WAN & H B 45/ 3.1



IHITI |>é/lll

© JERRE A

* Impacted (ZF%) —VPN S8 — A2 EEARER, HtES @R, £ JORT
BRI o, RAEATER IS RIS G LB R AR RE T AL A i B AR E R e
B AE -

© OK (¥ —A LS. EE s AR VPN #Z8E. hEf7 SCHBeE
 HEAEE
* Error (85%) —VPN AP B — {52 (a4 0 BA AR P RE, )40 5 818 SRS T (VIF)
38 PA 55

« Warning (Z45) —HS& P8, E B alE I8 K SR B B R A R eI E
1 VPN # 5. HHHEA1 7 S8,

© OK (¥ —iA HIEE). B s WiE R M VPN #2587 SCRIBUR

1 ?é‘ﬁﬂ?ﬁ—?%*ﬁﬁlj wria A N ELRAA (8] B [ES | IRER 2 8 E AR Nl A . IRRIE
s B Aty L b A 40 ot o AR R R R OB o et oy, bt P X A s 2 T A R A R

22 Bifs SD-WAN JEHTRE AR 2L e AT SD-WAN A8k b i) JfE A R 0RTIE 465 R e

%‘éﬁ )415 F;

U AT OB sl B g SD-WAN S et s HTRIETE I e i
Panorama fig A 17 3 % 1% s i) SD-WAN 4 sUR A,

STEP1| % A\ Panorama 49 &/ 1i

STEP 2| j%H Panorama> SD-WAN > Monitoring (Ei#%) DIR#R VPN #48. Fla Aoy s e et i
R B Fik 8

{» PANORAMA

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

a
[ Panorama v S0

“ SD-WAN

Last 24 Hrs
2021/09/12 09:40:18 to 2021/09/13 09:40:18

App Performance

B SNMP Trap
B @ Impacted © ok
B HTTP
[ rADIUS
@y sce
B mcnc: VPN Clusters: 2 /5 VPN Clusters: 3 /5
[ Kerberos
[ SAML dentity Provider Hubs: O /3 Hubs: 3 /3
[ Scheduled Config Export
@s Softwa
8 Dynaic Updates Branches ?h(j Branches: 2 /4
b Plugins
@ SD-WAN
3 Devices Link Performance
€ Error @) Warning @ oK
VPN Clusters: 4 /5 VPN Clusters: O /5 VPN Clusters: 1 /5
Hubs: 3 /3 Hubs: O /3 Hubs: O /3
Branches: 3 /4 Branches: 0 /4 Branches: 1 /4
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B 12 B

STEP 3| #fi# SD-WAN % LU BRI 1) Prisma Access HAli-S2 2 VPN #4E.
Lo Ju—FRW Tzicg] o [85R%) s 2% | shiu TERREEE ] 5 NEshEE ] 7
B, DA GERE . 4R 0 1 2 A Al A IR R R4 B
2. fF VPN#E£EIEMR P, I Prisma Access Hub-Spoke (Prisma Access HifE-37 26 .
3. F— A9 LU AR Prisma Access Hub R4 {8 BE & AL

SD-WAN
B2\ N@ITE le3lPrisma Access Hub-Spoke] > Sites: | All Sites Last 24 Hrs
Cluster Type: Prisma Hub and Spoke ~ App Performance - Impacted hes 2021/09/12 09:40:18 to 2021/09/13 09:40:18
App Performance - OK 3items ) > X
Link Performance - Error
i . IPSEC ERROR
Link Performance - Warning TERMINATION LINK CORRECTION
SITES PROFILE Link Performance - OK NODE LINKS NOTIFICATIONS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE
Branch-Hub branch autogen_hubs_cluster ireland-acacia 2 ®0 @ Warning @ Warning @ Warning No Data No Data
Branch-1 branch ik s b Epate ireland-acacia 4 [ X9 @ Warning @ Warning @ Warning 1 @0
VPN-2
CA-Branch-2 branch VPN-1 ireland-acacia 5] @0 @ Warning @ Warning @ Warning 3] ( X0

STEP 4| ¥ Prisma Access Hub [ 24 i 35 & .

Aok RN PrismaAccess A B all, LB RE AL RE LB SR RE, I E I EH]
FE

B E PR A B (DIA) 345 E 1) SaaS JEFE, SaaSMonitoring (SaaS Hifi) MRS

FZ IS B /E SaaS Quality (SaaS i) B e kg @ S Bl —(E 5 & il SD-WAN Ji HiJ#
HILFH BRI BSE

 Disabled (C#H) —ZEMRENARAE SaaS fn B i E 1 ki€ 1 SaaS JEHIFE .

« Enabled (TBtH) —i%JEHFERIELE SaaS i & &% i e 2 1) SaaS ER 2, HE—1@
a2 {[f SD-WAN 55 AH B Bt

U AR I R XA SR B 1E 35 1 B SD-WAN J HIJEE HIAH B ESE, Rl Error Correction
Applied (CEMSEREIE) FEEREREN TR IELLLER T WA s iR E. it
Ah, AT LIREAR Error Corrected Sessions (L IES5RR I TAERS B #0 /impacted Sessions (37
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B TAFRE B [Total Sessions (TAFREBAEED , DABSAELE SR € RO R B E N, 70 sCalrp
LIPS e 2 MR (R 32 di b

1%—"F PDFICSV, #48uk A e A2 2R 4% 1 E AN (8 R 17 v 5 LA PDF 8% CSV #% U RE H
S @

SD-WAN
> > Branch-1 Last 24 Hrs v
Profile: Branch « Devices: 1 « Links:4 « Apps: 1 2021/09/12 09:40:18 to 2021/09/13 09:40:18

Prisma Access Onboarding

litem )— X
SUMMARIZE DON'T
IPSEC MOBILE USER ADVERTISE
TERMINATION ADVERTISE ROUTES BEFORE | PRISMA ACCESS TUNNEL LOCAL AS
INTERFACE TENANT REGION NODE LINK TAG BGP DEFAULT ROUTE ADVERTISING ROUTES MONITOR IP NUMBER SERVICE IP COMMENT
ethernet1/4 default eu-west-1 ireland-acacia PA-Tag yes no no 65454

App Performance

Q litem )— X

ERROR CORRECTED SESSIONS
/ IMPACTED SESSIONS /

APP SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED | BYTES TOTAL SESSIONS LINK TAGS
google-meet google-meet Disabled ® OK = 481.79 KB 0/0/49 ethernet
@ PDF/CSV

Link Performance

Q 4items )= X
ERROR CORRECTION | LINK

DEVICE LINK TAG LINK TYPE INTERFACE LINK APPLIED NOTIFICATIONS LATENCY JITTER PACKET LOSS

Branch-PA-VM-1 No Data No Data No Data ethernet1/6 o oo @ Warning @ Warning @ Warning -

Branch-PA-VM-1 No Data No Data No Data ethernet1/5 B @0 @ Warning ® oK @ Warning

(2 PDF/CsV
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N3

SEHRT

Bid
STEPS | #— " 52 552 10 e F P2 2 LURR AR I P A X8 A e 8 o R A R A

o, et I R A At e 1k ARSI P R sAE f g A LS iE . PHE A IR R
BEAh, IR T DUARAR IR S AS EE H 1 R A

H

App: google-meet (O] =]

Traffic Characteristics

VPN Cluster: PrismaAccess-VPNCluster « Site: Branch-1 « Profile: branch * Devices: 1 2021/09/12 09:40:18 - 2021/09/13 09:40:18

Traffic
20k
w
e
s
=]
0
09/12 09/12 09/12 09/13 09/13 09/13
12:00:00 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
ethernet: 100% — ethernet
Links Used
Q litem ) —» X
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
ethernet Ethernet ethernet1/4 ethernet1/4 google-meet N/A 0 Bytes / 481.79 KB

Close
App: google-meet (O]}
Traffic Characteristics Link Characteristics x
VPN Cluster: PrismaAccess-VPNCluster « Site: Branch-1 « Profile: branch © Link: ethernet1/42021/09/12 09:40:18 - 2021/09/13 09:40:18
Latency
800
>
O~
=y
RS 0 Date: 09/12 21:34:34
5~ 09/12 09/12 09/12 Latency: 601 ms 09/13 09/13 09/13
12:00:00 15:00:00 18:00:00 03:00:00 06:00:00 09:00:00
Latency Baseline — 400.00 ms.
Jitter
20
-
£E o
= 09/12 09/12 09/12 09/12 09/13 09/13 09/13 09/13
12:00:00 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00
Jitter Baseline — 13.00 ms.
Packet Loss
10
»
7
o
-
28 o A A A A A A A
:—:é 09/12 09/12 09/12 09/12 09/13 09/13 09/13 09/13
o 12:00:00 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00

Packet Loss Baseline - 10.00 %.

Close
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5k Jog BT BT A
B A% B R 1

A4 SD-WAN $R4E

ACE N E A SD-WAN ey, FRAMNH IR B Al BT B e v 1) T 2 M08 B P R o s o JE R 2
BEAS RS P RURIH R BN E R R, BB, AR O A U A i o
HIhr B . SD-WAN SR E A, Mk . 1) SD-WAN 15 fiff ) 1 ff ) JgE 2 2
S IA R, SR A RE SR EMREBOEE . Flan, WRER ISP REIELS E—E
EMENAE, FEARZEAELS 8 [EESMRE ] il IR R ST T RS

fit Panorama™ & BRI R &%, & L AE R FITA CRH SD-WAN FRI BT N o it P AR sl 44t g 2B 4
o B R R Ol B 2 A P RE AR Al A AR 3R, S BRI SO AR 3L AR R .

W A YRt e SD-WAN Sjec s oty g 1P PETE I e gt g
Panorama i 42 75 5 7 4 5 9 SD-WAN BRI A

STEP 1| % A Panorama 44 & /1 [fi.
STEP 2| j#It Panorama > SD-WAN > Reports (#15) , %Ak Add CHist) —fEHiH % .

STEP 3| 3% SD-WAN 5 28,
L R A E Name (278 .
2. BIEIEEN Report Type (GGRHEEM) .
« IZHY App Performance (JEFRIFEZCRLHE) DLZE A= 1% 5 1 P A2 2048 R I T AU RE O IR

2
= o

« IEHY Link Performance (IE&ERLAE) DL A FER 4 (E R IE I A RER IR 2 -
IREUE A A AR ) VPN Cluster (42 o THREM T, @iEEal (&35 .
ISEHYITISE VPN #5485 N B4 e AR 3R 1) Site (A4935) o TERRIEWT, EiEE all (4
Y

IR R CIRE all (48 #EE, ML LUK GRS, SR B

So () R LGS JREUE A 3 A A A 1 Application (ERIFESD
USRS CIRE all (43 MR, BRI LUK (R, s Y B JE A2
iV

6. (AR MECE AR ARG Link Tag GEA5EE) . SE—HEAAIEEE A
oA T AR A A T A A A R R . TERRENLY, &EE all (&) .

7o (AL REUE A HE AR Link Type CGEASMER) |, SR A5 3ER & A
HEOE PR e R A AL A AR . THREBIT, &i®Oall (&5 .

8. EIEMSAERETH Top N (AT N &) MEAERBGELS . e e BEagERE
B HE R i BRI v T PR AR e A . TERRTE LN, RS s IR RIS I T PR
A5 118 JE A2 e E 4 .

9. JREEAELIREM TimePeriod (FREER) . THRIEM T, &E None (M) I#:
1 R R s oA {7 0 IR B R FE AT 8%
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STEP 4] 4% —"F Run Now (SZEPSRAT) LA«

Reports @

Name = App-test

Report Type o App Performance Link Performance
Cluster | all
Site  all
Application
TopN 10

Time Period | last-24-hrs

Run Now Cancel

STEPS| Ml MRS, 4% —F Export XML (BEH XML) BL XML A% 20l 3R & BE 3 A 4
Ho Bk, %k Close (BH) -

App Performance Report by application - top 10 apps across all clusters and all sites @B

Time period 2020-09-15 14:14:24 to 2020-09-16 14:14:24

Link Info
ERROR
CORRECTED/IM... IMPACTED/ ...
SAAS AVG IMPACTED/TOT... | SESSIONS PER ERROR CORRECTED BYTES PER
CLUSTER SITE APP MONITORING FLAP/SESSION BYTES PER APP | APP POLICIES LINK TAG LINK TYPE METRICS LINK TAG
ClusterHub245 Branch20 ssh Disabled 175 9.08GB/339.08... 0/4/12 Tunnel_SCP BroadBand2 ADSL/DSL 4.45GB/23....
Tunnel_SCP BroadBand1 Cablemodem 4.62GB/51....
ClusterHub245 Hub254 bgp Disabled 16 904.35KB/19.4... 0/1/1 BroadBand2 904.24KB/9...
BroadBand1 Ethernet 117.00b/11...
ClusterHub245 Branch50 ftp Disabled 0 900.00b/1.64KB  0/1/2 Tunnel_FTP BroadBand1 Cablemodem 900.00b/1.6...
ClusterHub245 Branch20 bgp Disabled 15 380.00b/18.68...  0/1/1 BroadBand2 ADSL/DSL 170.00b/17...
BroadBand1 Cablemodem 210.00b/21...
autogen_hubs_cl... Hub254 dropbox-base Disabled 0 0/38.41KB 0/0/33 DIA BroadBand1 Ethernet 0/27.47KB
DIA BroadBand2 Ethernet 0/10.94KB
ClusterHub245 Branch20 taobao Disabled 0 0/1.65MB 0/0/1.4k DIA BroadBand2 ADSL/DSL 0/729.81KB
DIA test-rule BroadBand1 Cablemodem 0/962.53KB
ClusterHub245 Branch25 netbios-dg Disabled 0 0/3.56KB 0/0/15 test-rule BroadBand1 Cablemodem 0/3.56KB
ClusterHub245 Branch25 youku-base Disabled 0 0/167.28KB 0/0/115 DIA BroadBand2 ADSL/DSL 0/20.36KB
DIA test-rule BroadBand1 Cablemodem 0/146.92KB
ClusterHub245 Hub254 insufficient-data Disabled 0 0/24.92KB 0/0/105 BranchToBranch... BroadBand1 Ethernet 0/13.05KB
BranchToBranch...  BroadBand2 Ethernet 0/11.87KB
autogen_hubs_cl... Hub254 apt-get Disabled 0 0/62.36KB 0/0/2 DIA BroadBand1 Ethernet 0/62.36KB

Export XML Close

STEPG| 7E T4 | tREgBd T, #%—F OK (FEE) LMRAEMCRERE .

STEP 7| Commit (3#%) > Commit to Panorama (#£%2 % Panorama) , #R1% Commit ($238) 11
450
BEE
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TECHDOCS
B HEHEE

f#1 H Panorama™ & ¥ ] fi &5 6y 24T /1T (CLI) 845 SD-WAN & 5L #4744 o
« # CLI #iy % Hj* SD-WAN TAE

o SRR AL REAEA T SE S HE AR

«  BHIEAE AR IE AT BEEEHERR

o TJHEIER) SD-WAN B ki

* JH4L SD-WAN SR

o fEER 2 SD-WAN SR L
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S SR

7 CLI fy% H A SD-WAN TAE

1 LJF CLI #r 4 LIk FNiE B SD-WAN & &, DA A SD-WAN 4 3at8ies . I8 nr Dokt
VPN j#iE &5l BGP &A1 SD-WAN A1 & i o

R AR EE

SR SD-WAN &5

* i SD-WAN A IS 2 A Al 1D, H

& s AT 4 > show sdwan connection all | <s
AR A2 1P A7k DL R a8 A TH 4 dwan-interfaces

5E,
* WA B 4 HE4E SD-WAN T )45 (I8 e e e (T
> w sdw i istributi
PR LAFRE RO AT E 3 L on policy-name <sdwan-policy-na
me>

o T AEE L R 2R 2 Bk SD-WAN AT ) )
SD-WAN JE HIFE Bl (0 4 0%, DA 75 B A > show sdwan rule vif sdwan.x
J7i%, AR MIAEIE . BB B R B,
R R A AR, IR BB A T

o A SD-WAN i,  anpgfRige s A B A% i
TR > show sdwan event

A PAN-0S10.0.0 #n
10.0.1, & 4T SD-WAN
?XLX’_’EQE Biln, A

AR E RS ) %«ﬁlk_TﬂTT
I_JE/J SD-WAN BRASHE, i &
T ERT S R A

Biio

% SD-WAN iff:.
> clear sdwan event

g SD-WAN Ji1 (48 5E /7 T 4 55 B i
L) FIGEE. ek, > show sdwan path-monitor stats

vif <sdwan.x>
1 = (S A B . BRI (LK
AT P TR (B G R A — .
h d th- t tat
ERERSUIRA, SRR G | uif caduan. intarface. napes.
B ) BERG, SNRAGIEN . FRENEE R
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S SR

LU S

fa4h, EA AR, R BRI
110 558 B L TR Ry 2 B

AR E TYERE BCULIC ) SD-WAN J5 AI ) ; . th-celect
B 2 FE, ARUEATE MBS AT, &ip > Show sdwan session path-selec
e B PRI AR E A, LUK session-1id <session-1id>
MEBU T

1A PAN-0S10.0.0 #n
10.0.1, &4 SD-WAN
Eﬁﬁi*ﬁ% (fan, FRAS A

A ERE S ) HEUER A
HEI’J SD-WAN P41, i 5
T EE AT S R A

Eo

© R EEE SD-WAN JE&S ) B i (i n : - "
i, e > show sdwan path-monitor parame
SRELFS) AN IH ter path-name <sdwan-path-name>

o kAL St SD-WAN i [ i) B4 (R

3 ot v > show sdwan path-monitor parame
SREFD | THR AR A G R - D FELELL [P

WAl At s U SD-WAN JEAT B #EFFi

« (£ E, B ikl SD-WAN R & 25K

A, ) B T B A 1 ) R [ T A 8 : show counter global filter del
a yes

Eo

TEA Sk b, K% SD-WAN #@ig# | Tlow_sdwan_prob_req_tx
AERUEE, 5 RAREIBIE U SD-WAN flow_sdwan_prob_reply rx
BRACE R IRE .

s fEPHE L, ﬁ%@%&ﬁ@ SD-WAN #7225k )
A, ) S MBS0 0 [ 7 A B : show counter global filter del
. a yes

A AR BT R L ji%%&SDWAN B flow_sdwan_prob_req_rx

Ale IR, SRR I IE R SD- flow sdwan prob reply tx

WAN BB 2 IR A

Kot VPN 18 & 5
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S SR

IR AR E

o RRARBE JORE BRI EIE .

> show vpn flow
o AR AL R AT I B TE R R A R
> show vpn flow name <name>
o AR 1D BRI B E R R AT R ]
> show vpn flow tunnel-id <tunne
1-id>
o MR BT A EIE K Internet Key Exchange (4815 }
HIEE SR - IKE) BEBL 1 FIRsge 2 3%4 | > Show vpn lke-sa
Ekh
o R E RIE I IKEV2 24 BB (SA) F1 _
IKEV2 IPSec 7 SA > show vpn 1ke-sa gateway <gate
’ way>
o IePUEIE A E R
> show vpn tunnel

i BFD &3

* bt Rk &1 BGP A E

> show routing protocol bgp sum
mary virtual-router <virtual-rou

ter>

* hati BGP ¥4 2,

> show routing protocol bgp peer
peer-name <peer-name> virtual-r
outer <virtual-router>

© MAABEE AR (RIB) A4 2.

> show routing protocol bgp loc

-rib

Wi RIB Fll FIB ¢ SD-WAN A1 1f & 51

o K SD-WAN i H A T

> show routing route

SD-WAN & H B 45/ 3.1 146
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BER IR

IR AR E

o IfREERE A E (FIB) F %) SD-WAN 4 ) )
. > show routing fib
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S SR

AR XU R AT B S HR

SEORAE I RS A SR8, 5 0 ZE A A B PR SR IR 55 R BE T B SR AR VPN 2 5
1 52 3R 88 VAR P RE A0 B 2 A% 1 0 LA Al Ay I B S5 1) SD-WAN AR

STEP1| % A\ Panorama 4= /1

STEP 2| j%Ht Panorama> SD-WAN > Monitoring (Ei#3) 04841 Impacted (3ZF2) [ VPN #4E.

C' PANORAMA DASHBOARD ACC MONITOR POLI s NETWORK DEVICE PANORAMA

[ Panorama v B (@)
" Certificate Management 4 ' SD-WAN

3 Certitcates Last 24 Hrs
&2 Certificate Profile
SSL/TLS Service Profie

2020/09/15 14:37:33 to 2020/09/16 14:37:33

[ scep App Performance
&) 55H service Profile

[ Log Ingestion Profle 0 Impacted O OK

) Log Settings

) Server Profiles
B SNMPTrap
By syslog
B, Emai VPN Clusters: 1 /2 VPN Clusters: 1 /2
B HTTP
%) RADIUS
EDSCP Hubs: 1 /1 Hubs: O /1
[ TAcACs+
[ Loap Branches: 2 /3 Branches: 1 /3
[ Kerberos (Error Correction Initiated)

[ SAML Identity Provider

[ scheduled Config Export

@ Software Link Performance

[ Dy:m\( Updates 0 Error Warning o OK

S Signature Converter

Manage

@ SD-WAN
3 Devices VPN Clusters: 1 /2 VPN Clusters: U /2 VPN Clusters: 1 /2
o VPN Clusters
= Monitoring
5] Reports
Licenses.

& Support Branches: 3 /3 Branches: U /3 Branches: O /3

@ Device Deployment

Hubs: 1 /1 Hubs: O /1 Hubs: O /1

STEP 3| A site (A8uf) THzUE B h i mirfeimanie VPN #£4, WiRE MR . £ap 4,
T IE L 12 /N NS 2522 VPN #41 All Sites ( FrE &) .

C' PANORAMA SHBOARD ACC MONITOR POLI S NETWORK DEVICE PANORAMA

| Panorama v o
# Certificate Management ~ ~  SD-WAN

B Certificates > VPN Clusters: | App Performance - Impacted > Sites: | All Sites Last 24 Hrs

&2 Certificate Profile ; —
2020/09/15 14:37:33 t0 2020/09/16 14:37:33
SSL/TLS Service Profie
O scep 2 4items | > X
&) s5H service Profile
= ERROR CORRECTION
FR Log Ingestion Profile SITES PROFILE LINKS LINK NOTIFICATIONS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE VPN CLUSTER

[ Log Setti
&) Log >ettings Hub254 hub 18 o1 Warning Warning Warning 2 ot - ClusterHub245

) Server Profiles

branch 8 4 Warnin Warnin Warnin 25 1 - ClusterHub245
) SNMP Trap s s e
B) sysiog branch 8 o: Warning Warning Warning 2 ®0 ClusterHub245
B, Email Branch20 branch 8 o6 Warning Warning Warning 30 02 FEC ClusterHub245

B HTTP
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S SR

Sk

i
N2

STEPA| 75 T4 | Wb, EECZ R0 RS 53 2B R DA 52 52 28 114 1 AR 20 AH JE fry 4

%
HE o

v

Device Group: e
(’ PANORAMA DASHBOARD A MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

[ Panorama o S0
B Certificate Management | SD-WAN

Certificat .

e : Branch20 Last 24 Hirs

Certifcate Profile

SSLTLS Service profle | Profile Branch - Devices: 1 - Links: 8 - Apps: 30

2020/09/15 14:37:33 to 2020/09/16 14:37:33

g scep App Performance
SSH Service Profile ~

Q 30items | > >
ER Log Ingestion Profile
ERROR CORRECTED

5 Log Settings
= Log & SESSIONS / IMPACTED

() server Profiles. SESSIONS / TOTAL
B sumpTeap App SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS LINK TAGS
&) syslog ssh Tunnel_SCP Disabled @ Impacted 339.08 GB 0/4/12 BroadBand1
B, Email BroadBand2
B HTTP bgp Disabled @ Impacted - 18.68 MB 0/1/1 BroadBand1
[ rapius BroadBand2
@y scp
alipay DIA Disabled ® ok - 179 MB 0/0/14k BroadBand1
[ TACACS+
FoEm test-rule BroadBand2
B, Kerberos tumblr-base DIA Disabled ® ok 115MB 0/0/1.4k BroadBand1 -
[ sAML identity Provicer || @ PDF/CSV Page| 1 of3 Displaying 1 - 10 of 30

Scheduled Config Export

by Software

Link Performance

(@ Dynamic Updates ! 8items | —> X

&> Plugins ERROR CORRECTION
) 1pS signature Converter Device LINK TAG LINK TYPE INTERFACE LNk APPLIED LINK NOTIFICATIONS LATENCY JITTER PACKET LOSS
5 Manage Branch20-2 BroadBand1 Cablemodem ethernett/1 ethernet1/1 - ° Warning Warning Warning
SD-WAN Branch20-2 BroadBand1 Cablemodem ethernet1/1 11.0101_00709900001237... FEC ) Warning Warning Warning
= Devi
o evices Branch20-2 BroadBand1 Cablemodem / ethemet1/1 .0101_00709900001237... FEC Y] Warning Warning Warning
% VPN Clusters
e Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 ethernet1/2 - ° Warning Warning Warning
§2] Reports Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 1.0102_00709900001237...  FEC ° Warning Warning Warning
Licenses Branch20-2 MPLS MPLS ethernet1/4 ethernet1/4 ° Warning Warning Warning
&P Support Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 1.0102.00709900001237... FEC ° Warning Warning Warning
@ Device Deployment -
o Branch20-2 No Data No Data No Data 1.0104.00709900001237... - ° Warning Warning Warning
(@ Software NEor IS
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St HEFE

STEPS| 7£ [ERAEREE ] o, f— T AR LU A B AR R S S e
A\, AR AR it s AR 5 P DS -

o o [0 B T ] L HGE A2 o 10 A 2 A i s o P R s O e A R e
o e AR AV D] LR ff {1 A R A e e 25— B R ] A i 1 2 /D s A Bk

o MR TR | AR DA AR I P RE ST R A 1 IR TGS, LR MR T ISE R i 6 ] 1Y
s e A 2 A e 2 B

App: ssh @3

Traffic Characteristics

VPN Cluster: ClusterHub245 - Site: Branch20 - Profile: branch « Devices: 1 2020/09/15 14:37:33 - 2020/09/16 14:37:33

Traffic
8G
w T
]
BroadBand2. 31% g \ /\—/_\—/\
BroadBandl: 69 %
0G
09/15 09/15 09/16 09/16 09/16
16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
BroadBand1: 69%
— BroadBand1 BroadBand2
Links Used
- 4items ) = X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernet1/1  t_.010.. Tunnel SCP  N/A 277GB/
17.67 GB
007099000012451 BroadBand2 ADSL/DSL ethernetl/2  t1_010.. Tunnel SCP  N/A %fgngB/
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t1_010.. Tunnel SCP  N/A %PZSGKEBB/
007099000012451 BroadBand1 Cablemodem ethernetl/1  t1.010.. Tunnel SCP  N/A %fgfgé
Close
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e S HE A

STEP G| F2mp i (e e 15 U 1R 17

R AR R N A BE TS DLPR AR B H T 2 E .
WA T s 5

17 etk 25
S 1R AR ] 8 [ N PO A e
BUE AR A4

App: ssh

T R A Rt

ARH o

For R, H%— N OORARSEAS DA AR AR SR
HAtReE (BB, PlEIFEEIES uuﬂﬁ@iﬁ{l&}?ﬁfﬁ/ﬂ?ﬁﬁ

At

(O] =]

Traffic Characteristics

VPN Cluster: ClusterHub245 « Site: Branch20 - Profile: branch « Link: tl_0101_007099000012371_0102

Latency
800
>
2%
gg O
L 09/15 09/15
15:00:00 18:00:00
Jitter
40
5o
EE o
=" 09/15 09/15
15:00:00 18:00:00
Packet Loss
40
»
2
o
— o
] 09/15 09/15
£ 15:00:00 18:00:00

2. {F Traffic Characteristics G B4 HET,
BAEREYE, DU U MR AR AT R B VPN #4223

{hpus

Link Characteristics

09/15
21:00:00

09/15
21:00:00

09/15
21:00:00

09/16 09/16
00:00:00 03:00:00
09/16 09/16
00:00:00 03:00:00
09/16 09/16
00:00:00 03:00:00

06:00:00

09/16
06:00:00

09/16
06:00:00

2020/09/15 14:37:33 - 2020/09/16 14:37:33

*
09/16
09:00:00

Latency Baseline - 440.00 ms.

*
09/16
09:00:00

*
09/16

B — A

Efé
E'/EO

09:00:00
Packet Loss Baseline - 20.00 %.

Link
== Link Down

Link
== Link Down

Link
== Link Down

Close

T &k DA A O A R U0 A

©2024 Palo Alto Networks, Inc.
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App: ssh @B

Traffic Characteristics  Link Characteristics

VPN Cluster: VPN-Cluster « Site: Branch50 « Profile: branch « Link: tl_0101_007051000118905_0102 2020/09/15 15:01:32 - 2020/09/16 15:01:32
Latency

800
-+~ Link Down

Latency
(ms)

Y * Date: 09/16 00:01:54
09/15 09/15 09/15 Latency: 500 ms )9/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:C 1:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
Jitter
200
-+~ Link Down
Py
gv
EE 0 -
=
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Jitter Baseline — 50.00 ms.

Packet Loss

80
-+~ Link Down

0 *
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Packet Loss Baseline -~ 15.00 %.

Packet Loss
(%)

Close

STEPT| ek AR E 2R SR RE, HEUL T 7 RAMRE

o i sE sME4E R Traffic Distribution Profile (i B e i) o AEHABRRRE ey
AT SR I RE AN AL, T I A U & AN P 2 s S & 52 B (i B 175 . 1 P A 46 1

48
WE,

« TE1&[) Path Quality Profile (ESFSS R C k) hER e @ BEE A . "R R
EIE A B, BECN IR AL AR SEASE . B0, S AR U B R R AR IE B 18% By
fEFR# A 2R 2, (R KBERE 2 10%, 18 & BE0E 5w R A L EMEN
AR A R R Iy — (A

o BRI RIAE AR IR PR (1SP) DATE 2 J2 13 A7 7 188 245 (5 A A o DA R 1) 48 i 52
2

= °
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S SR

"J_[‘/‘ A J_\‘ Ab AW A) /v—‘ b )
I 4k A 5E 1 4T Sk i HE A
SRR A FH (e N R QR0 R ) BE B AN B2 5 228, %5 0 T R f 2 3 8 ) A D AR 0 1 Bk ) it

o HEMRIENT VPN 55 2ot BB AT 3250 B (1A A B s s B 1Y) SD-WAN #HRE, DU ORI A
e M AR5 P A5 P 38 R A o 52 B R0 T R RIS s

STEP 1| % A Panorama 44 & /" 1fi .

STEP 2| jHy Panorama> SD-WAN > Monitoring (E1%) 1084 Impacted (3Z5%) [ VPN #4.

=

{» PANORAMA

Yevice Groups e
DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

[y scep App Performance

B ssHs Profil
. Log Ingston Profle €) Impacted @ oK
3 Log Settings

{ Server Profiles
By SNMPTrap

By syslog

B, Email VPN Clusters: 1 /2 VPN Clusters: 1 /2
B HTTP
[ rADIUS
@5@‘ Hubs: 1 /1 Hubs: O /1
[% TACACS+
[ Loap Branches: 2 /3 Branches: 1 /3
[ Kerberos (Error Correction Initiated)
[ SAML Identity Provicer
[ scheduled Config Export Link Performance
@y Software .
€ Error Warning @ oK
VPN Clusters: 1 /2 VPN Clusters: /2 VPN Clusters: 1 /2
Hubs: 1 /1 Hubs: U /1 Hubs: O /1
Branches: 3 /3 Branches: /3 Branches: 0 /3

STEP 3| JEj Site (4uk) 405 B b (¥ (i dr $R A A2 VPN 4R, NIBHUIG R 40 . 76 T4 ) 1
o, JERERUSZ 5 S I R B SIS K e ARRAS B2 5 S8 1) PR MU IR ) R 465 2 e

FEMEH T, RMatiiEE 24 /N NE S ZEE VPN #2500 All Sites (ITT#4) -

{» PANORAMA

Device Group: e
DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

9}

> VPN Clusters: | Link Performance - Error > Sites: | AllSites Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33
ditems ) > X
ERROR CORRECTION
PROFILE LINKs LINK NOTIFICATIONS | LATENCY ITTER PACKET LOSS apps IMPACTED APPS TYPE VPN CLUSTER
hub 18 o1 Warning Warning 2 o1 usterHub?
B sNMPTrap branch 8 'Y Warning Warning 25 o1
B Syslog branch 8 os Warning Warning 26 ®0
&, Email branch 8 o6 Warning Warning Warning 30 ®2 FEC Clust
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S SR

STEP AL 72 [48f | frt, RS2 RE ) P 553 3B SO LUHR 52

%
HE o

{» PANORAMA

DASHBOARD MONITOR

POLICIES OBJECTS

NETWORK

DEVICE PANORAMA

=%
s

S JE P RE UM ) 1t

Sk

i
N2

v

[ Panorama v
B Certificate Management 4
&5 certificates

Certificate Profile

SSL/TLS Service Profile

[ scep

SSH Service Profile

[ Log Ingestion Profile

Log Settings

) Server Profiles

By SNMPTrap

Kerberos
SAML Identity Provicer

[ Scheduled Config Export

Software

@ Dynamic Updates

S Plugins

§ IPS Signature Converter
) Manage
A SD-WAN

Devices
o VPN Clusters
= Monitoring
=] Reports
Licenses

& Support

@x Device Deployment

% Software. v

SD-WAN
> > Branch20

Profile: Branch - Devices: 1 * Links: 8 * Apps: 30

App Performance

app SD-WAN POLICIES
ssh Tunnel_SCP
alipay DIA

test-rule
tumblr-base DIA
B PDF/CSV

Link Performance

DEVICE LINK TAG LINK TYPE
Branch20-2 BroadBand1 Cablemodern
Branch20-2 BroadBand1 Cablemodern
Branch20-2 BroadBand1 Cablemodem
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 MPLS MPLS
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 No Data No Data

B PDF/CSV

SAAS MONITORING

Disabled

Disabled

Disabled

Disabled

INTERFACE
ethernet1/1
ethernet1/1
ethernet1/1
ethernet1/2
ethernet1/2
ethernet1/4
elhernet1/2

No Data

APP HEALTH

@ Impacted

® Impacted

LINK

ethernet1/1

1.0101_00709900001237..

_0101_00709900001237...

ethernet1/2
11.0102_00709900001237.
ethernet1/4

1.0102.0

709900001237.

11.0104_00709900001237.

ERROR CORRECTION APPLIED

ERROR CORRECTION
APPLIED

FEC

FEC

FEC

FEC

LINK NOTIFICATIONS

BYTES

339.08 GB

18.68 MB

179 MB

115 MB

LATENCY
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33

30items | —> >

ERROR CORRECTED
SESSIONS / IMPACTED
SESSIONS / TOTAL

SESSIONS LINK TAGS
0/4/12 BroadBand1
BroadBand2
0/1/1 BroadBand1
BroadBand2
0/0/1.4k BroadBand1
BroadBand2
0/0/1.4k BroadBand1 -

Page| 1 of3 Displaying 1 - 10 of 30

8items | > X

ITTER PACKET LOSS
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning M
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e S HE A

STEPS| 72 [EMRARGE] #or, H— T AR CURAA B 1 R & i R AR e 1
A\, AR AR it s AR 5 P DS -
o o [0 B T ] L HGE A2 o 10 A 2 A i s o P R s O e A R e
o e AR AV D] LR ff {1 A R A e e 25— B R ] A i 1 2 /D s A Bk

o MR TR | AR DA AR I P RE ST R A 1 IR TGS, LR MR T ISE R i 6 ] 1Y
s e A 2 A e 2 B

App: ssh (O] =]
Traffic Characteristics
VPN Cluster: ClusterHub245 - Site: Branch20 « Profile: branch - Devices: 1 2020/09/15 14:37:33 - 2020/09/16 14:37:33
Traffic
8G
w TN
o
BroadBand2- 31% - % \ /\/\—/\
0G
09/15 09/15 09/16 09/16 09/16
16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
BroadBand1: 69%
~— BroadBand1 BroadBand2
Links Used
- 4items | = X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernetl/1  t1_010.. Tunnel SCP  N/A 277GB/
17.67 GB
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t|_010.. Tunnel SCP  N/A %fgngB/
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t|_010.. Tunnel SCP  N/A %10256(?8/
007099000012451 BroadBand1 Cablemodem ethernetl/1  tI_010.. Tunnel SCP  N/A %1824628/
Close

STEP G| G b e A VL Hi A 0 S0 A AT H s
R AR IR B 8 A e P OE A IR OE B BRMEL

Lo 78 DRERE] 8 [ERMESE ] 3o, % F RS, LRSS 2 PR
S PR [ B0 R N O RR A A R P (B  PEBOANS IR, LA IRA f BRI Dl fa A
BUE MR AR, . fEMAIE T, AT KM U1, WTUESR, BEEREDLT
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e S HE A

WL

TSR N — (e A A SR A

App: ssh
Traffic Characteristics
VPN Cluster: ClusterHub245

Latency
800

0

Latency
(ms)

09/15 09/15
15:00:00 18:00:00
Jitter
40
3%
EE O
- 09/15 09/15
15:00:00 18:00:00

Packet Loss
40

g o
09/15 09/15
15:00:00 18:00:00

Packet Loss
o

Link Characteristics <

09/15
21:00:00

09/15
21:00:00

09/15
21:00:00

09/16
00:00:00

09/16
00:00:00

09/16
00:00:00

A e L AR SR B A iy B A P o R BIAE, T DAFS

Site: Branch20 « Profile: branch « Link: tl_0101_007099000012371_0102

fifam, Ja e AR R B
o=

2020/09/15 14:37:33 - 2020/09/16 14:37:33

Link
== Link Down
*

09/16 09/16 09/16
06:00:00

09:00:00 12:00:00

Latency Baseline - 440.00 ms.

Link
== Link Down
*

09/16 09/16 09/16

06:00:00 09:00:00 12:00:00
Jitter Baseline - 20.00 ms.
Link
== Link Down
*
09/16 09/16 09/16
06:00:00 09:00:00 12:00:00

Packet Loss Baseline - 20.00 %.

Close

2. {F Traffic Characteristics (JiisHpiE) 28 H, BEU —(EEAS UG TEAS R . EIL
Birf, AR CORAERE U4, nTLVER], AR RESERER, ZERRENR KN
% 14 R BN R O BE . 18 & o A AR QS B R B M) 31 2K A9 11,

pngei

H 7 P (65 (g e 1 DU AR AR LR, JE R R SRR v A T A S RS I e T el , B 3K

VPN 852 E.
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App: ssh @B

Traffic Characteristics  Link Characteristics

VPN Cluster: VPN-Cluster « Site: Branch50 « Profile: branch « Link: tl_0101_007051000118905_0102 2020/09/15 15:01:32 - 2020/09/16 15:01:32
Latency

800
-+~ Link Down

Latency
(ms)

Y * Date: 09/16 00:01:54
09/15 09/15 09/15 Latency: 500 ms )9/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:C 1:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
Jitter
200
-+~ Link Down
Py
gv
EE 0 -
=
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Jitter Baseline — 50.00 ms.

Packet Loss

80
-+~ Link Down

0 *
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Packet Loss Baseline -~ 15.00 %.

Packet Loss
(%)

Close
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B Panorama #MEFE G SD-WAN 2.1 fRAE G, SRR H LR 25 T8 Panorama #1152 #1) SD-
WAN BJj kit .

STEP 1| “#z:% Panorama (1) X 25 BRLEK B8 51 357
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5 Panorama 145 42 45 AN i IR A H BEUREE RS

* 5 Panorama A AR 42 AY P AN s R A H BEIREE RS o
STEP 3| Fh#fita ) SD-WAN Fhi 7 ki

Q TEFHRAY ST SRR 20, b 250 i 5 <k i ¢ PAN-OS 10.0.0 745 51 PAN-OS
10.0.1 a5 TR A o 75 HRE BT IO 2 B FHAR 53 SR IO RT e A SRR I B ok
(Panorama > SD-WAN > Monitoring (#35) ) , H SD -WAN j#i 4k @ pit 250 b BE R

Z down (BEHED .
* B Panorama i A7 45 495 48 I S T AR BT Kt
* By Panorama AiH AR 45 48 PR AR I s T4 9 KOG o
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-internet-connected.html
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2. Download (F#) I Install (Z45) SD-WAN FMHFER ) HHT ARAS .
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https://docs.paloaltonetworks.com/compatibility-matrix/panorama/plugins
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html
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