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STEP 1| BT,

STEP 2| Hiff# Strata Cloud Manager Essentials B& URL: https://apps.paloaltonetworks.com/
activation/scm-essentials.

STEP 3| BHUE P SHRIRS .
STEP 4| Create New CHre) )~ LA FEH 1 BiH) Strata Cloud Manager.
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Activate Product
Strata Cloud Manager

Select Customer Support Account

This account is used for the registration and support of the products and add-ons that are bundled with this subscription. Learn more &'

Customer Support Account: Edit

Recipient: Edit

Region: United States - Americas Edit

Cloud Identity Engine m
Create New v

CIE instance for this tenant

Device Onboarding Steps
You can view the list of devices in the customer support portal. To get the most of the product, follow the onboarding steps below. You can complete these
onboarding steps after you finish product activation.

1. If you have firewalls: Associate Devices with Tenant
to Sett Associat vices with the tenant. Learn more &'

2 If you want to manage configuration in the cloud: Move Devices to Cloud Management
~
M to tl N t steps

3 If you want to manage configuration in Panorama
f steps &'

4 Enable Telemetry

these steps B

STEP 7| [ Terms and Conditions (&A1& , SR1% Activate (J#)) .
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STEP 2| EEBEEM NP SHRIRE .
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!
[

Strata Cloud Manager Fi(#l B 2 di 9 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/common-services/device-associations/hardware-model-compatibility
https://docs.paloaltonetworks.com/common-services/device-associations/hardware-model-compatibility
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/subscriptions/what-happens-when-licenses-expire
https://docs.paloaltonetworks.com/common-services/device-associations/hardware-model-compatibility
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/prerequisites-for-cloud-management-onboarding
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/tcp-ports-and-fqdns-required-for-cloud-management
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/manage-multitenants/what-is-a-tenant
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/manage-multitenants/what-is-a-tenant

R E 1Y Strata Cloud Manager 5 ##

STEP 4| #EHUETEERZE Strata Cloud Manager ] Region (M) . #%52:F] Strata Cloud Manager 152
?ZZfLAIH—_” o

Strata Cloud Manager Pro & Strata ol 8E/0i%, WML —E R H S5

%y paloalto
Activate Strata Cloud Manager

> Strata Cloud Manager

Select Customer Support Account

This account is used for the registration and support of the products and add-ons that are bundled with this subscription. Learn more &'

Customer Support Account:

Recipient:

Region: United States - Americas

Strata Cloud Manager License
If you plan on adding more tenants or subtenants after activation, only assign what's needed for this tenant.
Licenses
Strata Cloud Manager Pro
Strata Logging Service

Cloud Identity Engine m

Select CIE I

STEP 5| By

5| BN CIE ST (5 B 2l 5 ) A0 B o SE iR A A R I BT (R 25
STEP 6| [d#& Terms and Conditions (&A1) , SR1% Activate (FLE)) .

STEP 7| %&4% Strata Cloud Manager. Zuit #5351 %M1 Strata 5C8% H s IR VIG10, W25
[Status GIREE) ] #i7R [Complete (FERD) .

Common Services x
Manageyour existin subscrptions and ad o, a te o

Trusted I List

Products  Deployment Profies  Tenant Acauisiion History

Lcense Capacity Sertomber Expiation Date

STEP 8| ¥ NGFW. Panorama 5% [ B & 14 Strata Cloud Manager AL F .

R K PANOIamMa A 581 ) B4 155 X BRURELFF 18 ) 2 7 o 1

1. JEE % Common Services (# iLAk#5) > Device Associations (2% & BHH) .
2. HiaEE,
Y — 5% 2 H B KOsk Panorama 224, 9R1% Save (f17)
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Panorama % f#i

1. ¥ % Common Services (i FR#) > Device Associations C:E BEf) .
2. B G

Device Associations for

3. 7& [Products (i ) 1 ZHURMF, #8HL Strata Cloud Manager .
4. GEIUHE B R
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Fifi Prisma Access #2HE1 ERALHE /7 HY Strata Cloud Manager, P Prisma Access ¥ & #f ] |
Hi Strata Cloud Manager [ RI#iPEThRE (B Wnfa iR ORITE SR EZE) BL&L 1 - DEM B,

IeAh, Err LS Strata Cloud Manager 14T Prisma Access ixic 85 iy o) — il 188 45 2 i
Panorama EATEEE . EIEAETE UL T, Prisma Access S HERENINIH], HRALH & 5 S HE)
Strata Cloud Manager Pro:

* JEh Prisma Access (f# [} Strata Cloud Manager #% € & #)
* J#Eh Prisma Access (f#i fff Panorama &% & & #)

AR KBS NGFW F&5%> 1) VM-Series Ri@f Strata Cloud Manager
Pro
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* %5 VM-Series H @) Strata Cloud Manager Pro
« % Panorama & ¥ [{] VM-Series [{#)) Strata Cloud Manager Pro

15 F A SE R HE % B Strata Cloud Manager Pro

I AR UR anfa] % Strata Cloud Manager BUEN > SE B a% (ELA). ELA BIBS N cE 2 —FRFER AR
A, BERR A ZEKET R K EFRIREM Palo Alto Networks [ 1) 4 & .

NGFW [ 5g iR G h -

o LU RS R - 7EH NGFW #E# 3 Strata Cloud Manager 2 i, & Biag /& 75 O i /2 iX
R aE BT AR IE . 1B ORI T . TRBE AR AN EEI R . 58 S o0 R T R ORI BT K
0] LLA I d B Strata Cloud Manager #4785 3 .

UL TCP 3 1R FQDN - %% 7 #8851 NGFW HI Strata Cloud Manager 2 [ ff) 4% 1@ H,

2

A ax 7€ i AE [ TCP i 1A 58 4 5 M 491544 7% (FQDN).

SR A R SRR P (8 8, s LS A ) 0 9 i) % iy Strata Cloud
Manager Pro | =, 5%z eft, 3% 5 [Tenant Management (i 5z |
P BT gz 43 Subscriptions & Add-ons (xTRIFIINTLAE) | S
=TR, #%— T Activate Cloud Tenant (prssfii 5 ) |, A& e 41 & 58 1 20
BYEC . RO E s R R R TSG,

STEP 1| fEHTHIH A —FERE 72
o BN, WiSEHY ELA Activation (ELA Fg#)) > Strata Cloud Manager-.

m Palo Alto Networks

Cloud Identity Engine Co Data Security

%= Qs «© %

o BNERFEANCLEE, 64 License Management (#2HE453) > Licenses (##) &
§if), SR1#&F%— T ELA-Ngfw Activation (ELA-Ngfw F(#))

STEP 2| EEBEEAEH IR P HRIRT .

STEP 3| Select Tenant GEHUHLH ) , & E I HE) Strata Cloud Manager Pro. IR A B4 il
7, &% Create New CGHizd) .
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Activate Strata Cloud Manager

> Strata Cloud Manager

Customer Support Account

Recipient: SCM ELA demo 1 Edit

Region: United States - Americas Edit

Strata Cloud Manager License
If you plan on adding more tenants or subtenants after activation, only assign what's needed for this tenant

Strata Cloud Manager Pro
Strata Logging Service

L

Cloud Identity Engine m

Select CIE Instance v
t CIE
CIE instance for this tenant

STEP 5| 38 I v il 5| S B N K CIE SRAT {1 168 24 il 51 A0 Byt B R A8 18 v ) BT AR P
IF]

STEP 6| [F]7& Terms and Conditions (& FI644) , #R1% Activate (RE)) .

STEP 7| Z&fF Strata Cloud Manager #i1 Strata GCE IR HIUG1L, NEHECRINE 1) [Activation Status (BK
FRAE) | BE/R A [Complete (5B 1o

STEP 8| 1 NGFW. Panorama =)+ [#] i 2 AL & #& Strata Cloud Manager HIFLH = .

S s PaNOTama s iy 5 1l SRLARLFE 5 5902 3 TR

1. 2% % Common Services (7 7% ) > Device Associations (% & Bl .
2. WA E,
3. BEEL— B Z A D7 KRS EL Panorama #% i, #R1% Save (FEfE) .
STEP 9| e Wi 225 E . BMUH Strata Cloud Manager Pro 1%, #5875 B35 w2 B4 BC A FH (10 B O sk
Panorama s 5 .
1. B AP HEILEI Common Services (J:HIk7%) > Device Associations (& Bl .
2. PR E it o
3. 1t [Licensed Products (¥Z# 7 i) ] i+ 8 Strata Cloud Manager .
4. IEHUCRE AT
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Strata Clc

Cloud Identity Strata Cloud Strata Logging

Engine Manager Service
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STEP 3| #7—fi New G #AF, & 7EH A i#) Strata Cloud Manager $A4T {1 .
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STEP 4| #EHUETEERZE Strata Cloud Manager ] Region (M) . #%52:F] Strata Cloud Manager 152

Rl .

Strata Cloud Manager Pro #ZHE 4% Strata st 88 /07%, ARt —FER H e85,

Aanager License

rmore tenants or subtenants after activation, only assign what's needed for this tenant.

lanager Pro

g Service

STEP 5|
STEP 6|

STEP 7|

STEP 8|

T i | B S HT IR CIE U1 T B 2fe 5k 31 R0 5 38 SRR 98 R IR B S 3
Agree ([f/&) Terms and Conditions (441 , 4R1% Activate (R .

Z54F Strata Cloud Manager #1 Strata stk RS WIa6 L, MEHECR PN 1) [Activation Status (Y
FRAE) | BHR 4 [Complete (B0 1o

B NGFW. Panorama ol ph 7 3] 1 226 & 1% Strata Cloud Manager [ H 7 .

FHE L PaNOrama s iy A4 57 Sk BRUREL R 5 (8 51 g ST B

1. B 5 Common Services (7% @ k7%) > Device Associations (& FAE) .
2. WrhaEE,

T H— B % H 5 K e L Panorama 25, $R1% Save (BEfE) .

STEP 9| e WLl 22458 . BUA Strata Cloud Manager Pro 1%, 14375 S48 s EE 8 048 FH X177 Xl B

1.

Panorama % f#i .
BN HHE P2 HL Common Services (3L IR#S) > Device Associations (& B

2. [
3. 7£ [Licensed Products (¥%# & fisE ) | ## g8 HL Strata Cloud Manager .
4. JEROUHE B
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STEP 1| Y4 %) Panorama 4T #51E ,

1.
2.

7.

15 FEFRIREA A4 5 A 8 BER 5 BN B NGFW [ Panorama.
CGEFD w4 2% Panorama #% € HEl E 24, s H .
W AE I B AR RS, QAT BB,

WEARIE H R 1) Panorama i% € 2 ok RE, 6 HIE IR H AT AT A58 5, 6 e
1A% Panorama, 77752 HI1E Commit (?/%3&) > Commit & Push (I£AZWHE%) , W
Preview Changes (FHEF 45 ) .

CGED T P ake B IR e 2 IR 258, WWiE B RS EkiAIg sess w4 g
TAPHERESETE, §F Edit Selections (#RlHEEHUIEH ) , I¢1E Push Scope (HEiX#IE)
RIS AR IR Y NGFW.,

(1)) Commit and Push ($2AZAG4EI%R) BRIK5ETE
Hi{¥ Panorama > Setup (#%5E) > Operations (££/E) , f Export ([ H) H4
Panorama X € I .

EREIEFE T, FEFEIE xml fE %R F{E 35 Strata Cloud Manager. 5 7) FARF T S48k
ZEBL xml 3 A L LA A At R 22
1 HL running-config.xml 3 ERE R, REH%— T OK (iEE) .

STEP 2| VI HA B4 HE M EHE 8 558 N\ Strata Cloud Manager, A& R
Configuration (%) > Onboarding (&) .

NGFWs

Migrate Configuration from Pancrama
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STEP 3| R:E#%4% Overview (HEE) .

< Migrate NGFW Configuration from Panorama

(]
B Overview 22 Overview

Welcome to the NGFW configuration migration wizard. This tool will guide you through converting your Panorama settings to the modern architecture of Strata Cloud Manager (SCM). The
primary change is the upgrade from Device Groups and Templates to SCM's more powerful Folders and Snippets, which provide a more flexible and efficient way to manage your network.

Unified Management with Folders
% Fokders replace the complexity of may parate Device Groups and Templates with a single, hierarchical structure. You can now
ereate parent-child relationships (e.g h America parent with "East-US' and "West-US' sub-folders) to streamline policy
inheritance and administration
Reusable Configurations with Snippets
Snippets are reusable blocks for common configurations like policies, objects, or security profiles. Create a ‘Compliance-Standard'
Snippet once, apply it to multiple folders, and update it in one place to ensure consistency and save time.
=

1. #g[# Strata Cloud Manager (& #I B [E I : Folders (& k[#) Fl Snippets (B .
2. #%—F Next ( F—2) : Upload Panorama Configuration (_I-f# Panorama #% &) -
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STEP 4| {# Panorama &5 .

(]

%

L

i

< Migrate NGFW Configuration from Panorama

B renew © Upload Panorama Configuration

[ ] Upload XML
| o [P

© Upload Panorama Configurati
Up‘luad‘XML

Drag and drof

€) Brow

@ dpano-snapshot (1).xml

TERE A E L IE AL Choose File GEEEREZ) , i IBRIUELE AT DB+ M

Panorama &% & .xml ¥ % .

CEHD BN Master Key (1FE%8) , oM RERAET BT T EEWE, Qe
f#F Default (FERXE) MIEZ4EH.

3000000000000000]

#%—F Next ( F—#£) : Review Migration Compatibility (&A1) .
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STEP S5 |

o B e R A

< Migrate NGFW Configuration from Panorama

L .
3B Ovenview 1= Review Configuration Compatibility
© B Export Compatibility Summary LISON)
@ Upiosd Contiguation
Summary Unsupported Features Partially Supported Features
. Panorama Version 10.1.10 18 5
stepa
Check Unsupperted features Device Group 120 Netflow Import
J Templates/Stack 215 Tunnel Inspection Sdian Link Settings
y Clientiess Ap0s Torget Rule
Device 193 s 7
2
Unsupported Features
Templte  DevceGroup  Panoama
e
Items (9)
% Namn Descript Number of config blects
nnnnnnn (=
e ]
= sfH
BCC
weo
i more

Partially Supported Features

Template  Device Group

Template Stacks used in Number of config objects

Adnowiedge unsuppor trimmed.

Cancel Migration Back Next: Select Device Grougs to Migrate.

1. G #2554 Export Compatibility Summary (FE HAHZSPEREE) So46 B R 40
SR E M, 3 fEF Strata Cloud Manager 18 BYAT ] A 5% 3 3B BHE 23 SC B (R 5E -

BB AN 52 33 AN 7 S 1% W) T 6 ] i 4 7 7E Strata Cloud Manager W% 38 Bl 22 4 30 &
HTh e 52 2 F i,

IR R & 524 Strata Cloud Manager )43 BB 7€ - Panorama R 8 B AERF A 3252
2

B EHERRAC A IS, R SR T BB RS e

i= Review Configuration Compatibility

I B Export Compatibility Summary JSON)

Summary Unsupported Features Partially Supported Features
Panorama Version 10.1.10 18 5
Device Group 120 Netflow (oo
Templates/Stack 215 Tunnel Inspection Sdwan Link Settings
N Clientless Apps Target Rule
Device 193 +15 +2

2. KB E P E RS AR 15 BT ) Unsupported Features (AN323C4ETHAE)

REVE IR E PE B RS L TR, A e Ea e BT S BEMERE X\ Strata Cloud
Manager .

3. #[# Partially Supported Features (73 S7iRHIThAE) WA E fRIRLERAE
il 2 3 D TR N 2
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] DAFESZ 5y SCAR I DIRE, W RS AR B AR AT ), SR Bl Panorama 3% € Wi Frig
SEIE 5, SAR P E TR R R T

. Acknowledge (WEFR) A2 LA LRI TIRE -

5. #— 1 Next (F—#) : Select Device Groups to Migrate CEHUIFZIH )5 B #EAH)

@ IR RR SR ROE , BCE A B R 2 2 s, ST DI IE M AR RS i
FEFF o
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STEP 6| 1®EEEFLEH Y] Devices (#£H ) ¥ Device Groups (ZEEEE4H) .

O wRERE—Vcpi Panorama gy NGFW, gt o (8 £ i i i 2 1 o FL 7
41, BIISIE I3 e f B ) Strata Cloud Manager,

< Migrate NGFW Configuration from Panorama

(] a
ow Stepl R .
B Gverview tE Select the Device Groups to Migrate
9 -
o S )
Upload Configuration Panossave Strata Cloud Manager
] Device Group Folders
% Step 3 Select Device Groups to migrate Folder and structure in Strata Cloud Manager
Check Unsupported features
~ m Shared = - =
= OHV
Y o
) Select Device Groups to Migrate m MANISH m DHY
v m  whd-global m MANISH
|I:= ~ m EPA-SGOS
= 0 v W whd-global

~ m EPA-5GOS

=01
wice_Group =01
|E ~ W globalprotect
o - W Mobile_User_Device Group
~ W netseg
|2 v W AVE
- m BCC -+ 01
= 01 =0
= 01 ~ m BCC
v = BMI o 01
o= 02 =01
v m BNG ~ m BMI
o 0 =02
o 01 ~ W BNG
m BNL =01
- W CHS 01
o= 01 m BNL
o 01 v m CHS
- m DAB =01
(= 01

v

Cancel Migration Back Next: Map Templates to Folders

FEF I -
s Vg AR B, NN e R K.
© BUKEENTIERERBERERRT .
o SLHFERHT AEEIERTAN JOEERIRK.
1. #%—F Next ( F—#) : Map Templates to Folders Ci§#iAE ER G R
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STEP 7| #f Templates (HiA) %% HE M Folders

< Migrate NGFW Configuration from Panorama

(R

ey Step1 =
" Overview LS Map Templates to Folders
@ Auto Template Mapping
Step 2
D Upload Configuration This option automatically asscciates the template and temaplate @
stack configuration, after being migrated to snippets, to the
respective folders.
Step 3

Review Configuration Compatibility

© Rule: You must assign every Template and Template Stack to a folder. They will be imported into SCM as Snippets.

Manual Template Mapping

This option enables administrators to manually associate
template and template stack configurations with folders after
migration to snippets.

° We toa shared folder (like "All Firewalls®) for more efficient management later.

u Stepd
™ Select Device Groups to Migrate

K Templates/Template Stacks used in 44444

step's « mShared
Map Templates to Folders
v mus
Nam:
v mUS-East
..- pare Migeati [FEEEE)
S nm v Template Stacks (1)
! v M US-West ts4
: o =33333 v Tempiates(s)
~ M California e .Comno
(p1-US-West
i 244444
tpl-VM

Cancel Migration

SHARED

Referenced Template Stack / Total

174

44
2/4

2/4

Referenced NGFW / Total Referenced Template Stack / Total

N/A

171
17
n

ER IR, Templates (HIAC) &rakE 2551 Snippets (B

AR SR fIE DAL 258 B AR A I R GEA, S R T B s BRI, 2R
SR — I 4l 5 SR AR AL, S L DR R A 3 g A

1. %I Device Group (FEERfAH) VDIRI/RZEE B4 H 1) Templates/Template

Stacks (#IA/HIAREE) .
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AVE-STACK

Associate the migrated snippets to either the folder or the device, depending how they are applied within the Panorama configuration,

MName Attached Snippets
~ m All Firewalls 0
~ W wbd-global
v W netseg
v m AVE
= 01
= 01
~ [ m BCC
= 0
= 01
~ m BMI

o 02

) ®© © © e © © ©o ©o o

Referenced Template Stack Referenced NGFW

Referenced NGFWs (2)

Name
01

01

* Required Field Cancel E

2. Edit (#wiH) B E LUK AHE Template/Template Stack (HIAS/#1AMEE) FRIRH
Folder (ZHK}3) .

3. A 2R E 2 B HARE T R A R

Bilhn, WG AR E, K EHEZ A PO &R g I8 B E AL AT
NGFW 35 .

N2 A BB IR A R AR, SHAHEEE)T .

Move Up ( E#%) B Move Down ( F#%) LL5EAkET H .

Update (K351 JEHF.

Save (fi#iff) HMEST o

N o ook
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TERAEAT T — P00, FERER LU HIH:

o A TR AR TR R I H AN B A HE R

o AEART EH 2 e B R AR 2 5 N B AR AR T B0 E B R
8. #%—F Next (F—#) : Prepare Migration (YEfffzig) .

Foudte Fr BE B B A6 -

A P ERTE R

(A) ﬁn%%;%?*i&ﬁﬁi%, #3056 A D BROEAT R AL AR . SR A8
1idE, EEEgk Palo Alto Networks Y B,

STEP 8| Hfsisud.

1. Load Configuration to Strata Cloud Manager CF#HfE#; \ & Strata Cloud Manager) L\
MR,

1. BETERAE:
o (HREE AR B, R 2 A DA% S A R 0 A e 2 R
AN B o
37 Strata Cloud Manager BRI DL 87 4755 55 (1 [F145 .

« W& LA Strata Cloud Manager 5% € H IR (ZREETR. $/b2% 31 HFT
R, RBAC #i[ED) .

o FEEEHANEAALH Strata Cloud Manager I E 175% €
2. Load Results (HEA&ES) NofmBd L . BB EBkIE I 4F . BURB B.
3. fufd Validation Results (Egagati ) & S H TR ER KSER . B 5 MEHEE
4. #%—F Next ('F—2) : Review Config Diffs (fgBjalfEz=) .
18 BT A A R E H A2 ) Strata Cloud Manager.
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STEP 9| HhBak%E Z 5.
1. FEAMIG R IRGE R, B [Folder (ARG 1, SR1ZIEIEER B NGFW 5
2. Browse File GEIEAEZ) % 43%FTi% T 951 TSF.
AR AT NGFW (1) TSF RGBS IERERS R8T A SCHE . ¥4 KR A SR MR E
TSR O B eI AR %Y . G iRE e E RE R, B RGN

H s Strata Cloud Manager v fyy 65 4 1545, S8 1= 4% R4 40 75 R4
3. MR e E R
1. GEERK: CE SN . BYEER Strata Cloud Manager 1, {ERTE JR IG5
B,
2. ALt E G OMIREEET. A% E I, {5 Strata Cloud Manager F A GEAN S F% .
3. HEHK: OBl

Oy ZRMETARREZ, WA NCFW, g i TSF bk XML
A5

B Tt B0 R A A S B AR i S AR MR B 22 42

GEHD EBHZERAR.

GEFD 0347 (AR5 1, 5 Regenerate Diffs (FE i EZEE) .

$%—F Next ( F—#) : Confirm and Finish (FEZZAG5ER) -

N o ook

STEP 10 | Confirm (R W5 it¥ NGFW 488 % Strata Cloud Manager.
WildsE i%, sHkBY Strata Cloud Manager (7] FH 56 0] 2 1.

1. GEMECRCHEZAER 8 #1 9 4 A,

2. Confirm (W2 #BiE,
18 g 1E AOR R AR R0 2% S8 ko

3. GEHD EAEARATIRE [ BE AR 5% e 18 Ji 2 H AL U R IRRE, 551 Revert GEJF) . &
RN A AE TAEIRAE, ¥ Strata Cloud Manager i J5 25 #2 B8 #, N\ B (8 A7 IR IR

4. CEFD EAEATATEE M EAREGE L, 5512H Cancel Migration (UMD . E& ik
FEHEREIY, NG BRAT ) B IR 5 5
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7t Panorama 4 % Strata Cloud Manager

7 Panorama #2i# £ Strata Cloud Manager (Prisma
Access)

W B HE% 5E B Panorama & BRI Prisma Access #5%, AR Z I H#41# % Strata Cloud
Manager #1754 E &, Palo Alto Networks $&4E T & i N TAEVAE, R IA K Prisma
Access 7% E#IE E Strata Cloud Manager .

FER M T ER, g g Palo Alto Networks e = i

i Strata Cloud Manager 14~/ Panorama & ¥ [¥) Prisma Access #&5€, A LAATIRAELL N IT
Ji :

o REERAEMIERAG
© RATHBEE
o BB (ML) R E ARl
« f§1LT Web @4t TAERFE
o HEhRERME R0 AT B EE AL A AR R IE UL R AR
o AR TR EE AR
o E. A AP
T JE A QUSRI TR R v . SEIMEAN R 2 )
VR A LA S R R A R R

HEFFLEE S Prisma Access (Managed by Strata Cloud Manager)
EFEB L 1, BIEZ TR RIREE TR R, BLAAE ] LIRS #EY) Prisma Access (Managed by
Panorama) & & K67,

o (A[IRF RS —EE 27 1E B ORL V- T B A R 45 A T A A RS A T T A M IR T A i s, DLER &
A B IEAT 1R R 1 T4

« 1¢ Panorama H.[n#£## % Prisma Access (Managed by Strata Cloud Manager)—% H fEi
Prisma Access (Managed by Panorama) # 8% % Prisma Access (Managed by Strata Cloud

Manager) #2& . EMIEZ Strata Cloud Manager 2 18, #& 323 [7]# Ff] Panorama & ¥ 4 f)
Prisma Access % .

« 5k Panorama i A— &L % Panorama fiii A< % 10.0.
o BT E M — b 2H L Strata Cloud Manager W EBARAE 5 & /3 BN, A ReBith#siE,
o PIMEFER#FEH N Prisma Access 17 HE .

o ] 5| BRI IR ZH UV S )] S S H Bk AL o8 H AT Prisma Access
(Managed by Panorama) L/ = .

Strata Cloud Manager Fi(#l B 2 di 34 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/built-in-best-practices
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/command-center
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows
https://pan.dev/access/api/prisma-access-config/
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-releases-and-upgrades/use-the-prisma-access-app-to-get-upgrade-alerts-and-updates
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-user-based-policy/integrate-cloud-identity-engine-with-prisma-access/integrate-cloud-identity-engine-with-prisma-access-panorama#integrate-cloud-identity-engine-with-prisma-access-panorama

¢ Panorama #%i# £ Strata Cloud Manager

© ARZLTRIDGE— T AR LLT Prisma Access Jhfig:
o ERMRIE (3, A DLP B0
* FedRAMP #[E
* loT %4

» ZFHH Fhttps://docs.paloaltonetworks.com/prisma-access/administration/manage-
multiple-tenants-in-prisma-access#f &

« SSH Proxy
* GlobalProtect A [ 4835 A1 i i) B 0 i s

* Prisma SD-WAN £l Prisma Access % §&—1 £ 44 72 ## Prisma Access 1 Prisma SD-WAN #5
2%, Prisma Access F Prisma SD-WAN A28 3% B [E] iR P AR HEAH 1D (TSG ID).

* Config Diff Issues (i3¢iE 7 5D — & AR ITROE Z2 5805, 5 RIS UR T 791
YRR SR, HABATHEERRCE:

+ Clientless-vpn crypto-settings
* Hip-profiles rename
* Mobile-user-redundancy

» Exclude-video-traffic

8 Prisma Access (Managed by Panorama) #3872 #8 % Strata
Cloud Manager

B ) Prisma Access (Managed by Panorama) # 8% % Prisma Access (Managed by Strata

Cloud Manager) &, F55ERLA T2

fEE g, &

1. RIS ORI S ad e % 2] Prisma Access. CREFROHTEEE, I LB 2 Prisma Access
[ Panorama [ i .xml 3% €1 %

2. fi Strata Cloud Manager @2 iEfE .

3. K& Panorama % & B4 881% Strata Cloud Manager 5% 5 2 [ IR E 2 2 .

4. [z BN 5E I FE
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¢ Panorama #%i# £ Strata Cloud Manager

STEP 1| #Ef§#51% Panorama HE4T 1.
1. fs R R IR 46 B8 A0 FH 5 A (0 1 R 5 5 N7 B Prisma Access () Panoramas
2. %D fn%E 24 Panorama LA K % Prisma Access i€ 7 HET T8 40, #Eit e
RS E TR B A, AIAFEIPE.

3. TR H AT Panorama sX5E S T, N6 HLAE O A AT A 55 00 30 51 Ho A% 31 Panorama
F1 Prisma Access, 772 R4 Commit ($232) > Commit & Push ($2320pHEI%) , ¢
Preview Changes (THE S5 ) .

4. CEND wmAgirhee B e 2 M ER, WikeE R G EHEIRERE s, g
R W HEIE S, 55 Edit Selections (4miHiZHIEH ) , 7E Push Scope (H#Ei%d
D) s AR EHEE A Prisma Access o4

Pancrama Local Config Audit

Legend: Added Modified Deleted

Local Panorama Changes
Running Configuration
s saas yes;

tag “[Web Aop]";
refesences {

}
se-applications [ ssl web-browsing]:

use-applications [ ssl web-browsing];
tunnek-applications zoho-assist-delete;

tunnel-applications zoho-assist-delete;

}

Sobep;
Snbsp; category saas;
anbsp; subcategory artficialintelhgence;
anbsp; 11058 technology browser-based;
Snbsp; descripton “Adabe Express, formerly Adobe Spark and later Creative Cloud Express, |
11055 5 a content creation tool developed by Adobe. This App-1D covers the traffic for Adobe Expres
bl -
Push Scope Selection @B
Templates Collector Gr WildFire A Prisma Access
) - X
£
oK Cancel

5. (i%J{]) Commitand Push ($25ZNGHERE) 1B ,
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¢ Panorama #%i# £ Strata Cloud Manager

STEP 2|

STEP 3|

Commit and Push

Doing a commit will overwrite the Panorama running configuration with the commit scope.  Show config size

© Commit And
COMMIT SCOPE

»  shared-object

Commit And Push Changes Made By:
LOCATION TYPE | OBJECT TYPE

Shared

B Preview Changes (] Change Summary Validate Commit

PUSH SCOPE

b Remote Network Device Grou

» Mobile_User_Device_Group
b Service_Conn_Device_Group
» Explicit_Proxy Device_Group

} Colo_Connecl_Device_Group

Edit Selections [ ] Mo Default Selections E Validate Device Group Push Validate Template Push

P

LOCATION TYPE | OBJECT TYPE
Prisma Access
Prisma Access
Prisma Access
Prisma Access

Prisma Access

ENTITIES

ENTITIES

@8

ADMINS

ADMINS

59 Schedule ‘Commit And Push Cancel

4% Panorama > Setup (#%5F) > Operations (#:1F) , if Export named Panorama
configuration snapshot ([ !} 544 Panorama % & i) .

R EE AT, o xml B R T FEE Strata Cloud Manager. %7 PR SRR %
By xml 5% € 1 L CLAMRAT (] HAth i % .

IEHL running-config.xml 5% 2k R OK (FfEE) .

Export Named Configuration

e g conbg s
Select Device Cooups & Templtes

@

Cancel

DLEA B4 5 1 (0 R BB 542 B N Strata Cloud Manager, W R74E Manage (%
) > Configuration (%) > NGFW and Prisma Access (NGFW #lI Prisma
Access) Configuration (3%3€) > NGFW and Prisma Access (NGFW #/ Prisma
Access) .

FudfE XA B84 Panorama 245 2
B UG RS

Migrate to Strata Cloud Manager @

You are currently managing your Prisma Access configuration using Panorama. This workflow will guide you in migrating your Prisma

Access configuration from Panorama to Strata Cloud Manager.
To learn more about migration from Panorama to Strata Cloud Manager, visit
Click on Start ration to get started.

You will need

sruser access to start and complete migration.

Strata Cloud Manager Fi(#l B 2 di
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I

& Panorama #£1# % Strata Cloud Manager

STEP 4| iz ER ORI

(PR E R i), WEUS BIREFEM S . w5 T Re R s
BT 2 1%, 5i%H Confirmed they are up to date (CHER TR REND , KRB —T
Next (F—) .

Migrate to Strata Cloud Manager @

3
Check latest Upload Panorama Preparation

4
Final Confirmation
configuration configuration

1 - Check latest configuration

Before beginning this migration, please push the latest configuration to all Strata Access device groups. If the latest version is not reflected, the migration may not be confirmed correctly.
Latest Configuration Status

Devic Last date the configuration was pushed Pushed By JobID
Remote Networks 2024/07/08 15:10:36 sdm 7864
2024/07/08 15:10:38 admin 7665
2024/06/28 11:23:34 admin 4589
2024/07/08 15:10:39 adm 7666
Confiemed they are up to date

STEP 5| &0y sUBAUE

SN

ES T B N R Panorama 5% € xml £ 2%, B Choose File (GE1EfE
=) .
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#¢ Panorama #41# % Strata Cloud Manager

STEP 6| i N1& ) Master Key (EE%5@) , B REWRAEET HE] L 2%, 520K Strata
Cloud Manager f#i ff] Default (FHZ) EEEi@ll#%— F Next (F—25) .

3 4 5
Check latest Upload Panorama Preparation Final Confirmation Migration
configuration configuration

2 - Upload Panorama Configuration

Export your latest Panorama configuration XML. If you are using your own master key, please enter it.

Upload Panorama configuration XML
Go to Panorama > Setup > Operations to export the configuration XML.

@  2153xml 160 KB

w
Master Key
© Default Input your Master key
Cancel Migration Next
221 3 VAN
Mt BB 45 .
4 5
Check latest Upload Panorama Preparation Final Confirmation Migration

configuration configuration

3 - Preparation

Preparing for Migration... You can close your browser and come back here later.

@ Collecting Panorama Configuration

@ Migrating to Strata Cloud Management Configuration Model

¢ Onboarding Strata Cloud Manager Configuration Service (Takes up to 5 minutes)
Loading and Validating Migrated Configuration (Takes up to 5 minutes)

Generate Push Configuration Changes for Preview

SRR BB R

Strata Cloud Manager Ji Bl 4 & 39
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#¢ Panorama #41# % Strata Cloud Manager

STEP 7| 4 R7Efe M fE Hp A2 A8 B B A 2 S22 117, &1 BATrim the above configurations and

proceed (157 FiRskE 14445 i Cancel migration (HUHF%HE) .

Migrate to Strata Cloud Manager ©

4

Check latest Upload Panorama Preparation Final confirmation
configuration configuration

3 - Preparation

Preparing for Migration... You can close your browser and come back here later.

5
Migration

& Collecting Pancrama Configuration

A Migrating to Strata Cloud Management Configuration Model

Unsupported configuration Is detected:

* SSH Proxy
* config1

Trim above configurations and Proceed Cancel Migration

B TIREE (Bl A PR RN,
F, &% Cancel migration (HUEFiE) .

STEP 8| BHEMiL, &% — T Next CF—23) .

4
Check latest Upload Panorama Preparation Final Confirmation
configuration configuration

3 - Preparation

Preparing for Migration... You can close your browser and come back here later.

HA R AR A, 7R

5
Migration

& Collecting Panorama Configuration

\ & Migrating to Strata Cloud Management Configuration Model

‘ & Onboarding Strata Cloud Manager Configuration Service (Takes up to 5 minutes)

\ & Loading and Validating Migrated Configuration (Takes up to 5 minutes)

\ & Generate Push Configuration Changes for Preview

Cancel Migration

Next

Strata Cloud Manager Ji Bl 4 & 40
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7t Panorama #£i# % Strata Cloud Manager

STEP 9 | R s e sIEAT 18, SHAE IR AR HERR AT AR B B M

e T R e B AR B AT, LLER B Panorama £ Strata Cloud Manager % & 1) 2
B, BBEAIRMIIRE. ﬁﬂéﬁﬁ%%% Fe e o0& 0 22 B R h BRI S s o, Hoogiig
TS EER, CMIBRAT AL R .

BISHUR LTI B R 2 58 EMA SRR E:
» C(lientless-vpn crypto-settings
e Hip-profiles rename
» Mobile-user-redundancy

» Exclude-video-traffic

4 - Final Confirmation

There are differences in the configurations. If everything is OK, click the Complete Migration button

Prisma Access Mobile User Mobile Users Explicit Proxy

‘onfig Diff Type Object Type Acknowledge
odified

oD 9 zT O

STEP 10| GEHE)f]) HZ=REITHE,
E 58 RS BEAG 4 145 f) 585 5 3% 3] Strata Cloud Manager 22 Bij, 45 B 5 (145 ] 5858 B8 B8 € #2225
TR E
1. E¥ % Prisma Access i% & IR, AR A 30 22 B R e AT T .

A E— R s, R U B e R HIEAT T8 (4 no-asym-routing
5% %% asymmetry-routing-only) . % ZLi IR e S T B SR UG 2, BHETAE
Workflows ( TAE7ifE) > Prisma Access Setup (Prisma Access #%E) > Service
Connections (JIR7%i#4%) > Advanced Settings (%% ) Configuration (F%5E) >
NGFW and Prisma Access (NGFW 1 Prisma Access) > Configuration Scope (i Eﬁﬁ
@) > Prisma Access > Service Connections (Ji75i#4%) > Advanced Settings C(IEFER%
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¢ Panorama #%i# £ Strata Cloud Manager

5E) , %% Backbone Routing CH#t ) 5% 5% % % Disable Asymmetric Routing for
Service Connections ({5 Fi AR5 AR AR B FBEE HHD

Advanced Settings

BGP Routing

BGP Routing Preference

Backbone Routing Disable asymmetric routing for Service Connections X v
Outbound Routes for the Service
Items (0)
Name
+

2. () FHEIBHUEREE, 5 5EHE2 ER Acknowledge () B,
BESRAN LB, AHAEMEAT R85 S I RERR G Lo S W REAR AT, UM A] LLEHEE .

Advanced Settings

BGP Routing

BGP Routing Preference

@ Defaull () Hot Potato Routing

Outbound Routes for the Service ltems (0)

Mame

3. MEAUMREE, MEEITEEAMHRE.
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¢ Panorama #%i# £ Strata Cloud Manager

STEP 11| /D) W OBk e T s s

FEH,

Prise Mobile Users. Mobile Users Explicit Proxy Remote Networks.
Items (2)
Object Name Config Diff Type Object Type Acknowledge
Onboarding Deleted oaboarding
Remate Networks Deleted remote-networks
1
2
3
4
s
&
7 “pratocol”: {
8 “bgo"
s en:
18 o 55™: "192.168.196.189",
11 = “peer-as”: “sseie”,
12 - “peer-ip-Bodresst: “192.168.15.21%
h . 1
- %
25 - “region": "mexico-central®,
16 - “secondary-wan-enabled”: “no”,
17 - "subnets: {
18 - “member”: “152.72.288.8/28"
g - )
20 - )
. - )

STEP 12 | Complete Migration (5g 5 iE)
BEARAN TR B A, AT L Acknowledge (FERE) s,

Complete Migration (SEREE) 1%, u,m/% [6] Panorama
A Strata Cloud Manager fjiA H &3,

4 - Final Confirmation
There are differences in the configurations. If everything is OK, click the Complete Migration button.

Cloud Service Plugin  Policies and Obijects

Prismadccess | MobileUsers | Mobile Users ExplicitProxy  Remote Networks  Service Connections
Items (3)
Object Name Config Diff Type Object Type Acknowledge
Deleted
Deteted
Service Cannection Created
1 {
BN - 2pp-blocks-bgp-sdvertise: "no",
Bl - "comnector-application-blocks™: {
% “mesber”: "18.1.0.8/16"
s }
. -
Cancel Migration | Regenerate Difts

, iHERegenerate Diffs (E ¥ &E =)

LA ST

ZEHAE, W H SR AE K
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#¢ Panorama #41# % Strata Cloud Manager

STEP 13| (i%Ji]) Go to Configuration Page (Rifi:i%E EIM) UIEEEREE .

Migrate to Strata Cloud Manager @

Check latest

configuration

5 - Migration

Migration is completed.

Upload Panorama
configuration

Preparation

9

Congratulations!

Your migration is completed successfully,

Your Prisma Access deployment is now fully managed through Cloud Management.

The config diff for this migration can be found on the Config Version Snapshots page.

R AE N EER.

Global (Tenant Mame)

Prisma Access
1500/2000 Users
29 Sites

5 conn

Mohbile Users

Remote Networks

Service Connections

Firewalls

300

Config Snippets

1 [[JAPAC Local Conhgurations
2 @ Dropbox Snippet

VPN config Snippet

4 [©) 6P snippet

& [ Root (inherited)

€3 Support

Create tech support files

Configuration Scope: Global v Overview
Overview
Folder Name

Security Services v

Variables

20
Labels

P Taiwan

Metwark Policies v

Identity Services v

Final Confirmation
Objects ~ ¥

Prisma Access Sync Status
GlobalProtect ® Out of Sync
Last push failed at 21 -Aug-1% 08:05:34
Explicit Proxy ® In sync
Last push success
Remote Metworks @ In sync
Last push successful at 2021-Aug-1 134

Service Connections @ Out of Sync
4 at 2021-Aug-19 08

ast pus! 134

General Information

Cloud Management ID
Cloud Management Tenant Mame

Cloud Management Regian

License

Prisma Access
Edition
Prisma Access E nterprise

Expiry Date

Migration

Firewall Sync Status

@ In syne (250)
@ Oul of Syne (50

Firewall Connectivity Status

@ In sync [278)
@ Cut of Syne {22)

TOSHI-HOME-PAZ20
Linux Mails - Prisma Access

us-centrall

Prisma Access Enterprise
2000 Mabile Users & 2000 Net (Mbys)
15 July 2023 (Expires in &0 days)

Strata Cloud Manager JiH) B s,
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& Panorama #£1# % Strata Cloud Manager

STEP 14 | Push Config (HEi%i%E) > Push (HE%) UIEH G ESE,
LA B T (1A (R RS B O R D 52 i, 36 EL Prisma Access T T A 5 B 45 FH 31 18 # i ) 5%

/—\E o
Push @
Revert to Last Push
Mave | Jobs
Config Version Snapshots
stall Gla... Chanee Partal Enahle Loe C_..

STEP 15 | {E R B HEIA B/ E IR R AR T ARS, R IEE SMEM R, S5 F B I ROE .
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4 paloalte’

TECHDOCS
Strata Cloud Manager H )% & F
24
Yp
F ] DALE W6 AR5 FH A {1 2 T B N 25 2
« NGFW, GJEHia NGFW & & Bhisd | Hr—1:
H

O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
U S AE B SO HE Jig A AHE H 2wk B 4 A

Strata Cloud Manager, B G (112 FEA) &7 22
B4

1§ % Strata Cloud Manager Fll A SLAR# ()64, Device Associations & L4 & b & &
(B B AR AN . ST I A L T e 2 B BB A AT T IR AL (TSG) (A BR 46 B (1) R 45
#), WHSFR MR SCRR ) E S R SR S E .

0] LA Device Associations #5C LA T 2 515 FH -

Strata Cloud Manager

AlOps for NGFW

loT Security (A EFRHEWE)

Next-Generation CASB for Prisma Access and NGFW (CASB-X)

SaaS Security Inline

O O O O o o

Strata Logging Service

47
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Strata Cloud Manager H i) 2 B [ 35

Device Associations

~ Al

>

D)

Search Tenant Name or 1D

Tenants

r

J

7 <

Device Associations for Cloud SASE Demo 2.0

Search serial numbers, models, device names
O Serial Number Device Name Model Type Associated Products
PA-VM Production @ loT Security B
@ AlOps for NGFW &
@ loT Security &
PA-VM Production J
@ AlOps for NGFW &
& lol Security &
PA-VM Production v
@ AlOps for NGFW &
@ loT Security &
PA-VM Production J
@ AIOps for NGFW &
@ Cloud Identity Engine &
Al-Runtime-Security Production @ Enterprise DLP &
@ AIOps for NGFW &
@ Cloud Identity Engine &
Al-Runtime-Security Production & Enterprise DLP &
@ AlOps for NGFW &
@ Cloud Identity Engine &
Al-Runtime-Security Production @ Enterprise DLP &

@ AIOps for NGFW &

@ loT Security &
PA-VM Production & Saa$ Security B

@ AlOps for NGFW &

@ loT Security B
PA-VM Production @ SaaS Security B

& AlOps for NGFW &

@ loT Security &

\ J PA-VM Production & SaaS Security B

@ AlQps for NGFW &

. £ Device Associations (B BH) 1 (Settings (3%7€) > Device Associations (% [#

B> O b, EWTDAER BRI R P SRIRE MR R B LT = s Al (TSG) iR .

. BEEL— TSG LA B AR AR5 K s 5 Panorama e . WRERAF EMEMIAE, 7]

DIt % B S 3R P Add Devices Gl E )
R IR T B E B E S TSG Iy, &5 Add Devices GIriiEHE) .

TERHT AT K EL Panorama 26 B 1%, &1Ll Associate Products REIiE i) DA GH M8 A AL &
CURKEh A S B . E R U A B 2 B RS T S AR 2, 75 U JE AR B R R, R
THUNZEE.

o i L
[5F 9 2E
4 ok ] W
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Strata Cloud Manager 7 112 & |2 5

AR O ERBE2MAFD

BB UAAE P AL S 1 O REN R RE A S K B KOS B Panorama 5% fi, R 2B Sl L A B 45 0 2 LRI
FHAR 2 2 b IR P o
STEP 1| {#hHEnk Strata Cloud Manager & 4= Device Associations.

1. GEHAD A% Palo Alto Networks CSP #2528 A i, 4R1%i%H! Common
Services (7 FLR#) > Device Associations (38 B .

2. (] & Strata Cloud Manager i 1Y Settings (&%) > Device
Associations (5 E I

STEP 2| #1i K 5k Panorama % i #i 2 IR =

1. j#H{ Add Device (itasssE)

A e RIS A A P ) OB A B B3 B Customer Support Account (% 7 57
MRF) o SR AR BEME(T 2 $2 Device Associations [1)7£ /i, Add Device (i
B SR A,

2. R Z B K A% Panorama iR
T LU o sk S e e 4 E .
3. Save (fi#f%) .

STEP 3| #4E s mHadEE.
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Strata Cloud Manager 7 112 & |2 5

+ B %4 + B %4 =z
SEE B GEEERE 2 E M)
TE 2B 10 L R A%, 18 7] LL{d F Device Associations (2 B BN Ads & 1A BB % A
— {5 BB KOl B, Panorama 25 # .
STEP 1| BN 72 b AR HE
BT I VEBCRA I IETE BB I HE . 55 2 B A i I SO DA B 2 A A Rl I AT LA
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