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https://apps.paloaltonetworks.com/hub
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/associate-devices-with-a-tenant.html
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/associate-devices-with-a-tenant.html
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/remove-device-associations.html
https://support.paloaltonetworks.com/
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/obtain-certificates/device-certificate.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/device-telemetry/device-telemetry-configure/device-telemetry-enable.html
https://apps.paloaltonetworks.com/hub
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/getting-started
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/cloud-management/administration/overview/whats-supported.html
https://docs.paloaltonetworks.com/cloud-management/administration/overview/whats-supported.html
https://apps.paloaltonetworks.com
https://stratacloudmanager.paloaltonetworks.com/
https://docs.paloaltonetworks.com/cloud-management
https://apps.paloaltonetworks.com/hub
http://stratacloudmanager.paloaltonetworks.com/
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/device-health.html
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https://docs.paloaltonetworks.com/cloud-management/administration/incidents-and-alerts/incidents-and-alerts-ngfw.html
https://docs.paloaltonetworks.com/cloud-management/administration/monitor/ngfw-devices.html
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards.html
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https://docs.paloaltonetworks.com/cloud-management/administration/security-posture.html
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards.html
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https://stage.docs.paloaltonetworks.com/cloud-management/administration/reports.html
https://docs.paloaltonetworks.com/cloud-management/administration/incidents-and-alerts/log-viewer.html
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-ngfw
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https://docs.paloaltonetworks.com/cloud-management/administration/monitor/search.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/forecasting-and-anomaly-detection-ngfw.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/forecasting-and-anomaly-detection-ngfw.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/forecasting-and-anomaly-detection-ngfw.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/create-a-notification-rule.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/create-a-notification-rule.html
https://docs.paloaltonetworks.com/cloud-management/administration/settings/audit-logs
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/security-posture-settings
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/security-posture-settings
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/security-posture-settings
https://docs.paloaltonetworks.com/ngfw/aiops/about/export-metadata-for-troubleshooting.html
https://docs.paloaltonetworks.com/ngfw/aiops/about/export-metadata-for-troubleshooting.html
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https://docs.paloaltonetworks.com/ngfw/administration.html
https://docs.paloaltonetworks.com/ngfw/administration.html
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/security-posture/proactively-enforce-security-checks
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/policy-analyzer
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https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin/set-up-panorama/install-the-panorama-device-certificate
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https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/panorama-plugins/about-panorama-plugins/install-panorama-plugins
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/device-telemetry
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/security-policy/create-a-security-policy-rule
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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Affected (SZiZZVLhRE) Wb, Rl oo BEs2 2D 6E, 58 ] 1nh WD IS AR 35 55 186 I FLE U DD BB 52
2 PRIETES TP Kl . R CVE KRELLYREM B, 1] Feature Affected (ZZiZZL)aE) ©
ME A7 1, ) CVE &2 2 H A e B s i AR B Kt

{#K7i%, PAN-OS Known Vulnerability (PAN-OS CT\%15585) 2 K@i~ 4s @ - PAN-OS A h
WORT A g, AN, RIS ARG s BT T2 SIS P &), mT USRS AR B L RO i 2D
BE, B s B B KRG 528, SEERIE ] DIGHE 20 1 R A 55 B G s R Bh JOfE, W EFEHE ST
R AR FE S I R ) TR E
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feH AL % RS

PAN-OS Known Vulnerability -

Serfal Number: Mo PA SW Versi 1P Add

Your current version of PAN-OS has known vulnerabilities,

IMPACT

The current 05 h. st v a ched in newer version

Events

Active History

Software Security Advisory Details dinim ved Version: 9.1. /# RECOMMENDATIONS

See Software Security Advisory Details table for known

s firewall Vulnerabilities in this PAN-OS version vulnerabilities found on your current PAN-OS vers

dvi it d = 2 dated Consider upda ian based an CVE Fixed
AdvisaryS..  Title Feature Affecte pdaid Date Version column. Monitor F
High ... 1 25 Jun 2022 at 00:40:12 for the latest vulneral

High s e .‘ .0, 11May 2022at 2 5
Medium PAN-OS: Denial-of-Service (DaS) Vulnerabllity in DNS.. DNS Proxy 3 i 13 Apr 2022 at 21:29:59
Medium PAN-OS: Use of a Weak Cryptographic Algorithm for St... non-FIPS-CC operational .0 0% Mar 2022 at

Medium PAN-OS: 05 Command Injection Vulnerability in the C.. 24 Nov 2021 at 00

High PAN-OS: Unsigned Code Execution During Plugin

Hig PAN-OS: 05 Command Injection Vulnerability In Wi
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st n] LA ] PAN-OS CVEs 5 2#e, % & G iR E MO I ZhnE,  BRURSZ R 97 B 21
B H . Strata Cloud Manager & 78T CUHUHIYEDEE, LIAIENZ CVE s2 & dsii, oI LIFer
RE R Q] SR A S 2 1 (g g B 0 28 A TR 36 DA IS 1F 55 s g5 s,

.

Dashboards

# Device Health # Threat Insights Security Posture Insights NGFW SD-WAN PAN-OS CVEs CDSS Adoption Best Pra

Y Add Filter

by Security Advisories
ed

CVE-2021-44228 = Impact of Logdj Vulnerabilities CVE-2021-
44228, CVE-2021-45046, CVE-2021-45105, Published Date: 10 Dec 2021 Updated Date: 22 Jan 2022 Devices Impacted: 1/101
Severity: 9.8 - Critical and CVE-2021-44832

CVE-2021-3050 = PAN-OS: OS Command Injection Vulnerability

H Published Date: 11 Aug 2021 Updated Date: 11 Aug 2021 Devices Impacted: 1/101
a " in Web Interface
Severity: 8.8 - High

CVE-2021-3058 PAN-0S: OS Command Injection Vulnerability

. i in Web Interface XML API Published Date: 10 Nov 2021 Updated Date: 10 Nov 2021 Devices Impacted: 1/101
Severity: 8.8-High

CVE-2022-0028 PAN-OS: Reflected Amplification Denial-of-

N Service (DoS) Vulnerability in URL Filtering Published Date: 10 Aug 2022 Updated Date: 19 Aug 2022 Devices Impacted: 4/101

A S R A 78 1 R B B 1 B, W02 A T R R DA I S 2 g b
STEP 1| {4t Strata Cloud Manager #1'% % Dashboards (f%Z#it) > PAN-OS CVEs,
STEP 2| JzP CVE LIW 5252 20 441
STEP 3| ENUE STk Al LUE 11 55 8,

STEP 4| Generate Upgrade Recommendations (74Tl k)
STEPS | #e— Fa&EMHE A Wb,

STEP 6 | SEEFUJLr— (Tl 5 18 LIl 45 B New Features (Hr2h#E). PAN-OS Known
Vulnerabilities (PAN-OS (' %155%5) . Changes of Behavior (177%%17) FiI PAN-OS
Known Issues (PAN-OS CLAINTE) A E &R

T LA CSV fi§%<rh Export (FEH)  FFAHEORRE DL R,
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e 126 O L i 22

AT DAAEIRER (s 5 {1 2 PR 2 2

o, BRI NGFW B & B E H o B
O fEREZRM RS2 S ER 2 BRI 1%

RE : Prisma Access

RIS S e, s % Dashboards (fZ5H) , X% %L Compliance Summary (4
BURGUE) TUAR, BT Db 25 0 2 12 I8 11922 4= b 2 s SRR o Gl Bk, 58 LERE BT (K Center for
Internet Security (CIS) 155 B R £ HE B AT A 92 T (NIST) 2205 7oA, A R ZERE, & A2

—EPEENE L, DO A BIR A BLRA E o e e R B AR, DR R ) O b A
B, Bl RS B D, DAY e B SO S e T R 2 TR B ORI S RN RE B U
EIFEATER, WU MG, Dol ASE s AR KiSSEE ., CIS H1 A% Ak e i 22 K5
SRS R PR E R R R S, T 1p B PR RS AL S HC 0B 952 N B8 OB I Y 1152 75

Dashboards

T Do 11 EEACRERE CIS Hel) (3 16 ) ruka g s
« CSC3: FFifinygabhig it

« CSC4 @ PEIAEBLRERLAY 1]

+ CSC6 : FEfZHabnuMeat. HarEm b

+ CSC7 : W TH{1H Web 2% g5

+ CSC 8 : jEisikhaps 5t

* CSC9 : PRIGIRIFE T RS i 2 L Si sR 1 2 AR 5

« CSC11: ifpki&i (B, B has FIsgiieh) M ik
« CSC12:Z5psut

« CSC13: &R

+ CSC 14 : WREEA I HPET A1 L

+ CSC 16 : )= e Al
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fe A R MRS

NIST Cybersecurity Framework SP 800-53 17 il ZL i 2 (11 1k HS BT A RN LA AL A8 2 JL AR R
FEEAE S ot 2 2 BLBE FA PR IR B FE 5 1. ] LUBi 8 {f NIST FE5H R A 2 fig ue

« SC: frigEdl

o AU : RERLRIEAT

« CM @ Eg B

o CP: [Est &

. %@J\nﬁkEUEﬁi g0

. DR R

o SC : RAHAE AL

o Sl REEAIERRE B

N E LA, RN - GBI,
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TEGRBI T L i E

AT DAAEIRER (s 5 {1 2 PR 2 2

o, BUERIIES NGFW R/ &g H o

S%

BT LAEHEL FEI6E, RIEAVTTE B T K VRS, DU b B,
© BRREAE

AlOps for NGFW AR (b s E o i FE MOk i A0 B, R85 JORSFT Panorama 11953% % Eil Palo
Alto Networks 5 H: i s b 20566 17 L, Lluﬁiﬁﬁﬁﬁﬁétf_léﬁ“@“ W A R, BT DA
T A A 5% 8 1 e B Rk i A Vg

feiaf, e
1. % b A i T S DAk 1 S 1T S e T B
2. Bl A
AR AR ER A M TR A, T DURE IS G R FHE TSI, 8T ke, MR A,
3. RIEME RN TE,
o IEN A ) EHE
i NGFW iy sl BRI f (e, DUERS G T ek,
o FOEL 2RI TE
EHPr A NGFW rh [l oRT A (0,2 8T I 8 P o 19 22 2 i 5

Panorama CloudConnector 5’1%1%{1&73?‘5515%}% FH RS E i R MOk B e 5L, 2K ET

S R RO B e, 45 4F AlOps for NGFW #5H, A ik 75 Fail Commit (F2452¢
) If, Panorama ﬁu\ﬁ@biﬁ}ﬁéﬂi@ﬂ SR B AT B E PR AR, Bl S RIS B o s i A Ok
el R, AN AR S, S ald BT HEBR AR 5 5 2 4t

STEP 1| #ELRIGH CITA I, R i R s

STEP 2| ¥57E M A J MRy 5 S B 5 1 I PR S b 2 o
1. Iy Manage (&#) > Security Posture (“ZZ%VEfRE#L) > Settings (GRC) .
2. IRBVE LB SHE AR A .
3. # Action on Fail (MWEN(E) %% Fail Commit (Féxc <)

%E?

.
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f AR AL 2 A P TR

STEP 3| &€

ﬂm

AR S A A1) A E T T BRI

1. A Panoramao
2. EN TEARE A Fail Commit (Fescdi) My fim .

Security Policy Rule @

Application | Service/URL Category | Actions | Target | Usage

Auxst Comment Archive

«» -

3. HEH{ Commit (££52) > Committo Panorama (#£%2% Panorama) > Validate
Configuration (585 % ) .
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e b2 e PERESS

4\

Wb 5

BE L RVEREAOE, LU A E

GBI e A B (MRS, fR BRI, WAL

e R MR A

Commit to Panorama
_ Validate Status

Doing a commit will ovey
© Commit All Changes

| Operation Validate
COMMIT SCOPE |

Status Comgleted
»  shared-object Result Failed

Details Plugin: aiops
name : rube_security 001
bocation : shared
checkld : 3

name : rule_security 0012-1
bocation : shared
checkid : 3

Configuration is imvalid

Warnings

) Preview Chan

Enter 3 description

checkMessage : Add meaningful description to security policy rule

checkMessage : Add meaningful description to security policy rule

Failed to initiate Plugin Phase 1 commit

(O[]

ADMINS

ﬁngMQWMw&Q%W)

ERE SR T A S R R B O
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BRI e

FnT DAAE MR AR (s FH S A1 2 T HER L P 25 2
« NGFW (Panorama &) o
*  (Panorama &) O JHA Panorama & B8 E 1 Panorama

CloudConnector 72 2

LR VEBR BN SOl B, PO I T B, (B, T S R L R BOR B
JE P ACHY AE fo] SETRE AT A SO S5 OK, W EL AN 2 AR B AR el R e AT i (B s SO P o 2wl il 22 ) gk
E) o

Strata Cloud Manager "R 70 # s ] R S8 1 B sk 0TSk IRy, e (R LIRF AN L, BOR 70 Hr 2
A 7 A0 BRI AT BEM S OF SO B U g, DAy e IS s, 35 b A B LU e A ) S
ML, BlnkER. JoeR. i b, HIBIYERD & BF.

S HBOR DTS, AT B0 (R A LA 22 4= R BRI R

o HTHTBIANZ AT - SRR AT T SO B BOR D BT e R AN ] i o b B A A A R
OB, DA e 8 20K, BTSRRI (e n 1700 o

o LFIR R LB AT I B R - 205 fa n] LAAEMIRRE SopT BRI, DAGR n] REDR A P A BZ AR RN iy
78, AR R B TR A 2 ik BOR B R

TEPEACBE T 2 BRI, o WTIE A 22 e VE BRI,
o BRI ECR 20 HT- (EIRDE S R i 5 B A 5 22 N R S B AT B I 2 s B vy e, DA e an
1] 5 iy Hin i J2 =N
o BRI ECR M- (EIRHE 37 508 ik I BE Rr ] BART 52 . JURRALLMB AL, AE PR A iy L Al
Ji,
R s e g g iy Panorama s s 12 CloudConnector PRI 1.1.0 o
WA, T A DAF 5 BOH e A R
> kst cloudconnector wieALfe

* BORHT 2g gk Panorama g g g1 PAN-OS pyok 10.2.3 5w b A,

BUR 73 AT e (e 2 Y g R Y
BCHE W 8 R0 2 PR B B o A TR S
o BT HR R TR A M A B, DT e B,

A MEBCRBEN  AE B I e e L) P SEEA T i, DR DB oo v 1) B SR 5 K BT
R i, DACE AN R B B (F 2 e AR H MO RS, sk e @z, Ry B bR
KA HLAN, 2 e BORAS e 8 3

o OURR - RO AR I, 0 ELSZ AR [ B ' A e ) W i A L BT
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i A2 e VERES

o Al - BB IR e (g B ) BB R ez e B i AR CTIRAR S A 0D Iy, BT
PRI R30S W (8 B A8 B IR B, B2 M O 2 IS B

o BRI - R (BB DS — (8 B S SE B ARY, (RSO R AR EIRE, B — (8 B R
B AR B Iy B, eV BOR L & S 52

o GOF - T LR S e B S OF A B B, IR R (R ) B U — B IE AN, ST DA f
SO P {10 EUT P Do e 0 ) e A B R, A B B 5 2 B — B

s T BOR 7 AT

W

FrT DAAE IR AR (s FH S A 2 P TR LE N 2 2
« NGFW (Panorama ‘&) o =%
*  (Panorama &) O fR Panorama & # ¥ # Panorama

CloudConnector 4}

L2 PRI TR UV AR i 70 BT A T ] o T AT
o OBTRY IR R 2 BT - B B A H A A U T 2 e M BOR B AR
PkA Z i

1. {if Manage (‘&) > Security Posture (‘% %11JE%%) > Policy Analyzer (BURZ#Tes) >
Pre-change Policy Analysis (5% ' ik 75 47) &

2. 1£ [Policy Analyzer (BCRy#res) 1 BUAITESS, SSEHUE &8 200 2 BOR BT Panorama 4
IT{iES

Policy Analyzer

Pre-Change Policy Analysis

Security Policy Pre-Change Analysis

Start a Security Policy Analysis

3. Pk VEBOR T,
AT LA M BRDABR AT 7 b
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STEP 1| £ A Analysis Name (7 #744F%) FiI Analysis Description (73 #7ffiill) .

IntentDemo

SELECT SECURITY POLICY SELECTION SUMMARY
Search Panorama Instance: panorama-e2e

Security policy layer:

Security Policy Security Policies for Analysis

panorama-e2e v

Shared

NGFW-Legacy-FWs >

Container-FWs >

ft Panorama % fifi -, SEEREALE o ey, S8 a] DUEENT VUM i gl 2 (2 AL, 0K NGFW FRIIR
O R T vl e R o (K P AR AL, A O v N N B BT Hh T P BT AT S AL A

] AP D B IR NGFW 115 % 10 SR S T 0B, sekkfEmt vl Loz 2|
FERIR NGFW SR AT A7 R BL I

STEP 2| BNy HTHIBLA L 2 BUR.
B R 73 W e 2 T AR 10 {182 B R AL
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STEP 3| g i — ol 2l /0 Iy,
o BRI e 0 BT
T A e B A T R A T

R AT T 2 22 BLRNP) 2R

R A R BOR B T B

Save (fiffr) it
B T 2 2 1) e g i

Al

ASFTE

Submit Analysis Request

AlOps for NGFW ] LU 7 Bl A7 B I e 75 60 25 5 e

New Security Rule Intent
Sp ule additi

Basic Info

New Security Rule Name

DemoRulel

Rule Description (Optional)

Zones (Any Zone)

Addresses (Any Address)

Users (Any User)

Destination

Btz e B AR BR OB A7 THEE A TAny (FER]) 5
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e b2 e REES

IntentDemo

Define the parameters of yc c ouif a g polic y cover the intent.

+ Add New Security Rule Intent

SUMMARY OF NEW SPECIFIED SECURITY RULE INTENT (1)
Security Rule

v DemoRulel

Description: Applications:

Source Zones: Service Entities:
Source Addresses: URLs:

Source Users: Action:
Destination Zones:

Destination Addresses:

Security Policy Anomaly Analysis
y P

Submit Analysis Request

i 2 n] LUHENT. 10 (58T 42 A BLRAN, -t m DA B JBd N0 HE 7 73

STEP 4| Submit Analysis Request or Save As Draft (f£2c /) M1 E R el A7 A tike) |, DAEF B il &L
/E\IJO

7 [Policy Analyzer (BSRZ3#7188) 1 ELMIY [Analysis Requests (73 HT55K) 1 FEEibl oAk
Policy Analyzer panoram

Pre-Change Policy Analysis  Post-Change Policy Analysis

Analysis Requests (17)
Q h

Analysis Name Description Analysis Type Submission Time Operator Status End Time

o In Progre: 3 )
IntentDemo Intent Satisfaction Oct 10, 2022 06:50 AM Oct 10,202:

Intent Satisfaction Oct 06, 2022 06:25 PM Completed Oct 06,2022
Intent Satisfaction Oct 03,2022 04:10 PM Completed Oct 03,2027
Intent Satisfaction Oct 01,2022 01:27 AM Partially Completed Oct01

Intent Satisfaction Draft Oct 10,2022
Intent Satisfaction Sep 28,2022 07:44 PM Partially Completed Sep 28,2027
Intent Satisfaction Sep 28,2022 07:39 PM Partially Completed Sep 28,2022
Intent Satisfaction Sep 28,2022 06:26 PM Partially Completed Sep 28, 2022

Intent Satisfaction Sep 28,2022 04:45 PM Partially Completed Sep 28,2027

Intent Satisfaction Sep 28,2022 05:42 AM Partially Completed Sep 28,2027

Page - of2

] LURGA IR RE A e vy B, SE AR BUR & T EIBGm L
TG, B TR
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A B [T ISR 70 BT o

BT DUAEBRARAE T3 2 i 2B I L P 4 2
« NGFW (Panorama ‘&) o =k
«  (Panorama ‘& Hf) O A Panorama 45 B 50 E Panorama

CloudConnector #4425

SRIFUIRAE A5 CL5E B 2 By, DB BOR 7oAkl S 48wl LIl 70 #r #idi 2R
;é [Analysis Requests (73 #T%3K) 1 FOHHEH A, $&— N oW Dbl o Prali R, 52845 1A
1. T iase, A6 A B AL E BRSSO SE A 20k
2. P FUEEREALAA R, LI I R A RS

* Intent Fully Met (5¢ =i/ El@l) — R0 2 B Rl 28 i B E i b 5 b — I B AT BRI AR

* Intent Partially Met (0753 at g lis])  — Fa81 2 4 B0 UL 20 J 26 1 A L v G b — {81 B A5 1 1)

+ Intent not met CACiw /e Eli]) - B8R0 2 4 B RIS S8 i R b AN - AE RO ME — B I, 488 mT DLEE e
T BT M 43 A AL

> new-demo-intent-5

lysis Reports
Intent Satisfaction Results Security Policy Anomaly Results

Intent Satisfaction Analysis Results

ANALYSIS RESULTS SUMMARY

Status Security Policy 1L \nalysis Coun AnalysisinDG1_1
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pe H b4 2 MR RS

AT 4 A B

> new-demo-intent-5

Intent Satisfaction Results  Security Policy Anomaly Results

DG1.1
2 Security Policy Analysis found in DG1_1

1 Intent Fully Met
1 Intent Partially Met

0 Intent Not Met

DG1_1
Analysis Summary

Intent Type

Security Rule Intent Result
There are existing rules that fully meet your new rule intent, (and no higher order rules that contradict it)

A\ There are existing rules that partially meet your new rule intent but there are higher order rules that fully contradict it

2Results

Please select a rule from the table above to view the details.

FESEELG A, AT A, 5 — DS S P ] B B A R A5 2 AT, o — A ALY ] BB A
ﬂﬁ”%lﬁ%lrﬁ%‘“o

T e B SR EORY, AR A

4 78 A

There are existing rules that fully meet your new rule intent, (and no higher order rules that contradict it)

A\ There are exi: rules that partially meet your new rule intent but there are higher order rules that fully contradict it

2 Results 10 R
1. intentrule 1 There are existing rules that fully meet your new ruleintent, (and no higher order rules that contradictit) | A

SPECIFIED NEW SECURITY RULE

Rule Name Action Source Zone Source Address Source User Destination Zone Destination Address URL Category Application

Intent Rule 1 Allow Trusted Ipv6, Address, 169.254....  Any Any 169.25/ Any Application-Group1

INTENT SATISFACTION RESULTS

Rule Name Satisfaction Status Policy Layer i Source Zone Source Address Source User Destination Zone Destination /

Shared Rule 1 Meets New Security Rule Intent Shared Any Any Any Any Any

1 Results

Suggested Next Steps ~

Note: Changes te security policy should be carefully evaluated for overall security posture impact. Especially consider the impact if the policy layers of the two rules are different

FIH:%@WUEP BT BRI A 4 g P A e RSB LA B TG BEAN 10 B ATRY . BTl
(1) el B A B ) Al e R A . IR, J e SR I T L U?Fﬁf” 2L
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Fn] LAAE R AR (5 35 1 2 T R N 2% 2

« NGFW (Panorama ‘&) o =k

«  (Panorama ‘& Hf) O A Panorama 45 B 50 E Panorama
. CloudConnector 4} 2

HABAE Panorama FEEAZ R ERF, W] L% Strata Cloud Manager ZME R AGEAT 0 MT, BOR 0128

@oNTR T SUERALB SR s R E, A n] /£ Manage (45 F) > Security Posture (44>

PEREZA) > Policy Analyzer (B3R5 #728) > Post-change Policy Analysis (5 B t2 Bk 70 #7) h

LSRR

fEa] AR LR &R

1. BRI A BORSE (BNEERIR NGFW [T A SEE AL o Hrig 2, & n] Dol 5% 536 A
B P 5 e, R 5 TR VB SR AR T A5 A 1 R b s B ME — S O, e 28 b R
O RN R B

Policy Analyzer panorama-e2e

Pre-Change Policy Analysis Post-Change Policy Analysis

Policy Analysis Summary @ PriorityHish ) Al

Existing Security Policy Snapshot Time: Sep 30,202209:51 PM

adows
2 8 7 ‘ nalysi ime: Sep 30,202209:51 PM

TOTAL i
ANOMALIES ion Sep 30,202210:21PM

FOUND

30 minutes 20 seconds.

2. HR o Frigikp ke, 4
o BIATL VEBORTI - S e B ¢ B Al & 41 Panorama Hghf T Iks IR BRC
o Wb bA
o TR
o SE HT IR I ]
3. Ml 2 e VEBORIVIRRE, DAL R (8 MR ) 4 Mo
4. Bl g A v BOR Y S I
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5. Ml A ik WAOR rh R B U B S A Ok

Policy Analyzer

Pre-Change Policy Analysis Post-Change Policy Analysis
Policy Analysis

Status Security Policy 11 Anomaly Count 1 Anomalies in BND LAN

115 Security Policy Anomalies found in BND LAN
0 Shadows.

© 1 Redundancies

A\ 0 Generalizations
107 Correlations

7 Consolidations

omaly Details in BND LAN

Security Policy Rule Security Policy Anomaly
© Redundancy: Allow security rule is covered by a higher order allo urity rule
Correlation: Block security rule iscorrelated with higher order allow security rule
Correlation: Block security rule is correlated with higher order allow security rule

Correlation: Block security rule is correlated with higher order allow security rule

|

6. Wl I BN, DAL RO AR

Policy Analyzer yanc

Pre-Change Policy Analysis  Post-Change Policy Analysis

9 Correlation: Block security rule is correlated with higher order allow security rule

10 Correlation: Block security rule is correlated with higher order allow security rule

115 Results
© Redundancy: Allow security rule is covered by a higher order allow security rule | A

Q Search \C te Reset

Rule Type Rule Name Location Source Zone Source Address Source User Destination Zone Destination Address
Covering Rule BND BND-Lan, Untrust Any Untrust 10

Covered Rule BND Users BND-Lan Untrust 10.

Suggested Next Steps ~

Option 1: If you wanted traffic matching covered rule to be allowed with same security inspection as covering rule then the covered rule is redundant. Consider following changes:
- Remove the covered rule to reduce policy sprawl

Option 2: If you wanted traffic matching covered rule to have a different security inspection versus traffic matching the covering rule then consider following changes:
- Change the security profile field in the covered rule to reflect the inspections of interest
- Move the covered rule to a higher order than the covering rule

Note: Changes to security policy should be carefully evaluated for overall security posture impact. Especially consider the impact if the policy layers of the two rules are different

BEE P8R 7 OUER SR ARG, (EEdi I, BND BLAI 45— BND 15 s, N
e, W] DU B BND BLHI,

7. b e 5L H ) A R UL B
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https://docs.paloaltonetworks.com/ngfw/aiops/health-and-software-management/view-device-health
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/aiops/health-and-software-management/upgrade-recommendations-ngfw.html

NGFW it 5 R 45 2

o 2 1 R Ty D

AT DAAEIRER (s 5 {1 2 PR 2 2

o AEGEHIEE NGFW B & BhTE H Horp—1f -
(Wi
o ok

Device Health (& () G @ R IR CU i A NGFW R BENT 0 70 8, BRI B i) JA 51 (et
RIS DR REFIAICAE . i (et Sy e ke A i B v 30 20 B (0-100) 11 i s R 18, T JL S W vy i e i 10
S (BRI M. RNEL ) | (EEEEN Lo e IR R s RA eI . R, AR RE
At 5,

G T D A

o B RE S HENE T 20 SOk, IR A A — BRI IR PSEE T T RO B OHE

o PRI E R S ARG E, e R B R DRk

—

Device Health @ Top 10 Device Health Scoreboard @

Unhealthy Devices Improving Scores Regressing Scores

He e o Model
d) il u D 61 PA-3220

106 e ; 93 (Good) 0 Datacenter FW_10  PA-5220 !
Total Onboarded Devices R ; 94 (Good) T D 0 PA-3220 10.25-253.ns...
94 (Good) 0 c 20.3 PA-820 1014
95 (Good) Logis-UTD PAVM 1021
95 (Good) 0 Lond .. panorama 1006
96 (Good) 0 Bost 7 PA-220 1014
96 (Good) 0 Dallas_F PA-5250 1014
96 (Good) 0 PA-220 1014
97 (Good) 0 anta_220_10 PA-220 1014

102 8 Fair(81-90)

Delayed Telemetry Good (91-100)

Overall Health Score Trend

@ Time Range: Past 30 Days

N ELAEIEN, 2B A - SEE R D .
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/content/techdocs/en_US/cloud-management/administration/dashboards/device-health.html
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o, BUHRHIRES NGFW B0 & By H o B

S Workflows (L{Fiifs) > Software Upgrades (liki&7t5) > Upgrade
Recommendations (FI#fdt#) , LL{#i i Strata Cloud Manager 2K 7> #7115 K s RUBRILIEE, W
N B LR K R E A nfBﬁEQuJiﬁm&

© BT LAY A RN
¢ AR IO BTEIRE . (729 SRR RBH PO AT 7
THOA R

o RIUEARIHEGE, R RE A W EORE A K
. 2% FeiE PAN-OS CVE GERAEIE Ry, I AR i 1 2 & A B ATtk
g (R SRS ol P2 % (TSF) B g A= mo (8 FH 25 2 A gk

NGFW - Software Upgrade Recommendations
Creation Date: Past 7 Days X Y Add Filter Reset

Upgrade Recommendations Generate On Demand Upgrade Recommendations

Creation Date y, Recommendations Name |3 Numbero... Must Fix Vulner... 1 Recommendatio... |t Status 1
Dec 17, 2023, 3:30:... N/A System & Ready
Dec 17, 2023, 3:30.... N/A System & Ready
Dec 17, 2023, 3:30:... N/A System & Ready
Dec 17, 2023, 3:30.... N/A System & Ready
Dec 17, 2023, 3:30:... V7 System & Ready
Dec 15, 2023, 1:44:... & Ready
Dec 15, 2023, 5:17.... & Ready
Dec 15, 2023, 5:17-... & Ready
Dec 14, 2023, 8:20.... & Ready
Dec 14, 2023, 7:34:... & Ready
Dec 14, 2023, 10:49... & Ready
Dec 14, 2023, 6:54:... & Ready

Dec 13, 2023, 3:30:... System & Ready

/s
/’
/s
’
’
s’
/’
/s
’
’
’”
/’
/s
4

Dec 13, 2023, 3:30:... System & Ready

& LB R R AT B 21 LA,

o BT ETHREEE BOE, DA TR BRI AT ] 55 B
o AR, DA )R] AR

o WRENE BN REEEARERE AR IKER, Ak

o HIBR A e B A~ T 50 T 1 T g
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/security-posture/monitor-security-advisories.html

NGFW {it Rk 5 1

FE LR BTt

1. Generate On Demand Upgrade Recommendations (& 4= a8 THE i %)
2. Select GIEHY) Hiflii sz ki4 (TSF), W H Upload (1-f#)

O - xRk TSP 0 TSF g 187 5k,

© s RETe s At PAN-OS 9.1 g PAN-OS Jig A 151 o fits s A6 30 1-feiry TSF
A W T R

NGFW - Software Upgrade Recommendations

Upload Tech Support File (TSF)

Upload Tech Support File [ to generate an Upgrade
Recommendations.

Note: Only for PAN-OS 9.1 or above ices.

NGFW or Panorama TSF

File type: .tgz

Note: TSF uploads disabled Cance
for demo. B

3. {EIRER [Ready (ba#) | PRbamliki il e,
T D [Status GIREE) 1, LARERRE 6 A Bl TSF (1) L. A 4% Aol AT B T 615

LK HS T | AR R

e Rtk Do st o E A En TR, GERUTRGE I, Dk 47 B New

Features C#1ZJ8E) . Changes of Behavior (/7% %) . Vulnerabilities Based on Enabled

Features (GEA BRI REM 585 1 PAN-OS Known Issues (PAN-OS CLAIME ) U EATE AR,
At T LLF# CSV #%28 Export (MEHY) IR,

O - EERE L AEER ORI ERE

. ﬁ%”wowmwmmWst“ﬁaﬂﬁ > IR R B ISR
O I=F (aE N
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NGFW - Software Upgrade Recommendations

PAN-05: 102 | Platform: vm /* | Dec 17,2023

lored to the PAN-OS festures enabled on

i features, Vunerabilties Based on Enabled Fe

Upgrade Option 1- PAN-0S 102

Torge Version: 1027
Relesse Dte: Nov9, 202
EoLDate
TAC Preferc:
Fitered uerabiies O
rr—

Kaow sues:

Upgrade Option 2 - PAN OS 11.0

NewFetu Changes of Behavir(1)  Volnerabties Basd on Ensbed Fstures  PAN-OS Knaw s 77)

o

N vithout chanin thei ey netr

 mjorvrsion below to see further
5 3nd PAN-OS Known Issues relted to this upgrade.

Upgrade Option 2 - PAN-05 11.0

TorgecVerson:
Relese e

Eoloate:

TAC refered

Fitersd Volnerabiies O
Jrp——

ReesseNote:

sher rcquirement. The Web Proeycapsbily avalable n PAN-0S 110 3l these custom

o veb et Wit web ey avaisbl fo both NGFW and Prisma Acess, Pl
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JrMTIRER AR i

AT DAAEIRER (s 5 {1 2 PR 2 2

¢ Strata Cloud Manager %I % Monitor (&%) >CapaC|tyAnaIyzer (ThBEHras) , R
AR RFRE B BE AR (0 I D0, FELE o M UG PEAE B 1 B I A . ST AT R4 o pr FiR e

o HRRHERL, BUT R ST
o RPEAEE TGRS MR AN &
et

3

P TS R, W REORDIEE, RN E PRIE R PSR R KA, Wi IR,
A 22 B B BT B R,

I

VM 3555 )i 1<z i Capacity Analyzer (g 7itas) st

\

BRIBFREE, BAURIAE [E M fa b

14 TR AT EE L b, KRR R AR L, DURRIL 7 Y I A i T SR BT A i
e (A DL

FELELF R, 5 bl o o R s Y PA-220 B35 T4 245 ARP table size (ARP 4% K

/N 1R ?ﬁéo

Capacity Analyzer @

Capacity Overview for All Metrics on All Models

Strata Cloud Manager AlOps 70 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/manage-capacity-analyzer-alerts

NGFW it 5 R 45 2

2. P F O USRS BT EE AR, DU A (0 IR, (EUERpIh, B F
PA-220 4£ 7 ki) ARP Jei A/l

map » Capacity Analyzer Trend

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric ARP table size on device Afin_Beijing_220_1 [PA-220]

1.5 K(98%)
e
100% —_—___'—_'—___';'_"_';'_'_‘:‘_"—'—“ Ly
75%
50%
25%
. 10.]’15 1(}!’22 10!’2’9 11!“05 11.!"12 11.!’19 ll!f'?f: 12,!'03 12.["10 12
Month/D:
ARP table size on all PA-220
Host Name | Amount Used |t Amou... |t Alert Name |3
. Afin_Beijing_220 1.5 K(99%) 19.0 (1%) Approaching M:
Afin_Munich_22( 1.4 K(93%) 111.0 (7%) Approaching M:
Afin_Boston_220 1.4 K (92%) 126.0 (8%) Approaching M

1_Munich_22( 1.4 K(91%) 131.0 (9%)

T LRl A%
o BN PA-220 BUGRHIIT A RS 1E ARP 2R R/ IMRER A
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Capacity Analyzer @

Metric: All ~ Model Type: All ~
Capacity Overview for All Metrics on All Models

0%
Capacity Filter = 0%

Configuration Resource

Pl—ﬁﬂ

2A-3260

ARPtab.. GlobalP...
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NGFW f{i f

eat-map » Capacity Analyzer Table

Metric: All ~

Capacity Analyzer @

Model Type: PA-220 ~

PA-220 (Each row displays a metric's utilized and unutilized capacity, indicating the number of resources used and unus

v Configuration Resource

Metric Name 3
Address Objects

Address Groups

v System Resource

Metric Name |t

— SRR S R R B [

ﬂ%$U&ﬁ?th?

2. &

PESEHTER .

Strata Cloud Manager AlOps

Hi4
NS

Amount Used |
2.5 K(99%)
123.0 (98%)
1.5 K (99%)
1.9 K (96%)
19.0 (95%)
242.0 (97%)
984.0 (98%)
973.0 (97%)
384.0 (96%)
493.0 (99%)
989.0 (99%)

247.0 (99%)

Amount Used |3

o

7

o, fE U E R RN AR B TR H
S A H AT 2 AR 11

BRI i A DA AR 26 i L 2

At

Alert Name

\pproaching
Api 1NNE
\ppr ing
\pPre ing
\prt 1IN
\pproaching
Ap| ing
\ppr INng
\pPre ing
\prt 1ing
Alert Name

et T AR 1
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3. SRIE I LU I Bk,

& w7 LCE AL Prediction Time (FRIIIKEH]) sk ban & Fi7 500 IS 24, Strata Cloud Manager & 71
M FE R R A =i B I,

ST LURE e S 0 A 5 DB 5 A (] AR IR PRI R ) 4R R 2

it-map » Capacity Analyzer Table » Capacity Analyzer Trend

Capacity Analyzer He

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric Address Objects on device Afin_Boston_220_11 [PA-220]

2.3 K(90%)
2.3 K (90%) r=
Capacity Usage Nov 11, 2023, 5:30:00 AM
PREDICTION:
Dec 9, 2023 will hit the max capacity
0% T | | [ [ | | | [ |
10/15 10/22 10/29 11/05 11/12 11/19 11/26 12/03 12/10 1z
Month/Dz
Address Objects on all PA-220
Host Name |3 Amount Used |t Amou... |t Alert Name |t
2 Afin_Beijing 2.5 K(99%) 27.0(1%) Approaching Ma
& Afin_Munict 2.3 K (90%) . 241.0 (10%)
L] 2 Afin_Boston 2.3 K(90%) 248.0 (10%) Approaching M:

2 Afin_Boston

2.2 K (88%) 288.0 (12%)

Strata Cloud Manager AlOps ©2025 Palo Alto Networks, Inc.
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WRIRIREE M iati s

1. 7t THRESMes ) B, SSER—EFERE, DL LT A 4EE b &5 5, e HEiL )
i, 8 ARP table size (ARP Z#% K/)N) 5,

fasth wT DUSE PR R RERNG v) R BAR R, DA A% bl JUPT A5 2E 1 rh iy 2%
(4 : Configuration Resource (5= #imifefm > Objects (i) > Address

Objects (fihi-#yft) .
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Capacity Analyzer @

Metric: All Model Type: All ~
Capacity Overview for All Metrics on All Models

0%
Capacity Filter 0%

Configuration Resource
Ph=220
PA-3280
l::';\ :l:lJlI” - - - - - - - -
PA-5250
PA-820
ARPtab.. GlobalP... GlobalP.. IPSecVPN Objects
@ . "o & b 5 P & &
g ) & & £ & = & e )
s & = <t ~ & o & ox ol
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Capacity Analyzer Heat-map » Capacity Analyzer Table

Capacity Analyzer @

Metric: Configuration Resource / ARP t... ~ Model Type: All  ~

ARP table size

v PA-220
Host Name |t Amount Used |t Amount Unused |3 Alert
Afin_Beijing_220_1 1.5 K(99%) 19.0 (1%) Appr
Afin_Munich_220_6 1.4 K (93%) 111.0 (7%) Appr
Afin_Boston_220_11 1.4 K (92%) 126.0 (8%) Appr
Afin_Munich_220_3 1.4 K (91%) 131.0 (9%) Appr
Afin_Boston_220_6 1.3 K (89%) i . 171.0 (11%) Appr
Afin_Boston_220_9 1.3 K (88%) i 1 177.0 (12%) Appr
Afin_Beijing_220_2 1.3 K (84%) 247.0 (16%) Appr
Afin_Boston_220 4 1.2 K(83%) [ 1 259.0 (17%) Appr
Afin_Munich_220_4 1.2 K (81%) L 282.0 (19%)
Afin_Boston_220_0 1.2K(81%)  IE— 290.0 (19%)
Afin_Boston_220_5 1.2 K (80%) ] 301.0 (20%) Appr
Afin_Boston_220_2 1.2 K(79%) ] 311.0(21%) Appr
Afin_Boston_220_1 1.2 K (79%) | 316.0 (21%) Appr
1.1 K (73%) L 407.0 (27%)

e — 51l BB M LAY ARP table size (ARP 2% K/N)  FREE(E ORI A 1Y
A, AL, R W DO ST 8 RS TR, DA SR AR B e A s TR HIDIRT
VB R,
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2. IV B AL A DARS iR TS AR R IR i 2

10T LR YL Prediction Time (FRAIINEM]) A< ks 25 fi7 B200 PRI 24, Strata Cloud Manager & 7/
{HJTE+¥J$}”H—+ g H I,

alyzer Heat-map » Capacity Analyzer Table » Capacity Analyzer Trend

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric ARP table size on device Afin_Boston_220_11 [PA-220]

1.4 K(91%)
MAX CAPACITY( 1.5 K) _
100% T e e e = ] —— ittt
I——
D
EY
50%
25%
0% T [ 1 T [ | I [ [
10/15 10/22 10/29 11/05 s W 11/19 11/26 12/03 12/10 |

Month/D

All Metrics on Afin_Boston_220_11, Unknown

Metric Name Amount Used Amou... |1 Alert Name |

IKE Peers 937.0 (94%) 63.0 (6%)
Security Policies 463.0 (93%) 37.0(7%)
. ARP table size 1.4 K(92%) 126.0 (8%)

FQDN Address 1.8 K (91%) ' 190.0 (10%)

S nT LURE e 542 0 A I 5 DA 7 A (] A R PR R ) 4R A 2 o
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(mCi%

AlOps for NGFW {5 i (R0, nl i DO hngi 2 = Regh, 8] LA AlOps for NGFW, 45
I FE MO (5 781 Panorama. NGFW Fil Panorama & #1111 Prisma Access 28 4Pk % e, WAs{H 5k
Wi ok . AlOps for NGFW ff{L 1 i 25 8 6 SEHE 2848 InfoSec & HIMEMI TR,

AlOps for NGFW & 21y, 45 AlOps b Bz HERN T {11 I LA N AlOps e 4155 1 (BPA) 1)
BB, A B i e AR o IG5 2 B P i e (s

o AR b, DI B i i, LA EL Center for Internet Security H1 k% 4>
PEFES (CSC) W&V ¥HIE, DU BRI n] DT A8 S ek, ST it & #ivk, UL PDF
Fa R S e MO s, N0 22 P ST I (308 1) 85 1 A 2 [

Dashboards

#* Threat Insights My Dashboard Compliance Summary est es On Demand BPA NGFW Feature Adoption CDSS Adoption WildFire

ecurity Identity
Device Group: All v Category: Rule Vv Checks: CSC Checks Only v CLI Remediations: All Checks V'

PA-3260

IS Rulebases

Best Practice Checks Trending
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/cloud-management/administration/overview/built-in-best-practices
https://docs.paloaltonetworks.com/content/techdocs/en_US/cloud-management/administration/dashboards/best-practices.html

NGFW 15 i

o BEPEDIRELR NG DO RERY 1R

SAEE T L& A DD BE,

LUK 78 s o [ P V) YE A 22

* Threat Insights My Dashboard Compliance Summary Best Practices ©On Demand BPA NGFW Feature Adoption CDSS Adoption WildFire
Device Group: All v | Time Range Past 90 Days

© Overall Adoption | @ &

t Practice

Logging

ADOPTION DETAILS
URL Filtering P

Wildfire Analysis Profiles

ata Filtering

Wildfire Analysis Profiles
Config

58% configured

Not-Configured
File Blocki

ules have nc

Trend

10¢

2

R, LA T R IRE R T AR R L A R E
i 55 Z0 A1 (CLI) fli ¥ D BE thn] 7 AlOps for NGFW 11y Alerts (%)
> Alert Details (CZ/RaEAIZORE)  NEE], Bl g, Lin i

it AlOps for NGFW {4 22 4 e sk

il

> Security (Z4=1k)

e wlifl s ZoRn )i,
Application Not Set In Rule - Panorama
INum

Mo 2 | SWVe
Application

Rule Name
v Ay Rule2-dg-1
RECOMMENDATIONS

# Follow these steps to resolve the issue:

To enable App ID remove any from application list for security rule Rule2-dg-
1 configured at device-group test-dg-1 pre-rulebase

Runall of the following CLI command sets:

& delete device-group test-dg-1 pre-rulebase security rules Rule2-dg-1 application

set device-group test-dg-1 pre-rulebase security rules Rule2-dg-1 application

st_bpa_11
RECOMMENDATIONS
/ Follow these steps to resolve the issue:

To enable App ID remove any from application list for security rule
sr_bpa_11 configured at device-group test-dg-1 pre-rulebase

Run allof the following CLI command sets:

| delete device-group test-dg-1 pre-rulebase security rules sr_bpa_11 application
set device-group test-dg-1 pre-rulebase security rules sr_bpa_11 application

L b
AL,

O zarmn CL o i (5 1 SR R LS HE A S HR BT A T A
M) PAN-OS e - 5 h |- i g 7 s % (TSF.

9.1 &%
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NGFW 5 HE ik

o RBITROR 9.1 S koA GFER) PAN-OS 4%iE /& /E BPA i 'f (BAEHREhhE %‘fﬂ?‘ﬁ

£ o QD%@:*EQE{E%H BPA a7 T HAE L BPA #ity, fnTgee i DI 0h ok LU
P A TigulisE 2 BPA H G ? o BAM SN 1,

On Demand BPA & Adoption

your security posture for 0t sending telemetry against Palo Alto Networks sctice guidance.

s include checks for the Center for Internet Security’s Critical Security Controls Take action based on the findings here to optimize your security postur

Reports | Completed (14) | In-Progress (2) | Failed (2) Collapse A Generate New Reports

v Completed (14)
Best Practice Adoption Summary  Reports Generated Date ¥ UserName I Hostname It Model i1 TSF Name TSF Generated Date It
15 Aug 2022 at 01:01:01 AMS-FW-2187  PA-5220 1. 2187 15 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 ser_ TOK-FW-7365 PA-5220 1. K 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 TOK-FW-7365 PA-5220 1. i 13 Aug 2022 at O1;
14 Aug 2022 at 01:01:01 er_xyz g - 1. TSF_7365 13 Aug 2022 at
13 Aug 2022 at 01:01:01 g - 1. TSF_7365 13 Aug 2022 a
13 Aug 2022 at 01:01:01 er_xyz g - 1. TSF_7365 13 Aug 2022 at
13 Aug 2022 at 01:01:01 g - 1. TSF_7365 13 Aug 2022 a
v In-Progress (4)
Date Uploaded User Name It TSF Name It
16 Aug 2022 at 01:01:01 xyz TSF_1658 .: Uploading TSF file - 75% uploaded
16 Aug 2022 at 01:01:01 TSF_1658 Processing TSF file - 75% complet
16 Aug 2022 at 01:01:01 x TSF_1658 .+ Processing TSF file - 55% complete
16 Aug 2022 at 01:01:01 TSF_1658 Processing TSF file - 43% complete
v Failed (2)
Date Uploaded UserName It Hostname It Model It - TSF Name TSF Generated Date 1t Actions
15 Aug 2022 at 01:01:01 user_xyz AMS-FW-2187  PA- 1.2 i 15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-52; 1.2 TSF_7365 13 Aug 2022 at 01:01:01

T St 2 E, AlOps for NGFW i St ik il e MERESS DI RE . Bl DD RE 5 d R ff PR B S Y,

Z

AU FIRS KA 2 2tk B S0 B R il B RERT SE (R N2

1

Z

Strata Cloud Manager AlOps 83 ©2025 Palo Alto Networks, Inc.



NGFW i ik

5358 BPA 45

o] DALERRAEL(E FH S5 1 2 T HER L P 25 2
o HEEEHIEE NGFW RS BT H Horp—1f -
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o g

BiAEfE ] LLUE#2 4t Strata Cloud Manager 17 i H il (BPA) MZIBESR g2, I L
Pl 7 R % (TSF) BT, fan] DAy AN P 20RO A AlOps for NGFW 1) 24 18 78 /- i 3¢
BPA #17.

BPA & #i#% Palo Alto Networks fiz fE Sk 7B (G 18 2 VRS, W IE T E St 2kt
IR MCEE AT B IR AR R 8 . b B, DA R, R n] DU E FZE ) HE B R
JEMREA. I BN, Lot, ML L% Center for Internet Security 1985 K % 4= 2l
(CSC) MEATIR A o a2 BE i (LT 1, DAINGHRZE M B A0 B e 53

T AR AT A% 7 37 50 A 1 gk A4 BPA 5 2

16 AlOps HHBLZ R, IR &0 12 AT/ A ORI T BPA, a4y, EZEF R i NGFW/

Panorama & 2! Prisma Access fiz M0 AR il i a5 1 1598 7 508 %558 AlOps ¥4 T,

2023 7 H 17 0.2, B ML A% )T 25 A D ui - IR T BPA,
STEP 1| g ikt iy AlOps for NGFW, FT LA F . A0 SIS AN A A H i O RSO & B 44

&, W LI{Ei% 45 Strata Logging ServicelTy1i5 it IR,
I HEMOE RN 2 2 B R R TG 2 S RE A T A2 14
4yStrata Logging Serviceyy i i [ i A Bk (B AR S T B 1

STEP 2| & AR TEES AlOps for NGFW, HIf#{% 45 Strata Logging Service, b & 75 % LA
N

b
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STEP 3| HiifE Dashboards (f###) > On Demand BPA (% BPA) .

STEP 4| Generate New BPA Report (743417 BPA #15) .
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa
https://apps.paloaltonetworks.com/apps
https://docs.paloaltonetworks.com/ngfw/getting-started/activate-aiops-for-ngfw
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https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/get-started-with-aiops/enable-telemetry

Dashboards

Summary of Failed Checks

s fail

Rules
Failed
Failed CSC checks 8
@ Failed non-CSC checks 5
Failed CSC and non-CSC checks 42
Unique Failed Checks 11

Best Practice Checks Trending

100%
80%

60%

# Threat Insights My Dashboard Compliance Summary Best Practices
Summary Security Identity Network Service Setup
Device Group: All Vv
PA-3260
Serial Number: 016401004839 | Model: PA-3260 | SW Version: 11.0.0-c2 | IPAddress: 10.5.132.58

ng Critical Security Con

On Demand BPA NGFW Feature Adoption CDSS Adoption WildFire =+ More Dash

L (4

Category: Rule Vv Checks: CSC Checks Only Vv CLI Remediations: All Checks W

®) Security Identity Network Service ¢
Profiles Rulebases
Failed Failed
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Time Range: Past 30 days

Percentage of Checks Passing

April 30th 2023 //_
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40%

20%
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® 56% Network

7o Not Passed
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