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PA-5220 10.12 TSF_7365 13 Aug 2022 at 01:01:01
v In-Progress (4)
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Configuration Scope: Global v
Security Policy @

Rulebase Best Practices
Last checked: 2023-Oct-27 19:37:53 PDT

Unique Rules Failing Best Practices

3 / 3 ID v Best Practice Checks Failing
1153 ServiceNow ticket number in ... 3/3
3 The rule Description should b... i1

Rulebase Failed Checks

Overview Bookmarks v  Security Services v

Network Policies v

Identity Services ¥  QObjects ¥ Device Settings v  Global Settings v P 3

Passing % csC... NIST Security Controls Capability
0.00 N/A N/A N/A
0.00 N/A Configuration Management N/A

Configuration Scope: Global v

Rulebase

RULE CHECKS

Overview Bookmarks v  Security Services v  Network Policies

Security Policy @

Best Practices

Best Practice Assessment ~

RULEBASE CHECKS

I 4/25

Failed Rule Checks

Security Rules Failing Checks

7 / C) ID ¥ Best Practice Checks Result
15 HIP Profiles Not Used in Rules © rail
Security Policy Rules (4)
241 Quic App Deny Rule © rail
Security Policy [Global] » Security Policy
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O Prisma Access
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Strata Cloud Manager app)

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro
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@ Time Range: Past 24 Hours X TenantName: Cellular Italia SpA g200 - Source: Firewalls and Prisma Acc

Y Add Filter

Total Samples Submitted

View the total samples (files, email links, URLs) submitted to WildFire and the distribution of the verdicts
generated for them.

Analysis Insights

Reset I, @

SAMPLE SUBMISSION INSIGHTS

8: )O New Unknown Samples 482
+ 62 | 7.0% Decreaseseen
B 0 .
Unique Unknown Samples 0
today
WILDFIRE SIGNATURE
B Malware
New Signatures 0
B Grayware
B Benign
T 7 Unique Signatures 0
12-00 PM A0 PM
Verdict Distribution
bLearn about the different file types for the total samples that were submitted to WildFire from your network and the verdicts generated for each of them. m m
Total Samples Submitted Malware Grayware Benign
PDF Files | 231
Portable Executable Files | 217 217
LinuxFiles | 115 115
Microsoft Office Files | 100
JARFiles | 68
Scripts | 43
Adobe Flash Files | 22
Links Contained in Emails Files | 15
APKFiles | 9
Top Applications Delivering Malicious Samples Top Users Impacted By Malicious Samples
View the applications delivering the most malicious samples in your network based on the total samples View the top users who are receiving the most malicious samples in your network based on the total samples
submitted to WildFire. submitted to WildFire.
BY MALICIOUS SAMPLES BY MALICIOUS SAMPLES
smtp-base  CEEIIEEEEEEEEEES /0 paloaltonetwork\test . 320

web-browsing @B 4
flash e 2

virustotal-web-uploading 1

Top Firewalls

Here are the firewalls that submitted the most malicious samples for WildFire analysis.

# Device Name Device Serial Number
1 PAN-PA-3250 016401004839
2 PAN-PA-850 016401004839
3 PAN-PA-VM-100 016401004839
4 PAN-PA-VM-300 016401004839
5 PAN-PA-220-EMP 016401004839

Total Samples
649

&

62

35

Malicious Samples
905

98

81

52

Session Trends For Samples Submitted

Examine the session trend for the total samples subm

300
200
820 3
B
MALWARE 100
0
0 £,
GRAYWARE -
0 .
30
BENIGN 8

Most Recent Samples Submitted

Review all the samples submitted from your network
submitted to WildFire.

i Timestamp File Name
1 09/27/2023,12:25 AM & 02fe12
I 09/27/2023,12:14 AM & perl-S.
T 09/27/2023,12:02 AM & Google
4 09/27/2023,12:02 AM & 5550a:
£ 09/27/2023,12:02 AM & 1be2ee
¢ 09/27/2023,12:02 AM & 02fe12
7 09/27/2023,12:02 AM & 158bd:
€ 09/27/2023,12:02 AM & 158714
S 09/27/2023,12:02 AM & 1be2ee
1 09/27/2023,12:02 AM B 196eds
Top Malware Regions

The source regions where the malicious samples orig
are being targeted amongst the total samples observ

° Source Regions Destination Regions
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O AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro
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o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro
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Analysis Insights

SAMPLE SUBMISSION INSIGHTS

New Samples 6.7K

Unique Samples (0]
WILDFIRE SIGNATURE

New Signatures 0

Unique Signatures 0
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Submitting Session Trends

Examine the session trend for the total samples submitted to WildFire from your network and the verdict for those samples.
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H

DL N4 #2HE AL 5 ¥ Strata Cloud Manager ()

A7 HURE
O Prisma Access

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials

O Strata Cloud Manager Pro
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Verdict Distribution

Learn about the different file types for the total samples that were submitted to WildFire from your network and the verdicts generated for each of them.

Malware

7.4K

Total Samples Submitted

7.4K

Portable Executable Files | 24K
PDF Files | 1.5KK
Linux Files | 1.2K
Microsoft Office Files | 1.0K
JAR Files | 405
Scripts | 309
APKFiles | 194
Adobe Flash Files | 156
Links Contained in Emails Files | 67

Archive Files | 52

Mac OS X Files | 17
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O Prisma Access

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro
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Top Applications Delivering Malicious Samples

View the applications delivering the most malicious samples in your network based on the total samples
submitted to WildFire.

BY MALICIOUS SAMPLES
web-browsing  CEIIIININNNNNNNEEENND 22
smtp-base NN 00
ms-onedrive-business-upload G 3
pivotaltracker-uploading -,
webex-downloading -
virustotal-web-uploading @ 1

flash o 1
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Strata Cloud Manager) A KE -

o NGFW, Gk NGFW 50 &I | 0 Prisma Access
H

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
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ik,

Top Users Impacted By Malicious Samples

View the top users who are receiving the most malicious samples in your network based on the total
samples submitted to WildFire.

BY MALICIOUS SAMPLES

paloaltonetwork\test . 7 4K
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+ Prisma Access (Managed by Panorama or LA N 4 B2 HE#E 107 ¥} Strata Cloud Manager (1)
Strata Cloud Manager) A7 BUbE

* NGFW, fHHds NGFW B0 &I | 0 Prisma Access
H

O AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro
AL T R ) LAt 2 RE AN S PR e A 4T

O A HER I AR = 4 (0
AEFE WildFire

— 0] LL4E Strata Cloud Manager & 11
FErERIZhRE, HOR A BT A2 1,

s Y, ¥— FDashboards (f##) > More Dashboards (%% {ZH) > WildFire, Ll
R,

ﬁ%@ﬂ%@%bﬁﬁﬁﬁ%ﬁ{mﬁkﬁ&ElD’Jﬂﬁlﬁ@ﬁ%o A8 nT DL B[] 5 245 4% A i A AT H AR [
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The source regions where the malicious samples originated from and the destination regions that are being targeted amongst
the total samples observed in your network.

o Source Regions (_) Destination Regions w |

Show Top 10 Regions

9 Russian Federation

85

Malicious Submissions
]

2% of World Malicious Submissions 5,063

e

p)

WildFire £ 50 @ i JBG Kl

PR 2 2

o NGFW, HfRHEE NGFW B &EBgH | DL N &P REAR & ¥ Strata Cloud Manager (1)
H A7 URE -
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i AT AE Al i 5 2 BT EFLEA A ?

O AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
] S IS ) FAB B2 RERN Je PR e U4
O A RERR A 1 (0
HERE WildFire

— f&u] LIFE Strata Cloud Manager i FH 11
FEMEFIZDEE, B AT AT (8 g 7 HE,

* Y, ¥— FDashboards (f##) > More Dashboards (%% {Z#H) > WildFire, Ll
R,

PRI 52 e % RS ELPIET T WildFire 73 BTiv B Jofisi. BBl ig B JOfS LLBHESZ 528 bkt M H
TS BRI AP 2, AT TR R 4%

Top Firewalls

Here are the firewalls that submitted the most malicious samples for WildFire analysis.

# Device Name Device Serial Number Total Samples Malicious Samples
1 PAN-PA-3250 016401004839 4866 6947

2 PAN-PA-5220-AC 016401004839 1168 1715

3 PAN-PA-VM-300 016401004839 619 1024

4 PAN-PA-VM-100 016401004839 673 1017

5 PAN-PA-830 016401004839 39 56

6 PAN-PA-VM-500-E60 016401004839 3 6

7 PAN-PA-220-EMP 016401004839 3 5

8 PAN-PA-5260-AC 016401004839 1 1
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+ Prisma Access (Managed by Panorama or LA N & B2 HEHI 40 4 ¥ Strata Cloud Manager (1)

Strata Cloud Manager) A KE -
« NGFW, HMHEHIEE NGFW B0 &M | o Prisma Access
H

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

] S IS ) AR REAN S TR AR A T
O ARER A 1 (0

O DNS 2 s ERT DNS % 21

— #& 0] LL#E Strata Cloud Manager i FH (1)
KEVERNIDEE,  HR A a6 F g 42 1

e 4k, #4— TIStrata Cloud Manager > Dashboards (f%#¢) > More Dashboards (% % {% 4
) > DNS Security (DNS ‘ZZ%VE)
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O st deni g e UL TSG) o e ozt bt it @ U3 BB RILIT
= HHEGT) Prisma Access  Palo Alto Networks 55 i Panorama =y e e

Fiff9 DNS Security (DNS " /-1) 524 iR 5119 DNS % 2T BN (38 45 6. 4 1) DNS

(S P A EE R (2, S5 (T DA G . SRSy, #sk. EHTASR IP 1 DNS %

B, RGN EIURIG N, AT RS (e 0 EIACIAIRLN P 47, @Bt RS 4

i A TACH AR, SEATLLR © DNS SR At 2R s
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o aTB - BURAEES B (F AT rh DNS 2 e MERTRE A ok, /MBS R AL O DNS & 2 PE ol
A B COB IR 36 iE 70 L, DA e 560 B L

Total DNS Requests Malicious DNS Requests Subscription

inst malware and advanced threats hidden in DN

11.4K 114K

22 9% more requests seen today

+ e E G DNS SUAESSY - 55 DNS FUI SO LRI BN (F, bl & s DNS 2RIk %S, it
BVER R AR iR L5 T RO B v, RS ORI ) s A i B TR,

High-Risk DNS Category Trend

re no license or an expired license

Malware

Examine the trends of high-risk DNS requests by DNS category or action enforced ) DNSCategory

Malware
c2
05/09/2023, 12:00 AM GMT+5:30 Phishing
® Malware 27.0K Dynamic DNS
@ Newly Registered
Grayware
Parked
@ Proxy
@ AdTrack

05/09

High-Risk DNS Category Distribution Across Actions

Examine the actions enforced on high-risk DNS categories.

MALWARE
Category Sinkhole

Malware

c2

Phishing

Dynamic DNS

SINKHOLE Newly Registered

Grayware

Parked

Proxy

AdTrack
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o RTEAFIIT AR - ST M b T 10 Tﬁ?ﬁ%?ﬁﬂ’]wﬂﬂi LI DNS USRI B E, 1
] DO Rl U2 S RIPORERTRIR S8, 3EEX View All DNS Requests (5T 47 DNS %
K) -, DI CAF I 2 Al B oo B B

Most Accessed Domains

[Examine the DNS categories of the most frequently accessed domains to make sure appropriate actions are being enforced.

Dormain Name DN Category Action Taken &
riadh.no-ip.biz Malware 173652 | o 39 @ 173613 @ O
Malware 116934 | » 129 @ 116805 @ 0
Malware 67773 | » 8 ® 67765 @ O
Malware 51962 | » 2 @ 51960 ® O
View more details on this domain Malware 40355 | @ 122 @ 34927 ® 5283
Malware 37383 | 30 @ 37353 @ 0
Malware 35,643 |
Malware 28,928 |
Malware 27794 | » 22 @ 27763 ® 9

Malware 19713 | 0o 0w 19692

+ DNS fi e - ﬁ*?t%lﬂft%ﬁlju,u%DT%EE@ DNS f#HTHG B, Bl e i i A 2 g kg DNS fi
PresX,  DAR AT S 05 5 DNS SORMIMEITRE N, #e— ME=gEDS, oI EHEN o (P fzak) i
W2 SRR, ST AR A B iR PR RO R R Sk, DL Ik ) Hr R

[Examine the top DNS resolvers that ai ving to unusual activity.

1.18.180.250

'View more details

o ERD RSN (A - B A A A L BUE B AT O URL D’JJJA%%%#EA@%@&D’JJJA%

o GRS DNS 2 =2 ) BeEhFFIAaIR- F1H drERE DNS 2 MEPIE R 0 ) i ik, ik
FEETEH, 60— B A RIS R AR 1P T e b it B

Hijacked Domains

Hijacked Hits
xyz.test-ipv4-wildcard.hijacking.testpanw.com 117
www.test-ipv4-wildcard.hijacking.testpanw.com 118
www.test-cname-rrname-sub-wc.hijacking.testpanw.com 353
test.test-ipv4-wildcard.hijacking.testpanw.com 118
test-ipvé.hijacking.testpanw.com 469
test-ipv4.hijacking.testpanw.com 472
test-cname-rrname.hijacking.testpanw.com 234
test-cname-rrname-wc.hijacking.testpanw.com 117
gpwec.test-ipv4-wildcard.hijacking.testpanw.com 118
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IS
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Misconfigured Domains

Misconfigured Domains Misconfigured Reasons Hits
demo.test-dnsmisconfig-zone-dangling.testpanw.com test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.34 the IP 1.2.3.4is allocatable 117
adns-demo.test-dnsmisconfig-zone-dangling.testpanw... test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4is allocatable 117
abc.test-dnsmisconfig-zone-dangling.testpanw.com test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.34 the IP 1.2.3.4is allocatable 589
123demo.test-dnsmisconfig-zone-dangling.testpanw.c... test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4is allocatable 0

123 test-¢ i fig-zone-dangling.testpanw.com test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.34 the IP 1.2.3.4is allocatable 471

PR A R Y oG BT S R, ORI R W BT M
PR i s L TR Z PO TR

LA EORE AT LA ul (5 A 2
e 2R 1 1
+ i DNS SRR HUT A
« YR AN DNS 17
o BN DNS %2 % AR 1 BEADEE BB E 2 ) DNS %ok
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c. Al RUNTIME SECURITY

Welcome Back, Divya

O)

Blocked Threats

s B ¥

Threats |dentified
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DATASETS Inbound Traffic

Q

Cloud Networks

il a/

MODELS

¥
INSTANCES +

—

Critical
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Prisma Access (Managed by Panorama or
Strata Cloud Manager)

NGFW, 46 H s NGFW E 70 & W
H

DL &P MEAS 1 G ¥ Strata Cloud Manager (19

£ HUHE
O Prisma Access

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro

] SLPERT S SR RERI G R 4T
O A RERR L 2 ) 11 (1
O 1B Bt e B 1807 B e

— #& 0] LL#E Strata Cloud Manager i FH (1)
KEVERNIDEE,  HR A a6 F g 42 1

o)

¥, #:— T Strata Cloud Manager > Dashboards (f:##{) > More Dashboards (77 %%
> Advanced Threat Prevention G Z[#E)
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& Time Range: Past 30 Days X Y

Threat Overview

THREATS ALLOWED AND BLOCKED

Examine the delta between the number of threats allowed and blocked by your security policy.

101012162 Microsoft Windows NTLMSSP Detection

AR LG PN 2% 2

500
o (=
H i
3 ] 4
S 250 3 \ b\
@ ] \ i 1\
¥ [ \ / A
/ \ \
/ \
G — / e > e
06/03 06/05 06/07 06/09 06/11 06/13 06/15
TOP RULES ALLOWING THREATS
These security rules the most threats; review these rules you can sirengthen your security posture.
® Policy Name Sessions
1 smb 21,822
2 11,954
3 s 18,032
a 173,704
5 o 140
Hosts Generating Cloud Detected C2 Traffic
Examine the C2 traffic analyzed with Inline ML
Source IP Source Username Threat Name
10133105 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
10213511 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection
10213511 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
10133105 paloaltonetwork\sve-it-apac-fw Microsoft Windows NTLMSSP Detection
1047036 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
10.208100.5 alvisofincorprjavgal Microsoft Windows NTLMSSP Detection
1047025 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection
1047025 alvisofincorprjavgal Microsoft Windows NTLMSSP Detection
10.47.0.119 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection
10213511 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
Displaying1- 10 0f 38,524
Hosts Targeted By Cloud Detected Exploits
Review the exploit attempts analyzed with Inline ML
Destination 1P ThreatName ThreatiD
10.1012.10 Microsoft Windows NTLMSSP Detection 99951
10101211 Microsoft Windows NTLMSSP Detection 99951
10.1012.10 Microsoft Windows NTLMSSP Detection 99950
10101211 Microsoft Windows NTLMSSP Detection 99950
101012162 Microsoft Windows NTLMSSP Detection 99951
10130411 Microsoft Windows NTLMSSP Detection 99951
10130410 Microsoft Windows NTLMSSP Detection 99951
10.137.2.10 Microsoft Windows NTLMSSP Detection 99951
1055.66.10 Microsoft Windows NTLMSSP Detection 99951

06/17 06/1%
Time
Data Transfer (Bytes)
5,664,421
7,045,605
74,698,571

2,275,581,010

817,055,632

Threat ID

89953

89953

89953

89953

89953

89953

89953

89953

89953

89956

T 1 Strata Logging Service i 1] ity

BN RE, WAk

{‘\@Hﬂ “%‘@ Pan Alto Networks HET%H’I%?UB’JU, SR

Strata Cloud Manager

©

¥ AlThreats [ Allowed Threats [l Blocked Threaf

06/21 06/23 06/25

Unique Threat Count

Action Enforced

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Action Enforced

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

l i /N ERIN

FIT I AR M

Rows 10 v

€2 Session Count +

Page 1V | of3353 >

Exploit Session Count

44743
42168
14011
13488
5602
3371

3268

H’J 1‘75%
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+ Prisma Access (Managed by Panorama or
Strata Cloud Manager)

« NGFW, GG Hiids NGFW i1 70 # By
H

LA #-P2 WE #5405 ¥ Strata Cloud Manager 19

£ HUHE
O Prisma Access

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro

] SV IR 1 LA B RE A T R e R 4
O A RERR LA 2 ) 11 (1
O 1B B sl B 180 B e

— & LI4E Strata Cloud Manager {5 1
FEVERLYRE, N IS BTE FH #2 0E

» 4% — FStrata Cloud Manager > Dashboards (f5#)

> More Dashboards (%) >

Advanced Threat Prevention GERSEZPG#) | LU Z

Pl 2 e BRI 7o 3 A B B 18 A ] 22
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HREATS ALLOWED AND BLOCKED

xamine the delta between the number of threats allowed and blocked by your security policy.

 AllThreats & Allowed,

1000
05/06/2023, 12:00 AM GMT+5:30

All Threa
Allowed Threats
— Blocked Threats

et

04/12 04/14 04/16 04/18 04/20 04/22 4/24 04/26 4/28 04/30 /02 05/04

b B BT BRI dee i A I L

AT (s 2 PO MR L N2 2
 Prisma Access (Managed by Panorama or LA 4% ¥ KERT 1) & ¥} Strata Cloud Manager 119
Strata Cloud Manager) A BRE
o NGFW, HMHFHIE NGFW B0 B | 0 Prisma Access
H O AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
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Cloud detected exploit attempts analyzed with In-line M
Destination IP Threat Name Threat ID Action Enforced Exploit Session Count +
10.101.2.10 Microsoft Windows NTLMSSP Detection 99950 Allowed
10.101.2.11 Microsoft Windows NTLMSSP Detection 99950 Allowed

10.137.2.10 Microsoft Windows NTLMSSP Detection 99950 Allowed

dents & Alerts

All Incidents All Alerts Incidents & Alerts Settings Notification Rules Log Viewer

—

(actionvalue = 'allow' OR actionvalue = 'block-continue’ OR actionvalue = ‘continue' OR actionvalue = 'syncookie-sent’ OR ;(_‘) i Past30days
actionwvalue = 'wildfire-upload-success' OR actionvalue = 'wildfire-upload-fail' OR actionvalue = 'wildfire-upload-skip' OR action.value

= forward’ OR actionvalue = 'alert’) AND dest_ipvalue ='10.101.2.10" AND threat_id = 99950 AND threat_name = 'Microsoft

‘Windows NTLMSSP Detection’ A

Firewall/Threat

download packet Advanced Threat 2023-04-12 04:34:58 - 2023-05-12 04:34:58 31925results < Page 1of 320

Time Zone: Coordinated Universal Time(UTC)
/ capture Protection report
Time Generated ., Cloud ReportlD Severity Packet

2023-04-17 21:10:49 Il informational
2023-04-17 21:10:46 Il informational
2023-04-17 21:10:45 Il informational AQAAFQAAASAZWKLDZL2HOMQItdUAAAAAABIAJECTAPL
2023-04-17 21:10:45 Il informational AQAAFQAAASASWKLbzZNTMRWQITdUAAAAAABIAJECTAH

2023-04-17 21:10:45 Il informational AQAAPQAAASAQwKLbzKdiUGQItdUAAAAAABIAIEC7APU
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Application Health by Site

View SD-WAN health metrics for applications.
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Dashboard » Monitor » Link List

SD-WAN Link Health Statistics

View SD-WAN health metrics for links.
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44228, CVE-2021-45046, CVE-2021-45105, Published Date: 10 Dec 2021 Updated Date: 22 Jan 2022 Devices Impacted: 1/101
Severity: 9.8 - Critical and CVE-2021-44832

CVE-2021-3050 = PAN-OS: OS Command Injection Vulnerability

inWeb Interface Published Date: 11 Aug 2021 Updated Date: 11 Aug 2021 Devices Impacted: 1/101

Severity: 8.8 - High

CVE-2021-3058 & PAN-0S: OS Command Injection Vulnerability

in Web Interface XML API Published Date: 10 Nov 2021 Updated Date: 10 Nov 2021 Devices Impacted: 1/101
Severity: 8.8-High

CVE-2022-0028 & PAN-OS: Reflected Amplification Denial-of-

; s e Published Date: 10 Aug 2022 Updated Date: 19 Aug 2022 Devices Impacted: 4/101
Severity: @ 86-High Service (DoS) Vulnerability in URL Filtering

LR SRR SR 2 Ry 25 2

&t@%zﬂ&@%ﬂ% LEGRIGRLE T A5 0 (58 S R 2 7 s Panorama . e g
Lok, pEak e Rk 11 CVE (g NGFW PSIRT sz fel i 1 s 101 20k

PAN-OS CVEs & &M & iR AL 1 BOH M DI BE,  BEURS2 R IE 99 B0 52 201 4 1 0
H. Strata Cloud Manager & 7 #7 & 5UH D/\Jijjﬁu, LATEER 52 CVE SE2E e

WEF i o7 S 2B BRI AT (] 55 B 0%, Il DU TRk, Shae B E W i e, B CVE, R
THE LU E 1 55 B BG K%, 2584 — T Generate Upgrade Recommendations (& 4 F#l gt i)
,‘d:;{jté%ﬁﬁlﬂi NGFW - Tl it ik, DARSmd 2 A= i o5

LA W0 (S A 3, 72 TR B TE S 2 358,

2t b BB e DA e] (s H <2

I A ] Tap 4 -
o PRIC LTI LS IE At 7 5 B
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https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/software-upgrades#software-upgrades-ngfw.html

4t - Strata Cloud Manager

o PR CVE, BB SR AL EN ST EOR, Bl B AR, TSR, Ok, TESROR, D
Lo iy A B ST

o [l CVE, 4% Severity (i ditE) i Devices Impacted (S22 yis) He—4 hn LIHEY,
o P— 1 CVE Lt JoAR BRh a7 51,
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& @ CDSS £ M

38 AT AE (] B (2 PR 2 2

o NGFW, HHFHEE NGFW B> &) | 0 Strata Cloud Manager Essentials

H O AlOps for NGFW PremiumziStrata Cloud
Manager Pro

— {1 LA{E Strata Cloud Manager i FH i
FEVERIDBE,  HR AR 58 F g #7 HE,

« &%, ¥:— FDashboards (f##¢) > Posture (IkjE) > CDSS Adoption (CDSS M) .

Dashboards

More Dashboards _l_

CDSS Adoption

NGFWs: All
Total Known NGFWs: 140 | Total NGFWs Se

@ | 1ACTIVATE 2. CONFIGURE 3. BEST PRACTICES

114 NGFWs: 89  NGFWs Not Configured on all rules 118 NGFWSs Not Following Best Practices on all rules
98 Not Activated

16 Upgrade from TP to ATP needed
4

115 NGFWs: 89 NGFWs Not Configured on al s 118 NGFWs Not Following Best Practices on all rules
98 Not Activated

17 Upgrade from URL Filtering to AURL neede:

98 NGFWs: 94 NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules
98 Not Activated

20 24

101 NGFWs: 89 NGFWs Not Configured on a s 89  NGFWs Not Following Best Practices on 3
101 Not Activated

LA M B TR R S P 7% 2

¢ HERFMCE BURP A AR R 5 1 3 0 3 DR Z Bl KOS ) s DR

* HR, EEE N SR A A TR - R, b URL gse . DNS ¢

2 MEFI Wlldflreo
CDSS Adoption (CDSS #4J11) & ZHd  BUR it i 220 28 112 221 Bs (CDSS) iR, e HoAet s
BRI, JSA W 2RI, BRI, B L, e BT
PR s, BRI T NGFW rhid s i fe (o, DU E R 2 A IR e . 48 T LUE
AR P A, i I A
LA R 5% P 3 WY A fa] 55 1) CDSS Adoption (CDSS $4 1) H i 2 4k 11

Strata Cloud Manager A["] 170 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported

i 4Hie © Strata Cloud Manager

el {5 FH B A TR RO B 2
I B T S HEHE £ 94
) ] ECTIFS, 18 LU C NGPW 9, LUK 74 (1) AlOPs for

NGFW S {185 b s ) NGFW BH . PR CDSS Iy dssef TiltE), o, HAGE T it
ik, SHBHCRHEGTRINIMER,, S MRy, Rl Rl /e e A v 55 2 50T

+ {f [Overview (ff#

LN S ==
[ERTEREEN

A RERE NGFW 0% 4 IR 5 206

T 1) o o A Tt B

Dashboards

*

NGFWs: All ~

Total Ki | data

All Devices

[J HostName(118)
O X Dpaa

O R Data

Best Practice Violatio... 11
\TP needed
9

9

Itering to AURL needed

CDSS Adoption

2. CONFIGURE

89 NGFWs Not Configured on all rules

29

89 NGFWs Not Configured on all rules

94 NGFWs Not Configured on all rules

89 NGFWs Nat Configured on all rules

A LA A E T T 2 VERT B S R, S A RO S A R, IR DA SR RS 2 2D E
st §5 L 8 ] 22,

ety AR RS B Al e

More Dashboards

3. BEST PRACTICES

118  NGFWs Not Following Best Practices on all rules

118 NGFWs Not Following Best Practices on all rules

118 NGFWs Not Following Best Practices on all rules

89 NGFWs Not Following Best Practices on all rules

15

Strata Cloud Manager A["]
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o f&wILif— 1 ACTIVATE (B#)) . CONFIGURE (:¢7E) i BEST PRACTICES (it (i
2 MR — (8, B R A S S O
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# Device Health # Threat Insights CDSS Adoption

Y

NGFWs on which Advanced URL Filtering activation is needed (1 - 10 of 43) 1l Back to Graph View O
Host Name Model It PAN-OS Version It Recommended Security Services Not Activated Security Services Activated Overrides License EXpir...

PA-220 10.14 ADV-URL
PA-220 10.14 ADV-URL
PA-220 10.14 ADV-URL
PA-220 1014 ADV-URL
PA-220 10.14 ADV-URL
PA-220 10.1.4 ADV-URL
PA-220 1014 ADV-URL
PA-220 10.14 ADV-URL
PA-220 10.1.4 ADV-URL

PA-220 10.14 ADV-URL

10 Devices per Page v | Page
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e FBIT,  AlOps for NGFW 3 2 NGFW BEDHERS URL ffi# (ADV-URL) DL KGHERS 52
B (ATP). #4%k 4% Fi 2 6% (DNS) Fit WildFire (WF) 22 2R %, #7] Li#— F Back to Graph
View CRUEZR) , LUEEE S [Overview (MEZE) ] ELif,

o ST DU DR B R AR m A 119 2 e VEIRREEORE, % — PRI %, DLEDR s S
stk 2 2 5 R R B R

CDSS Adoption

NGFWs: All

Total Known NGFWs: 140 | Total NGFWs Sending Telemetry: 27

o
Not Following Best Practices & 7 Not Activated
onall rules

118

Total Device

CONFIGURATION

Not Configured on all rules
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o ST LI e — MR R B, DR 14 A Al A% i R B AR

Ns Sending Telemetry: 27

SECURITY SERVICES

Not Configured on all rules y o, Not Configured on all rules
£

118

Total Device

Not Configured on all rules Not Configured on all rules

e, A5 B ok 2 DNS 222V NGFW, &8 0] DL — B IE DNS 22 2V By -
JiWIAE, Bk — N IETEZIE ) DNS 2484k 5 B,
P R R S e R T

EIE AR PN N T S R & e sy, BT nbAE RS, #— F CONFIGURE (¢78) K My
B T 2R R IR RO, T DU RS i sy 2 2 Il s .
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Host Name: All X

NGFWs on which Advanced URL Filterin figuration is recommended (1 - 10 of 42) L Back to Graph View o]

Details Host Name Model it PAN-OS Version It Recommended Security Services Not Configured Security Services Configured Overrideg

ADV-URL X

ADV-URL

10 Devices per Page v | Page
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eI, AlOps for NGFW i i 2 i 3% 7 HE S URL A7 5% (ADV-URL) DA K LAt % 2 AR 75, 168
] LAHGE NGFW 25 (& & o A5 1 dmk iy ADV-URL 4 2= Ik 75
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Override the recommendation for
Advanced URL Filtering?

This action overrides the recommendation for
Advanced URL Filtering on all devices?

To help us improve AlOps for NGFW, please let us
know the reason for disabling Advanced URL
Filtering for traffic between these zones.

» Feature not needed

. Using a different vendor

. Others

Add a comment (optional)

Enter comment...

Override
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S A, mT DA o Sk e R R S R 2 A IR s . % NGFW Bl i A Okt,  DUR e A J5UR H st £ €4
BOR LU a1 & i 5
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% 4#x : Strata Cloud Manager

NGFW:s on which Advanced URL Filtering configuration is recommended (1 - 10 of 42) Ll Back to Graph View O

Details Host Name Model i PAN-OS Version I Recommended Security Services Not Configured Security Services Configured Overrides

SourceRole Destination Role It @ Classification It Actions Recommended Security Services Not Configured Security Services Configured Overrides

ADV-URL %

Third Party Vendor ~ Unknown
Advanced URL Filtering

ADV-URL X
Unknown Third Party Vendor

ADV-URL X
Unknown Unknown

ADV-URL X
Third Party Vendor  Third Party Vendor Invalid

10 Devices per Page v Page
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e Ih, 18R] LUK AR A (00 ADV-URL 42 42 1 %5 7 %5 % Third Party Vendor (G — Jj i
7)), ﬂﬁﬂ%ﬁ%iﬁﬁ%é%%ﬁb Unknown CKZ%1) . &t nf Ll —F Overrides (72 %5) ik My

S mT DAL B A (R BRI B SR IDOSE I By Rl LR ORI M2 B B IS R 5
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Not Configured

| Third Party Vendor>Unknown (329/329 - 100

Rule Name It

SourceZone I

fwyc_erh_uwbw

tmbfp

fwyc_erh_uwbw

fwyc_erh_uwbw

tmbfp

cre,blcelfnx

fwyc_erh_uwbw

ysrw_mghw

fwyc_erh_uwbw,..

ysrw_mghw

6)

Source Address i1

=
=
=
=
=
=
=
=
=

il

Source User It

any

B B
Destination Zone I Destination Address It Destinati

2 any
@ any
2

anygnct

cre,blcelfnx

anygnct

fwyc_erh_uwbwiysr...

Strata Cloud Manager
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15

182

©2025 Palo Alto Networks, Inc.



4t - Strata Cloud Manager

#— I Back to Table View CE|[nlZefsaml) , ol Zhs i & = iless.
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A - Daek A

is AR R 2 P TIREE N2 2
« NGFW, fHGHIE: NGFW B &y | o Strata Cloud Manager Essentials
H O AlOps for NGFW PremiumzgStrata Cloud

Manager Pro

— &0 LIAE Strata Cloud Manager i 19
FEVEFNZDBE, W A T8 T 0 1 2 HE

« ¥, ¥ - FDashboards (f###{) > Feature Adoption (ZJEEH/) .
e G R A R R 2 P 2 2
IFE 2 050 o S A ST LD 50 (0528 5 0 02 07 v e 208

Feature Adoption (ZBEfRH]) FRFMCEBUREA A h (B9 2 2hhE, 8 nT DU L A ) %
I, B4 BRI E R BE A5/ AT Palo Alto Networks 2 45T Be MBS K& (1 B HE.,
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% 4#x : Strata Cloud Manager

Dashboards

# Threat Insights My Dashboard ‘Compliance Summary

Device Group: All Vv Time Range Past 90 Days Vv

[ ® overall Adoption | © Best Pra

Credential Theft Preventio

File Blocking Profiles

rability Profiles

Anti-Spyware Profiles
CC
59

Best Practices On Demand BPA Feature Adoption

Log Forwarding Profiles

onfigured

Wildfire Analysis Profiles

58% a

User-ID

Service/Port

Antivirus Profiles

CDSS Adoption WildFire

ADOPTION DETAILS

Wildfire Analysis Profiles

58 0 Configured

fyour policy ru

Not-Configured

have not adopte
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Qrfu] {s A I A 2

A5 SEEE R — MR E PG KSR S RERR T, ST DURIE AL i Bt A A 28 [ 2%, AU 45 Panorama %
B BERE, fath T DA A JRR S PR T R B

Dashboards

# Threat Insights My Dashboard Compliance Summary Best Practices On Demand BPA Feature Adoption CDSS Adoption WildFire

Device Group: All v Time Range Past 90 Days Vv

[ ® overall Adoption | © Best practi

Credential Theft Preventio Logging ADOPTION DETAILS

1

URL Filtering Profiles 3 Log Forwarding Profiles Wildfire Analysis Profiles

[~
Configured

58 ‘0 Configured
5

n : % of your polic adopted Wildfire Al
Data Filtering Wildfire Analysis Profiles CTYSLIPOCY adop! LllCes

Not-Configured

fyour policy rules not adopted Wildfire Analys

File Blocking Profiles =]

Anti-Spyware Profiles
[N} .
27 Antivirus Profiles

Qo/

58
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* et TSF e BPA sitiy, it TSF s it v @ kv [Feature
Adoption (ghtzgii) | et -, (PAN-OS 9.1 guigifii A TSF)

* SEATLAE S -CSV R RAIRITZORE, LA (i Microsoft Excel s ip — g e iy p e
fi

SRR AR LD aE e B, DARR IR LE BB Ik % 2D e

Credential Theft Prevention Logging

20/
63% Adopted Adopted

URL Filtering Profiles X Wildfire Analysis Profiles

Adopted Wildfire Analysis Profiles
Not Adopted
29% of your policy rules have not

configured Wildfire Analysis
Average

/5%

Adopted

Profiles.

P
25% Not Adopted

File Blocking Profiles Antivirus Profiles
[+) o/
é 8 ;’6 Adopted y é 7 /0 Adopted

Vulnerability Profiles Anti-Spyware Profiles
67%
0 Adopted Adopted
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B8 OHE HI R m imd R Al 20, i e Ze e DR S P R 5K

Introduction

ES ENTITIES

Destination

ZONES

a1 4 FH YR 11

FERR AR MUR &2 R BORGR KR V5, DU T DA e SOERY B RESR TR . 45 SR B i 2 Uit
LUK ERS e KR B BOBR ARG, G B 2 Ve DY e R T I B, MR B S A A o i A0 S U
Mo ARAFEILUERACTE il H AR, DL & M BOR DI RE S H il

[Adoption Summary (FRIHEEE) ] A B0 n] e 42 ik BORZD RESR AU B4 0L It Sl R ek
ST MKASIE AR 9 Vsys. Il AUREI B, BEAR. 0 B 0 AR e ol S JEE A A Bl £ 1)
Bl FESCEAFML FET a3, DA/ S 30 G ) s 1

fEDashboard (f&Z:#i) > Feature Adoption (ZJiEf/1) I Overall Adoption (#4H%
), Dk FoIBEm R 28, 3201 Best Practices (nefEfiik) , A AT Palo Alto
Networks ik 2 DIsemIR 3K, (S & A IE Ayl 5l s HE LI 5 2 B B4R H 3R B AN
5, BIGE G EE )
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Credential Theft Prevention Logging

20/
63% Adopted Adopted

URL Filtering Profiles ) g o N Wildfire Analysis Profiles
\, N

\"‘. " '
Adopted M Wildfire Analysis Profiles
Not Adopted
29% of your policy rules have not

configured Wildfire Analysis
Average

75%

Adopted

Profiles.

oy
25% Not Adopted

File Blocking Profiles Antivirus Profiles
) o/
6 8 16 Adopted 2 6 7 /0 Adopted

Vulnerability Profiles - Anti-Spyware Profiles

6 7 % Adopted Adopted

o ¥ WildFire 7. Bhwg. BCIRIAREKES . 228 MR 22 B B0 i E M BT eatii mag A, H
H A% %5 100% 20T 100% £, ARG SR SN2 nar R, RIGSHEE A B E
R BT AL

AEPT AT TR BRI TR E 2 VeSO, wI e Bl K b A i bR A I, i A I TR
AR FS B, WU ae 2 1, 18] AR IR G AT T BPA, DA yE i DA Rl e A
2 e AR E R T B

fesy L4 Ay WildFire gz it 1 g WildFire gy s iy g0, s L
Fy PEEZE,  (FSE0 A A R B O AT P o] L,
O i B BRI EE REth, 5 DNS Sinkhole £ AT SLAI, B 1152 fi 1 7Y 1 B
FIT THABRIY DNS 78ty il UFE ST A7 oy FAs,  LUMOM S DNS BRAEUI. O DNS
Sinkhole T (54 A T 1S BA 48 5T P, DA T L FLHE T BRI 2 -

O B URL fiE FIEERE RS (REBSPIM) PRt £ AT S P A i Hh A I A 5 3 3

t [Adoption Summary (R Hi22) 1189 [Apps, Users, Ports (JEFEA. (&, ) ] fife
R MAISIRERIERITI SR, (TR G O F Aiha ) sl g HE L) 5 A R B T S B G A, HU it o )
LGEANTR(A

O 5 App-ID £ nT BEHET 100% HIBLHI. K User-1D 25 111 2 A i i bk ¢ (o7 J- 46 [ PN A A (61
HWIHTAT B Gy T BE I A3 (L 5 A Bilan, e Dot e () AR IS 2% e il e s,
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IMIFEE ) o FUH App-ID Fi User-ID AKHENZECSR,  PATCate s o &g n] (R E) HEH
A Wﬁfﬁﬁiﬁ%iﬁﬂT T S IE R

O HEE#A 100% Sib2n 100% IR/ R, AN Rdf R i LN, HIFef
SNEAIE 72/ RIS

1t [Adoption Summary (##%E) 119 [Logging (Glik) | fiserh, M FAIZIRERM IR, (lf
FEHE R (F R T sl I HE L) 5 A BB B SR B SR, TG G/l

O HEEE SR BB T sl R H SEiER Ry 100% £R)1.,
O SEE T A I B8 P 1 O S8 A

P B AR
WildFire s 1] HET 100% 11922 2 MR BOR B
Bh g kA s T REHEIT 100% 11922 4=k BUR B
S [Tk s 1 HEREIT 100% 112 A= ME B AR B I
il s 1 REFEIT 100% 1194 M EBOR B
i 28 14 54 s 1 HEREIT 100% 1122 A= ME R B
URL fifi 38 1 2 5 8 FIT A Wik 5 5 I
App-ID s T HEREIT 100% 1122 A= MR R B
i +5-1D AR B8 oS A7 A5 ] PR A 5 P 65 10 B A A A
Al s /i s T HEREIT 100% 112 A= ME AR B
FIREC s IJREFET 100% 112 A= PEBCR B
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i SEE
pEPESS

2 BPA

B T Py

* NGFW, Gk NGFW A1 70 &

H O AlOps for NGFW Premiumz}Strata Cloud
Manager Pro

— f&u] LI{E Strata Cloud Manager (i F i1y
FePERIZIRE, HOR AP i #2RE,

o Strata Cloud Manager Essentials

* &Y, {%— FDashboards (§57:fix) > On Demand BPA ([i5:# BPA)

Reports | Completed (14) | In-Progress (2) | Failed (2) Collapse All Generate New Reports

v Completed (14)

Best Practices Adoption Summary Reports Generated Date ¥ User Name It Hostname It Model It PAN-OS Version It TSFName It TSF Generated Date It

15 Aug 2022 at 01 1 user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01 1

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

14 Aug 2022 at 01 1 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01

14 Aug 2022 at 1 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365

13 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

13 Aug 2022 at 1 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 1

13 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

v In-Progress (4)

Date Uploaded User Name It TSF Name It Progress

16 Aug 2022 at 01:01:01
16 Aug 2022 at O

16 Aug 2022 at 01:01:01

user_xyz

user_xyz

user_xyz

TSF_1658 Uploading TSF file -
TSF_1658

TSF_1658

Processing TSF file -

+ Processing TSF file -

75% uploaded
75% complete

55% complete

. Processing TSF file -

16 Aug 2022 at 01:01:01 user_xyz TSF_1658 43% complete

v Failed (2)

Date Uploaded User Name It Hostname It Model It PAN-OS Version It TSF Name It TSF Generated Date It Actions

15 Aug 2022 at O user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

BEGR ZACEUIS IR 2L A 25 2

©) LR E LR ey TSF gt etk prikan i (BPA) s,
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BAAEIE T LA $Z1¢ Strata Cloud Manager 41T it SR (BPA) FIZhaEER g 4e, T L4
el 37 4 K 4 (TSF) BImT, S8 m] DAZg AN E R 6 0 208 o A AL AlOps for NGFW 11 44 1 78 /= i 3t
BPA #i1%5,

f A EORE AT LU ] 5 2

BPA @ fi1#5 Palo Alto Networks i (5 S0k (4 1817 22 = VIR R, W e EAT AL E G, &4k
I RO AT B 1R AR R 8 . b SO, DA R, I w] DUAE FE e 2 R
MERE AL BN, o, Bk FE % Center for Internet Security 195K 22 2= ME#E
(CSC) MEATI A . A 2B i (LT 1, DAINGRZE M R R B e 3%

e A bE g BPA R4S
s A N 725 RS T A 2 BPA il
STEP 1| ®#%Dashboards (f##¢) > On Demand BPA (i35t BPA)

STEP 2| EEAH) BPA #it ik,

Reports | Completed (14) | In-Progress (2) | Failed (2) Collapse All Generate New Reports

v Completed (14)

Best Practices Adoption Summary Reports Generated Date ¥ User Name It Hostname It Model It PAN-OS Version It TSF Name It TSF Generated Date It
15 Aug 2022 at 01:01:01 user_xyz AMS-FW-2187 PA-5220 101.2 TSF_2187 15 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:014 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:014 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01

v In-Progress (4)

Date Uploaded User Name TSF Name Progress

16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Uploading TSF file - 75% uploaded

16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Processing TSF file - 75% complete
16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Processing TSF file - 55% complete
16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Processing TSF file - 43% complete
v Failed (2)
Date Uploaded + User Name I Hostname It Model It PAN-OS Version It TSF Name It TSF Generated Date It Actions
15 Aug 2022 at 01:01:01 user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
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STEP 3| N TSF 3 [ {df TSF #i& %

AR RGO tgz fE R0 AN RUE R R AR KRS 48, B3RS & T BE T 288 /)i
FIRsE], 2B In-Progress 1T LDl TSF Ki Ltk g,

© - v BPA iz 187 pygein i e i (T5F),
* Wi BPA iz PAN-OS ok 9.1 sy koA sy TSF, RIS A 7S,

" i Palo Alto Networks ¢ ORI SR G (79 B SERA, it
I| ‘Lpgy AlOps for NGFW [ ELRE

STEP 4| kil Completed (CU5¢1H0) MRV, LIbmifs iR,

Reports | Completed (14) | In-Progress (2) | F;

v Completed (14)

Best Practices Adoption Summary Reports Gend
15 Aug 2022 a
14 Aug 2022 at
14 Aug 2022
14 Aug 2022
13 Aug 2022 &
13 Aug 2022 at

ew Report View Report 13 Aug 2022 3

~ In-Progress (4)
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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Monitor IOC Search

Search on a security artifact to interact with data just for that artifact. You'll get a record of t
Applications
Branch Sites Look up an artifact
Data Centers

NGFW Devices

Search On Security Artifacts

Enter a security artifact in the search above. Try something like:

» File Has
* URLS (e

= Domains

B, amilay FAUH b BURRE R - RESAER. URLL fIgel IP 20k (IPv4 2 IPV6)

IPﬁUi

G LU P ik, LU BT TRy P RS B AR 2R, Sk @R R A
ﬂ-

o EZE 30 KA LI RE A e E) 1P A7 bR SR 8
o WP LRI ENE (i gs) mlEz 28,
o {5 IPA2aER) DNS ERiERH  (GLR Palo Alto Networks B2 17 HOFITEE — 5 4<5)
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Summary
OVERVIEW TAGS ASSOCIATED IN PAST
Verdict [BEnIGN] Malware Family (% Unita2.NJRat ) (# Unita2 NanoCoreRAT ) ( # Unita2Miral ) ( # Gafgyt )
IP address 8888 Malicious Behavior (4% Unit42RenameOnReboot ) ( 4 Unit42ModifyWindowsFire... ) (4 Unit42.Processinjection )
First 10/04/20, 6:08:07 PM p Yo -

retseen o4 (4 Unita2.DisableFileOpenWar... ) (4 Unit42.CheckForSecuritySof... ) ( & Unit42.AutolT )
Last seen 10/06/20, 10:54:43 PM ~ ~ T i

(& Unit42.UsesDynamicDNS ) { 4 Unit42.ModifyHostsFile )

Examine how pre@emtm‘s 1P address is in your PAST 30 DAYS
network, and theZttion you're taking when it's Review this IP address’s activity and enforcement in your network over the past 30 days.
detected.

Block Allow

13.4K

Total Seen
20K
Total Blocked 15K
1 1 .4 |< Z 1000
Total Allowed =
8
500
o T

T T T |
04/10  04/12  04/14 04/16 04/18 04/20 04/22 04/24 04/26 04/26 04/30 05/02 05/04 05/06 05/08 05/10

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

# Request Response Count Type First Seen Last Seen
11 *.24sboonline.net 8.8.8.8 4 A 5years ago 5years ago
12 “42.coffee 8.8.8.8 2 A 5 years ago 5 years ago
13 s . 8.8.8.8 3yearsago 3yearsago

1 %
B B A % e R ST BB A 6 B 2 4= R A
o BRI B (G WildFire G617 8T) .
o Z% 30 KN AR BRI 5 B R B
o DA R QS A WG 1 & T SR B T
* WildFire 75 #1 v 52 8258 PORHT A 2o i Fig IR B E ) R
o PEUE MBI TR ESE) AT A WildFire £2 28/ DNS 15 1),
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Summary

OVERVIEW TAGS

Verdict Malware Family (: _m Commodity.Ramdo_)'
Domain gmeigoiogeosyawm.org Malicious Behavior ($ unita2HttpNoUserAgent ) (4 Unit42ResolveSinkholedDo... ) (4 Unit42.DisableSystemProxy )
First seen 10/07/19. 3:46:07 PM

Last seen 04/14/21, 1:34:02 PM

DNS SECURITY RESULTS PAN-DB CATEGORIZATION

FQDN gmgigoiogeosyawm.org URL gmgigoiogeosyawm.org
Verdict Category Command and Control
Global Threat ID 107555572 Risk Not Given

TTL 300

Domain History In Your Network

Examine how prevalent this domain is in your PAST 30 DAYS
network, and the action you're taking when it's Review this domain’s activity and enforcement in your network over the last 30 days.
dete
e ——— L ———— e

Passive DNS History

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

# Request Response Count Type First Seen Last Seen
1 gmgigoiogeosyawm.org 178.62.193.125 1427 A 7 years ago 7 years ago
2 gmgigoiogeosyawm.org 52.4.209.250 4,969 A 5 years ago 5 years ago

5years ago

3 gmgigoiogeosyawm.org 69.195.129.70 94,249 B yearsago

7 ye:

URL
15 fi# Palo Alto Networks AT 70 #7179 BT 47 it & H iy URL 158, 8 =45 GL A 66 -

% - B s ) URL SR BhA 22, Z0RHuU4R © URL A1 PAN-DB 758111y DNS “Z 45 R .
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Strata Cloud Manager

Summary Analysis
Summary
OVERVIEW
Verdict
URL https://universal101.com
Firstseen Unknown
Last seen Unknown

DNS SECURITY RESULTS PAN-DB CATEGORIZATION

FQDN universal10L.com URL https://universal101.com
Verdict Category Command and Control
Global Threat ID 136993848 Risk Not Given

TTL 300

ANALYSIS DATES DETECTION REASON

Start Date 04/28/21,4:23:42 PM Previously identified as malicious

End Date 12/08/21,9:17:00 AM

URL History In Your Network

PAST 30 DAYS

Review this URLS activity and enforcement over the last 30 days.

Examine how prevalent this URL is in your network,
and the action you're taking when it's detected.

. 10.5K

Total Seen

o)

_

L —

Relevant Domains And IPs

__/—\_

These are all of the domains and IP addresses found with this URL. The findings here are drawn from all the traffic that Palo Alto Networks analyzes and global threat intelligence.

# Domain Name IP Address
1 universal101.com 204115648
— e e
Passive DNS History
Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.
# Request Response Count Type First Seen Last Seen
1 universal101.com 204.11.56.48 4384 A 3yearsago 2 yearsago
2 universal101.com 74.117.114.119 6 A 8yearsago 8yearsago
Lammmmmmmememes

e

7 years ago,

G I - BURE I =5 URL K PRRF R Sh 5 PR

T - BB S BT EORE
E S CNUNPN QIR LE S ﬁﬁﬁ%ﬁ@ﬁ%%%ﬁ%o

Horh & Ryt URL 2l B8 A 220k, DAL AT e URL (S A A
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Summary Analysis

Network Traffic (Global)

These are the web requests made globally for this URL.

# Method Status Request 13

1 GET 200 http://universal101.com/ 204.11.56.48
2 GET 200 https://subscribe.wellnesszap.com/?skipEmail=1&q=&tp1=2POQ7BC1G&tp2=universal 101.com&tp3=Ive&cust  66.81.207.66
3 GET 200 https://subscribe.wellnesszap.com/px.js?ch=1 66.81.207.66

66.81.207.66

https://subscribe.wellnesszap.col

Files (Global)

These are the files detected globally that include a link to this URL.

# SHA-256 URL Size v
1 8e0aba2b8f07e972d47d47cc011595674394000fcébfbefed426b35eee5e699 https://subscribe wellnesszap.com/?skipEmail=1&q=&tp1=2POQ7BC1G&tp2= 106.19KB
2 c6b32a3ac818b621075f8d3eaed 1ee68b65887bc3b18c5cf42813a8fa3bfc499 https://wpwebpushonline.com/script/fsub_b780f44ff5e663aced4bc?d4935e5 7653 KB

http://universal101.com/ 10.17KB

05b7ecbc29b73ac4e6bd809d4850dd3e5c768c605c5h4e6705a42594f80c2685

Raw View

Analysis Raw File Evidence Raw File

{

"id": "package--395c1d70-2984-4fad-1f3b-2031bfdadf7c",

"macc_objects”: [

{
"analysis metadata": [
i
"analysis_type": "combination”,

nknown" ,
Automated analysis inside a web browser”,
0921-04-28T18:53:46.436289561Z",
"is_automated": true,
"start_time": "2821-084-28T10:53:42.476999998Z",
“tool_refs”: [

"

"conclusion™

"description

“end_time”

Lo

B A = R R R OTR B R ey 0 Fr, LLk WildFire SE6170 BTt sl 2ok, & nT LA
A AR, DOk Bd AR

S - Bl MR MO, DB PO R TG B IR R G0 Bk, #— PETARA A, Ml i ey
RFAIEORE, LA T fop WD A AR A 22 1 R (R I R 1L SR B el d T Ay — T 20
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Summary WildFire Analysis File Analysis Network Sessions Coverage ndicators
Summary
OVERVIEW TAGS
Verdict m Malicious Behavior (4 unit42.AccessLocalAdmins. n ) ( 4 Unita2.IPAddressLookup )
i 47405 32 c371... R R —
File Hash $dddas51224F405b8c059228a32b712f8C371 (% 26650 MWinAMSIBypacs )
Firstseen 07/03/21, 11:23:00 PM ) §
Last seen 06/24/22, 65121 AM Malware Family (# unita2.L.emonDuck ) Commodity.NetworkScanning
commodity
Source N/A
Class % Malicious Behavior
Group
File Hash History Hits
LastHit 0 ,11:50:23 AM
Examine how prevalent this file s in your netwark. and the action you're FILE HASH TREND - 30 DAY —
taking whenit's detected. Review this file's activity and enforcement aver the last 30 days

Description

0/24 which indicates they are attempting to scan a given

networkrange. 5o e ill matchon files
which perform g scanning against larze

Total Seen numbers of nan-sequential IPs.

WildFire 73 #7 - ZF (i 60 (RE%) (& WildFire 20 W 0IRIROAT Ao R8T DU 515 H A9 AR B &
Al EEEIRE . AEELE1 0 AT IR B B FR AR, DANAE 73 W BRI i B R A T 2 18
] Lhbgml 4E WildFire (51177 S IR A g A ) At Py HEUARSE B0 1) 8 e B2 1
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%  Strata Cloud Manager

Search

Search on a network artifact to interact with data just for that artifact. You'll get a record of the artifact’s history in your network along with global analysis findings.
9dddab5f224f405b8c059a2ea32b72f8c3719954a6c59bafesfc6805b0b317b

Summary WildFire Analysis File Analysis Network Sessions Coverage Indicators

Select an Environment

One line description of what this selector does i.e pick the environment.

Environment Environment

o Windows 7 x64 SP1 Windows XP
verdict: (N0 verdict: [0

Why This Verdict?

Sample produced a combination of behaviors which have been associated with a verdict.
» Connected to a malicious domain
e The action of sending a DNS query.
* ackng.com

loCs

WildFire detected these loCs during sample analysis, and considers them to be threat indicators because they are predominantly found with malware.

s sllbaastionabaqugcting to 2 URL.
) A J—

x-wf-matched-ssdeep
[
"base_type",
"id*,
“family”,
"matched_ioc_hash”,
“ssdeep_value”,
“type”
1
Domain: info.amynx.com
Domain: ackng.com
Domain: info.zz3r@.com
Domain: zz3r@.com
URL: ip.42.pl/raw

Domain: info.ackng.com

Behaviors

These are the behaviors the file displayed when WildFire executed it in an analysis environment.

Behavior Actions & Observable Objects ¥
> Created or modified a file 3actions (130 abservable objects)

> Created or modified a file 2 actions (81 observable objects)

> Created anexecutable file in a user folder 2 actions (10 observable objects)

> Connected to a malicious domain 2actions (9 observable objects)

P —— A 1actions (17 observable objects) g

Causality Chain
© vaare click node for more details  + = -
eAdium {whice= @)
5 Behaviors
- {cmriueaz‘- { neteve ) lf/netlexeo‘l
Xus :muima:{ [ netare ( netLere @)
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T 200 - HelAE WildFire AT IR EE R B THLG1 (R%S) 2 BT Z B9 75 1T,

BEEE - fEL i LI R, AR A SRR, G SORBE ML, Palo Alto Networks (7
B e S GUAME T ER AR, B BB 5t I OB AU

File Analysis Overview

Verdict Request for Verdict Change Type Microsoft Word Document
SHA256 f7d2a5bb%043a4e682d8%faceed47beF6e95329c2824062a162085ba302e362e1 Created 01/13/22,12:58:50 PM GMT+5:3
SHA1 6ef14c96a692412127fc3e2293c0b5181dc50acd VirusTotal Search on VirusTotal
MD5 7ad462837aa8c8472a690307a0415c77 Size 503,2%6 bytes
ssdeep N/A Finished 01/13/22, 1:00:00 PM GMT+5:30
Imphash N/A Region us

Compilation Time N/A

TNAEERRE AT IO Z BURY ] SRR S I P 48 g R B R S U R [l o DR A i e R T
AT BN B AT R w78

File Analysis Overview

WREE AT - B AR @ A AL WildFire 70 BT ERES rh g r AR R 28 2 AT RE R N, 1 =5t i

Vet [Lishre] Tive RAR Arctive
shnase s Crested 0U0922.29743PMCMT530
sar R R — VinsTot SesrchonVinsTota
Mos boTcoc22830e540070590550180080 sue ae1175abytes
sdeep - Finished U022 2ABRPMGHT 530
mphash A Region us

CompilatonTine na

Static Analysis - Suspicious File Properties

& Behavior Description ehaviors

1 Avchivecontsins xecutables

Aschive contains sample found tobe mahware.

rchive File Analysis

STEP 1: SELECT AFILE

File Hash Tive. size

o]
M PR - i .o | 2o

a ss01952

BLERIR 17 A - BB BB T ORI WildFire 15 & 70 #1.

Observed Behavior

Windows 7 x64 SP1 | interium/Injector.exe
WildFire observed these behaviors for this sample. Behaviors are assigned a risk level, and example behaviors you might see include whether the sample created or modified files, started a process, modified the registry, or installed
browser help objects (BHOs).

# Behavior Description Behaviors Risk

6 Started a process from a user folder User folders are storage locations for music, pictures, downloads, and other user-specific files. Mal... o] low

7 Created or modified afile Legitimate software creates or modifies files to preserve data across system restarts. Malware ma... o] informational
8 Started a process A process running on the system may start additional processes to perform actions in the backgro... o] informational
9 Scheduled a system task in Windows Task Scheduler Windows Task Scheduler is a service that automatically launches applications in response to event... o] informational

The Windows Registry houses sysf informational

YRR AT - FERIAR A 22, FRIDUE AR MR OB I E SRR . ST AR AL 5 SO R Fe 16 90,
IDYVEEREE S EN N IOE S 2S5 o8
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Analysis - Activity A 38 Highly Suspicious ] 187 Suspicious|
o 1 4 o Motex Actvity(3) Re ctivity (39 ONS Activity () HTTPS Reaues

wine s 7 64 5P1 interumi

& Confdence Parent process Action Parameters Benign Grayware Malware &

B N\ Notimersting chostone Detete oo, a2 2 a2
m scostoe wite Wincos Systen2Take Windows 0 0 )
13 Infecoreee LoadUbrory B PAI-EATE16247CA4ACHC17ICACDIFAITBCSATIBATFCBOCODAC . 1 0 z
1 WindowsSysiendz MiccsofLsshostsh e 1 0 ’
135 s

Confidence Trpe Sequence Value Benign Grayware /. Matware ¢

N © s.cpicios Otner AP At 116 2568 08 saa195
NN 6 <.coicos | OtherAPIACiL. 134 " 110 29 7815
R o <..0iccus | Other apiActvL. 129 sample e, ZuCresteSection, Windous\SysWOWEA\syncu 8 1108 109 59208

166\ Notinteresting File Actity %0 e, GetFleAttrbutes, sers\Administrator desktop 122826 27% 318948

25 54 318721

AERSEYRE 2 HT - Mol S ERS WildFire Sl CRIEERS B TRE B RLfeie o . A BRAE SN iE 7o
HREBABRES) D HTEEEIAT (T RER, sase — MR [, l (R Bh 1k s B Bk e
RS R . ST DOl Bl s 2001 T &, WA RS A RE TR TR 74T

Advanced Dynamic Analysis

Behavior DNS Activity URL Activity TCP Activity Process List

Windows 7 x64 SP1

# Behavior Description Risk
1 Identify System domain DNS controller Identify System domain DNS controller on an endpoint using nslookup LDAP query. This c... 0
2 Checked system language settings Microsoft Windows has language locale settings stored in the registry. Malware often che... 0

s TAFRE B - B AR S0 IR MBS TR By, (0 F S BEORE AT DATR AR R B2 ) N2 . SR8 B
ERSRI I P, UK AR S R R 1 M R

WA - AR B R SR, DI B i ek, ] DIR AR SL B b it
Bl 2 RIS B, LU BB BT A Hr) URL,

Domains

Palo Alto Networks currently provides these domain signatures that protect against this threat. Content Versions ~ Daily
# Category Signature Name First Version Last Version Current ? Create Date
1 Malware generic:info.ackng.com Yes 03/19/2019, 2:40 AM
2 Malware generic:ackng.com 2994 3448 Yes 05/28/2019, 9:59 AM
3 Malware generic:info.amynx.com 3378 3381 Yes 06/12/2020, 3:41 AM
4 ig:info.zz3r0.com 3378 Yes 06/12/2020, 3:41 AM

e K
URLs

This is the URL Filtering coverage that Palo Alto Networks currently provides to protect against this threat.

# URLs Category

1 jsonip.com m\ (Low Risk )
2 ns2.linode.com (LowRisk)

3 info.ackng.com (Malware )

4 42l (Personal Sites and Blogs ) (Low Risk )

| e \:ersnnm Sites and Blogs ) ( Low Risk ) e —
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FRER - Bl R B RSB BRI FE b e MRAB R AFRUREE T70 0 5 ik, IP A7k, URL.
(AR AR B, DR, e Bk (ks & Tulse, o0 Tl BE

Domain A 2 Highly Suspicious Ji # 4 Suspicious

These domains - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence /! Indicator !I Matching Indicators /! Benign I Grayware /! Malware |1

1 A\ Highly Suspicious [EIIEEEAG] 0 0 e
2 A Highly Suspicious [EER] 97 5 499

m ns3.epik.com 555 43 28611

IPv4 A 1Highry >uspicious ﬂ ﬁ&spi:iuus

These |P addresses - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence ! Indicator |* Matching Indicators /1 Benign /1 Grayware | Malware 1

1 88.214.207.96 30 1 277
2 127.001 273674 891,030 7528431
———— g 56
URL A 1Highly Suspicious g zauspicious

These URLs - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence 1 Indicator /1 Matching Indicators |1 Benign 1 Grayware 1 Malware |1

1 A\ Highly Suspicious Rt 0 0 233

2z3r0.com/e.png?id=GVZ823834177364.GVZ823834177364 local&ma... - -

w

|l
User Agent

These user agent headers - seen for HTTP requests that were sent when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence 1 Indicator 1 Matching Indicators /! Benign Grayware ! Malware !

26246 54432

Python-urllib/2.7

R —

Mutex

A mutex (mutual exclusion object) allows programs to share the same resource, though the resource cannot be used by more than one program simultaneously. These mutexes are predominantly found with malware, and can indicate
a compromised network.

# Confidence Indicator ! Matching Indicators /! Benign /I Grayware !/ Malware /!
1 Q Interesting. testmutex_{DOEBSEDF-985E-4907-B7FB-2D732C3FC3B9} 1 0 0
2 _ Local\c:lusers!jgs9cbre: i icrosoft!wi 4 ies! = = =

L missfisiedsnol lappdatall icrosoft!wil ‘tem - R ——— -
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+ Prisma Access (Managed by Panorama or LI 4% B2 WERE 0 5 %) Strata Cloud Manager (19
Strata Cloud Manager) A KE -

o NGFW, Gl NGFW 17 & Bhivy A O Prisma Access
H

o AlOps for NGFW Premium license (use the
« Prisma SD-WAN Strata Cloud Manager app)

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

O Prisma SD-WAN

] S IS ) AR REAN Se TR e T
O ADEM w4k

O Ja i B 1Y H 5% DEM

O R0 Al Elsi) ADEM

O WAN Clarity #45

O ARER A 1 (0

— W] LA{E Strata Cloud Manager 1 1)
WHERISHE, OB SRR HIAS 2 1

4y ukt  Prisma Access

#IMonitor (#:#4) > Branch Sites (7 uk#) > Prisma Access, LIl s i 8 15 (1 fof LR

B LAURGH B AE AN Prisma Access 718 1Y FIT A S vt/ 148 17 (o F A 00, H v B0 B S 671 o

PRIk, DA AR B S 2ok, 1TEh M & 7o 2 ) 125 15 e e 2 s v 0 25

TS T DAk AE D, A AT ENE o R EE ZmE el T L,

b4 1 Bil Prisma Access FZHE— B BURIY Widget DASY, & £ & (£ 18545 ADEM Observability

o Al-Powered ADEM FZ#ElRs, b @R 550 70 OR Prisma SD-WAN 7552 3l 15 GE R DR

I,

4y vkt Prisma SD-WAN

HEHMonitor (%4%) > Branch Sites (/) 3zuh#3) > Prisma SD-WAN, LIft Prisma SD-WAN +f

BTy G . o A A AT Prisma SD-WAN (7 B8 H8 5 Fh A 1 A T, T LIAE ION

BEE B RS E b B 2 BT 2 B8 00 ) Y ikt . Prisma SD-WAN Hhi 20 2 shi i #2040 R 41k,

o U R Map (HblED) B BE O 2y S vl s B R 2SR AR G, DL R sk A IR e

o List GEH) Wl & ¥R A52 00 Time Range  (IRF[ETHELE) AT 2 Al i A E IR RE,
LA 53 557 3k 5 1 e B e S 5 T FE e

o Activity (GTh) #ill @ BUR E S E A 00T, oS B Lo, DA —BERERT N
ik 15 e RN DL 20 1M
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-branch-sites
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-branch-sites
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/add-a-branch

#: % . Strata Cloud Manager

e Prisma Access
e Prisma SD-WAN

7y 7 uh 7 (Prisma Access)

Iy Branch Sites (7 73%5%) > Prisma Access, DI i 5 Vit i 145 (1) (e FRE VT Y0 BRDHERR DL RS & AE
A~[A] Prisma Access v IE 11 T i il 1% 14 428 75 30

Branch Sites

Prisma Access

Sites by Status (34) Bandwidth Consumption Trend

Bandwidth Cons

114.83 Mbps 95th Percentile

Prisma Access Sites (34)

St Mama

JLrAr BRUR BNIRE AR AR RERH ROy AR R, DA LA B R &k, 1TEN & . o A aRIZE S
ﬂﬁ!ﬁ@n‘b{ii%%ﬂ% e ] Dokl Ae T i“"%ﬂﬁ%J A OTITENME K T 2l E R N I,
2 Widget R AMEE BH, G 2B b A1 78 702 vk,

fan L

o PR RER TR 0 i i il

o WL i i A B P T RER R B

o RS Prisma Access i,  SREL Il ulivs DURE L 50 26 56 20R,

« BB IPSec Termination Node Utilization Details (IPSec #4 11 @B K G EAI &R, Dk
b AEE SPN B SIS FEE AT R,

o iR TS I A EORHR 0 A 2
o WEmluhIRAE. (RN . @ﬁ%lﬂﬁ%ﬂﬁﬂﬂm 2l

7y <7 ik (Prisma SD-WAN)

T 0T DAAE ION A 2 4G e uhita 2 el 2 #0070 Y ilhith . Prisma SD-WAN g 7y 37 b3 4t p
Sk
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/site-summary-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/prisma-sd-wan-ports-and-interfaces/vpn-keep-alives/configure-vpn-keep-alives-for-secure-fabric-links
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-predictive-analytics-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/site-summary-dashboard
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-predictive-analytics-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/bandwidth-utilization
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/transactional-stats
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/new-flows
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/concurrent-flows
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+ Prisma Access (Managed by Panorama or LI 4% B2 WERE 0 5 %) Strata Cloud Manager (19
Strata Cloud Manager) A KE -

o NGFW, GHGHiid: NGFW 50 &I | 0 Prisma Access
H

o AlOps for NGFW Premium license (use the
« Prisma SD-WAN Strata Cloud Manager app)

o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
O Prisma SD-WAN
] S IS ) AR REAN Se TR e T
O ADEM n]#l%2E
O Ja i B 1Y H 5% DEM
O R0 Al Elsi) ADEM
O WAN Clarity #R
O ARER A 1 (0

— & u] LLAE Strata Cloud Manager {4 FH11
FEVERIZIRE, TR AR T s B 22 1

BEPEIRGS AR . ZTNA S EZES A5 47 AE Prisma SD-WAN 2RO SEER 2, 38
IitMonitor (Ei#%#) > Prisma Access > Data Centers (% kld.(») > Service Connections (75
i) 2 ZTNA Connectors (ZTNA GHEZ28) 4%, 1t Prisma Access Hhfimild 2 7 it Al ZTNA
SLZ o 1 (L S 15 AR

155 Prisma SD-WAN & kP Ly, #HiMonitor (H5#%) > Data Centers (&R i) >
Prisma SD-WAN, DUl vl 15 R 28 s R VPN 72 A il (1 11 18

o JIRES AR
o ZTNA ifizs
e Prisma SD-WAN

H |i ﬁ’jj I TZ7J<
e, 3 Monitor (B:4%) > Data Centers (% kl.(») > Service Connections (AR 7#5HfE) .
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Data Centers

Service Connections  ZTNA Connectors

ra e e— ¥

Service Connections by Status (43)

37 Up
A 1 Warning

Bandwidth Con: ed

672,60 Mbps 951 centil

Service Connections (43)

Servica Connaction Mame.
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/add-a-data-center
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8T Be e . e, ST BRI A S, ARl DAE 1 20R e, 1058 ol i e i 7 RS

FETORPICES N, BeAE A R ICBE Jid P LRERBHI — Ko 38 7 P BEANRE A IRy BRLEDRE A1 L Y
TR EORMACAHBIIR, 1Na88, 8T DURSAH ) Fr B BRASTA] 1 ORI 0 Y fi £ AN ) ZEOREAIE B IO 20 E 2
BRI, LB PO AR i g F (8 ZORM A BRI Fr BE @ UR Ry K, IR IS D0 ST 2 Rl
):HO

East v+ | Overview

Welcome to Prisma Access Cloud Management. If you're just starting out, follow these steps to get your environment u
running.

Variable & Incomplete References

Variable Incomplete References
Config Snippet 3

D East

1 snippet-54386

2 snippet-common

3 snippet-policy
[ USA(inherited)
D Firewalls(inherited)
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B NGFW #I1 Prisma Access

Fr Berh i s il [ % 12 25 Pk

EDYBE W] g 227 S 2 2 Bl [ 1) (e sl 338 ik, 6K JLHE 2 2 Prisma Access Fl
NGFW Bl K fiso 3G SBA7 i 2t (8 N SE P AR,  w BRI A ) B o B e ol ] A [
(PP B, SRl A 2y B, AEFE RIS S0 by B PO A A R B A o, T RS HR I AT ] Fr B
2%,

B, & LU A Ay T R WO Be DL G GRS, WK MRS A R AN, SE Y
Py LA BAE 2 EZ M LA @ R by, AR, ST U IBOR B B DGR e
fe. 2k, DARCHAR AR HE R s I B W A 88 BEIL F AT URL B9,

FENT Py B

SENT Py BB SLBR O A S O LR, DU G0 S S R A R, 8] LA 75
SORHE BB ) Fr BEBLEORI G, TSR ol i A BRI

Fr B AT ] ARSI O, DA BEATAn] BEORF AR . 51055 g 26 i o e A B
AL E G T BT LU B
STEP 1| & A Strata Cloud Manager,
STEP 2| EHuManage (‘&#) > Configuration (3%) > NGFW and Prisma Access (NGFW #II

Prisma Access) > Overview (#t%) , i J&2PH [Configuration Scope (% E#HulE) ] Lk
Snippets (J5B) .
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STEP 3| i FvBe.

Configuration Scope: All Firewalls v Over

Configuration Scope X

Folders Snippets

7 Search

Global-Default

~

Recommended-Best-Practice
0365-Best-Practice

Explicit-Proxy-Best-Practice

~

Enable-RBI
SaaS-Enterprise-Controls
Auto-VPN-Default-Snippet
ZTP-Default

Web-Security-Default

Snippet-PA_VM-200

~

~

Snippet_MU_RN

snippet-99-212-RN

~

test-snippet
global-1

pa-1 v

4 Add Snippet
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STEP 4| &7 B,
1 By Beha o — M il 44 i
2. D) AT B R
3. GEND $RIR— 2 AR A
AT DLEICHAT IS, sl AR BN AR AR BT 4R
4. Create (J£37) .
BrEary B (e Local CREE) JvBe MRS, B Rifhitk, @RE TOE MmN, iy
&—F‘O
ntomtmtors % |
' \N:;h-k<ur:tr-DeFaui1
[€3) Giobal-Defautt
() Recommended-Bet-Practice
[€3) 0385-Best-Practice
Explicit-Prooy-Best-Practice
[€3) Auto-VPN-Default-Snippet
[ 21P-Detauit
[€3] Saa8-Enterprise-Controls
[€3) wobat-1
Dot
STEP 5| EANZI&IM I B e
BN T B R EHi IR N, IBAE Iy Be i NN Z T A R80T e B

fE P BEREIEIN, ] Lhkaie Fr B Overview (HE22) |, DAIAECE B P B e A ort,  Horb % 5
BOBGERIFEN B P BERY N2 RN b R SR IR AN, DA B Py B R BRI B A 20, 30

E RN E Y B
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STEP 6| v B LR,

1. #%H(Manage (5#) > Configuration (37Z) > NGFW and Prisma Access (NGFW Al
Prisma Access) s > Overview (#£2%) | i 2P [Configuration Scope (R #iilE) ] LA
#aii Config Tree (GXERHIKAERE)

2. EICEEL Y BEE A BB AR, HE EAEE,

3. Wit Config Snippet (%7 FrEY) .

4. iR B, Wl s R A LY,
IS8 Fr BE BRI 2 e R R, e T R e T T A LA B BE RS R, BT B BEER
REZ 2275 10 Be oLl 8 ik EoR AR 1

5. B,

Associate Snippets

Objects with higher priority will override conflicting values

Snippets
O 1 SaaS-Enterprise-Controls v
O 2 Recommended-Best-Practice v
3 All Firewalls (inherited)
4 Global (inherited)
+

STEP 7| Heimaie, Mamacsd Uit 2 EmnymEes.
BT B

EUURI FrBe i SE2OR R BB

ANPFELEOR A, & B i A BRI Y 5T Fv B w] DA B
STEP 1| % A Strata Cloud Manager,

STEP 2| 3HuManage (5¥!) > Configuration (i%) > NGFW and Prisma Access (NGFW #i
Prisma Access) > Overview (#t%%) , i JEPH [Configuration Scope (% E#ul#) ] LA
Snippets (%) .

STEP 3| EEURZAE I Fr B,
IR Betk, @ w42 7 B Overview (HE2D)

STEP 4| (D) el B MBS R, G0, ol T o RIR JLBRE A, UT 5 ] Pause
Update (7 508T) , DA SOE A2 S PR IE L5288 T
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STEP 5| #iH Snippet Associations (JrBERINT) |, ¥ B BN BRI . 1058 sl 2 v oo e 7 B
W, SO BEELER AR O AR S I i A B

R P BE OB e 1A, DA I

Snippet Associations Search &

[ USA

STEP 6 | a3 S B B AT T T 3 5
STEP 7| Push Config (&) .
il b o B

B 5 G TP Be DARERr s I TR, Jr Bedb A Je BT By K s EORF I Bl 35 MR PRI, & iEMER.
NSRRI 320 B

STEP 1| % A Strata Cloud Manager,
STEP 2| 3HuManage (5#!) > Configuration (%) > NGFW and Prisma Access (NGFW 71

Prisma Access) > Overview (#t%2) , i )ff Configuration Scope (¢ /C#ilE) Lkt
[Snippets (F7E%) 1.

STEP 3| He— T SEMMER 5T )7 BEAy — (8 72 18,

Configuration Scope: Global + Overview  Security Services »  Network Policies ~  Identity Services v Objects v Clobal Settings ~ ¥
Configuration Scope ¥

Folders Snippets

Variables
Prisma Access) 0
Labels
0/5000 Users @ '
1 Sites
= 1 Con
Ger
Prisn
Clo
Clow
[€3) Test Snippe @ -
Delete
Lice
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STEP 4| il Be.

O)  H TR . S A B S BN, ok Snippet
Associations (Pl LLE BRI AL, 1B F BRI,

NG A B Fr BEOE A Fr BRI oA, 8] DABS R B, S5 B A28 3 e i 1

BB P BN BUE P 2E0E . EORHA BT BB IR, DI T LIBE R B AT, 1T M2 A P A 5 Z il
fige B B W

STEP 1| % A Strata Cloud Manager,
STEP 2| jEluManage (f5Pf) > Configuration (i%7) > NGFW and Prisma Access (NGFW #I

Prisma Access) > Overview (#t%2) , )P Configuration Scope (¢ /E#iE) Lkl
[Snippets (F7E%) 1,

STEP 3| i F oS0y [ 57 Fr ety — (A %%,
STEP4| BIBLITEL.

1 GEIT) 2B B 4R,
S P B

peLhRETE Ot MR SRR 7k, AR MR S S E I s, AL PR b, T
LURE 26 Rl 3 e A7 4 Py B XM DU RE, 3 HAEZ RS MARLI S SR ION e ZhaEi e il
R AR AR AL P BRI A B B8, W IR R,

BeAt,  MEIRE SR MU S Z IR WA GIHE TS b SO A B, DU B 2 S HEL AL B8 v ) Al
A o

FEMEARE T, 38 0 LT P BLET Bl 2 RELTD P G P B, T T B 3 R = 8 B sk 1 328 i =5 LT S Y
JrB,

STEP 1| & A Strata Cloud Manager,

STEP 2| festhi¥fM)T I, #HtManage (4¥H!) > Configuration (%) > NGFW and Prisma
Access (NGFW Fil Prisma Access) > Overview (M%) | R Global (2h%) 2%7c il
o
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STEP 3| N MNP Z M MS (E © JENLET B MIEE i RS Z IR, DUECBLY BEIL,

1. #%— T Trusted Tenants for Snippet Sharing (}4 Bt 3£ W25 (AL )T) KK Ry Subscriber
Tenant (GIEIEMITS)

Confguration Scope: Global v | Overview  Security Services v  Metwork Policies v Identity Services v Objects v DeviceSewtings v Global Settings v &
Overview 0@
1
Configuration Snippets @ J General Information
T
Prisma Access Ve
5]
L e o
1 :‘_;I o
....... & N
Region
License
Prisma Access

Trusted Tenants for Snippet Sharing @

2 1
Publisher Tenants @ Subscriber Tenant @

2. FrEATRIE AU,

3. TR AT & aT P HLT R TSGID, 240k A Check TSGID (f#x TSGID) . sstknLIAy
W7 LB EE A= 1) TSG iy SIMERY TSG IR,

Bare oy e w E BLAESEANE,  F5H TSD ID Cll e s,
Add Subscriber Tenant X

2
Add Subscriber Tenant Generate Pre Shared Key

Step 1: Input the TSG ID to Add as a Subscriber
TSGID =*

Cancel

4. T EATIIER,
BB A PSK, REAE B 4 rPIBmatt 3 (i 5 AT IRt AtE PSK
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Add Subscriber Tenant x

Add Subscriber Tenant Generate Pre Shared Key

Step 2 : Generate Pre Shared Key
= am "]
Enter this Pre Shared Key on the subscriber side of the tenant.
1. Go to the Global scope Overview

2. In the Shared Snippet widget, click on the publither tenant.
3. This tenant will be shown as in pending status, click on it and enter the Pre Shared Key

Close

STEP 4| BE:TEIEMH)T, EHManage (5F) > Configuration (;%7) > NGFW and Prisma
Access (NGFW Fil Prisma Access) > Overview (HE%E) | AREEW 2% C iR 2% % Global (4>
igﬁ) o

1. Trusted Tenants for Snippet Sharing (Fr Bt 25 (EALH)T) T~ Publisher
Tenants (i &ML )T) IREGEURA Pending (8iE )

Configuration Scope: Global Overview  Security Services v MNetwork Policies +  Identity Services v Objects v Device Setting

Overview @

Trusted Tenants for Snippet Sharing @

2 1
Publisher Tenants @ Subscriber Tenant @

2. §i— I Publisher Tenants (ZE{fi-5H1T)7) | Wi A ARG AR B b 2 AR TG 6T 2 5,
B A TR K AL

BaRs i Eh g thBL— IR, SRR S0 nI 5 (ERY, SRR 5T [ 2 MIEE (% AT = 2 [ 7
VAS .

w [Global] 3 Publishar Tenants

Publisher Tenants @

Publisher Tenants (1) m
Temand bame. Satn neo Lot Uipdated L. Publshed frippets  Ademin
[w] OreApp- PR [ Subicriber vabtaton pensng | Emer Pre Shared Koy — 2004-May 29 2214 N BT
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STEP S5 |

STEP 6 |

1. = Overview (Hf%)

. 1f Subscriber Tenant (G JBdHFLH ) FE& I,

I BeEE i R A TR S AL

1. ST Py B 0K LB OB A E A B

BTEENII P BE T AE Local CARBR) B 1 A,

« Overview (ME%D) FUE @ UR B GEAIEDRE, BI04 it
Fond AMIRERD) . BRRTIRER, AR AR E AR,

« Subscriber Tenants GiTEIEMMH ) AESHURHH PSR, HE EsEitiias. E
JK % H RN 2 4 ik A
e }%— T Published Version (CLEEffiftuliiA) |, DlksBE skt i,
o BB MR E 200, GERriE s TR n DAREAT

 Version Snapshots (FAPIE) @rigft 7 )y By Em IR RC Bk, fEdbEmivh, &af it
i ase e PR I Bl SR B e, ARTR MR A A DR B Bl T A e T 2 e TR R E Al 385 e, 44—
RGNS, DARR iR R e 2 A,

« Audit History (FEEZJFERLGCER) &AL B B ie 2T Bh RO REEGEIE, Hoh & sl #kar
AER, Gl s M AR SRS, s o . BT AT &L AR 1 DTRIIRERS, DA AL
B YA A,

At JEAZIEH O BeAERT B

SEIRURL S 40 FB,  #6%T Publish (72
) .

is B B i R EOR TR N5, Status CGIRER) MR A Be B s ik s T bl =5, H.
AT B RIME "B B T,

Overview @

Ovrdew  Subsrber Tesnts  VemnSeamhots Awit Mstory

Subscriber Tenants (1) ¥ ¥ O OceteSubscriber  Add Subscriber

B Tenant Mame Lot Publuhad Dists LD Tyt Staton

B e gt sharing. 02 Moy 79 221540157 o

Overview 0

Overdem  Suncoior Terarts Yervon Snapshoty  Audt Histery

Subscriber Tenants (1)

©) Tonsnt Name

T el st shareg

Overview 0
Owerview  Subucriber Temants  Version Sopebets  Acelt Mistary

Subscriber Tenants (1) W O OcleteSbsober  Add Suburibe

Terant Namat Pubiared e Lt Pubsiabedt Dista [rerss— St

B et et shaig L% Y 004 May-29 221788 6T

RN E=E I =

> Configuration Scope (%7 #il#)
H¢ Subscribed (CUETE) FrB MW B,

& e g o ) 2 fr B Overview (RE%E) | b @ URZIEEATERE, B3 i -5 /L1 =
4R, JEW. TSGID. FrBZ R, bR g, A 48 RN T 2 o T S R A 4

> Snippets (J7P2) | #if%
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STEP 7| MRS E,

BRLEORE A Bl O A BB R TR v BE A BE B, I A

1. B EaTR & S i w AL

2. #—F Trusted Tenants for Snippet Sharing (FrB:ILHZ5THLU ) K P9 Subscriber
Tenant (GIBd-ERLTZ) o

3. L Tenant Name (FiHH = 44HE) |, AH L Delete Trust (MIBR{ST)
MIBRASATEL, Py B AN TR BB S B 2R A AH BRI, 1 & B Ay AR P B

« TAJLAEFE ¢ By Strata Cloud Manager {81 /1155 6 n] LA G 28 J7 By, DU s B dk e D
S TEHTIA 7 s R

o AR aSLEwT R Boe A MU S PRSI, ek UL A ST R AT S 3
o CLEEM SR ERYRT B ALADS ] LU G S S T Py B, (H e 6 B o i

o CATH asse R BB S MU S IO, Tl (85 808, (A ki,

Folders Snippets

= Predefined (9)

ZTP-Default

Web-Security-Default

Glabal-Default

= Published (4)
]

[£3) siobal_snippet_1
[£3) snippet-pub-sub-1

~ Subscribed (3)

global_snippet_variables_1

auto-snippet-share-1

+ Add Snippet
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B A AR g 2 T R L A 2 2
+ Prisma Access (Managed by Panorama or LA N 4 B2 HE#E 107 ¥} Strata Cloud Manager (1)
Strata Cloud Manager) A7 BUbE

* NGFW, fHHds NGFW B0 &I | 0 Prisma Access
H O AlOps for NGFW Premium
O Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— f&n] LI{E Strata Cloud Manager (i F Y
FEVERILYRE, MR N IS BT P2 0E

FERE T B, DU A 18 sl & (1 R 0 s e o

SAROT - HERE TR, TR RC L, ARy BE TG A I A 1 B B R O ME B . AR
] AR IR T AT B Py B, (R T R A T R A T B A B AR A ) R M

BN, AT R Fr B E B 28 SR ZORH BRI, 173 by R (8 HOIRTORE AR 5 — i 31 )8
JRFAR S B E R BT K i, A2 B, EERGEBORBA, PRV HREE 1P R w7 75 B o
Aifte AEREE G, B8 AT ARy REE HOIRZORHICRR o R 1P i BT — (AR B, WA AR Fr Be
A e T LA B, e T AR A B HE SR B A T, W) A (1) Py BE A S N AR 1 B0 8 e A 1Y
A EAH -

SERCTTAE OB, 0 s K T BN, RS R BRI A B Ry, PR AR BRI PTG &
THACER e kLS W, AN SR EOR AR B b BLE R (AR B, B KRS BT R A BLOIREOR
A BRI AR BUE . At, ST DAFE LI EOREAIE . 00 3% oIS e e e g A iy A

SRS POFRN T

AS it HAE BGP 8 Hh il I 52 R 57

Al B LM EE I E T % S L S O

SEi 1D HIAAE - 5y- E By = ] JAPE (HA) J%0E rh IR 3 i 2 o IR 7 ik 25 A9 261 1D,

B oAy SEE B T NE e v 5 H B S £ 1 B/ 4 s T TR (HA) 8 v M 7345 i 7
L i 3 7E

i e K BEAENR A E (QOS) ai A Ak rh (0 T i H foe KAEL

FQDN O REHE I A i

L ID i PERER 1D,
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AL

NGFW il Prisma Access

IP i 5 i = [ R g e v

IP i P %, fi41192.168.1.10-192.168.1.20.

IP &)1t [P 5 1) o0 BB T i el Ry P Az, (4N
10.0.0.5/255.255.0.255,

SUIE RS AT SD-WAN 53278 H {1 e A 4%

Holkt Fy et 0 2 99 [,

L AU B H Y b H iz

QoS R QoS i Hhity QoS # i fi

JEte ROTHEE M EFBIME. BI1, DoS i3 RinY &R,

s ID T R eI 1 2 5 58 P WD ECR AR 5 7 (BGP) IRFIF) 26 H s

AT IR DR & BAL R et IREgs, T DLGAE M 58 B 1 1 B A

. LA B

ERVA L

St g DAAE ST FR B 2 B S NT P iR B B

STEP 1| % A Strata Cloud Manager,
STEP 2| 3HuManage (/5#!) > Configuration (“ ¢7¢) > NGFW and Prisma Access (NGFW Fil

> Overview (#f%%) | & BT Hor T B Y
7 Folders (&RIA) b, 538 HAE 2 2 JL N7 SR BT & R A Big
/F Snippets (JrB) b, EEHUE S A SL i N7 SR B e B

Prisma Access) S E HE

STEP 3| ft [Variables (340 ] Brh, #— MEURAVEERGTH L
STEP4| s,
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STEP 5| FESTAAEY,

(ESEHEEIrh, N IP MR ARy, (F A i S PN S IR A2 ko Ok
1. EIGE U,

2. ZSEYGRERE LM A R

T AT SR A R AL L L $ BH A,

3. G e A By i i,

YN

5. Save (fitff) .

Variables
* Type IP Netmask v
$internal-lab-storage
* Name
Variables need to begin with '$'
Description IP of HQ lab storage
* Value 192.168.100.10 v

* Required Field Cancel

STEP 6 | s it S 4 10 7
LEFLE GBI, A S B B $internal- lab-storage S érgie = i hk ik %

Tz
Ao
Addresses
* Name lab-storage
Description lab storage IP
Type IP Netmask v
$internal-lab-storage v
* |P Netmask Enter an IP address or a network using the slash notation (Ex. 192.168.80.150 or
192.168.80.0/24). You can also enter an IPvé address or an IPv6 address with its prefix (Ex.
2001:db8:123:1::1 or 2001:db8:123:1::/64)
Tag +

* Required Field Cancel
STEP 7| HERFIE,

[ A B

e s o

+ Strata Cloud Manager 0 AlOps for NGFW Premium #ZH#
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] AR (8 T1 35 1 2 T B Y45 2
im

{5 1] CSV K 4K 3 84 E A = Strata Cloud Manager, 88l A I, & 228 B KRG AE ZORE A s
Jit e R AR 2 BB, AR R e L B T rh S 2R B, B AT SRS R e AR

SRR DA YO BT R, s D ISR, RS A A 5, Ry
285 1 A OSSR

STEP 1| % A Strata Cloud Manager,

STEP 2| 3HuManage (5#) > Configuration (%) > NGFW and Prisma Access (NGFW 71
Prisma Access) > Overview (HfZE)

STEP 3| ft [Variables (380 ]lmBerh, #2 - FEURAIEEGHL

STEP 4| 35EHt CSV Export/Import (CSV MEHI/FEA) > Export (FEM) |, LINE A EIA K088 L,
Palo Alto Networks 36 18 50 ME 22 78 st i, S 6% vl DA CR 188 {3 =2 Strata Cloud
Manager 1) CSV H % @& (E MRS AL, b2t T Al £ H S ZERE ARG KOs 5 @ E i Sae 9, LA
M HEAREST
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STEP 5| fsoiiulEH CSV # % byt i,
B CSV ML LIETTHE AIRY, G55 & NI,
o ST BRI R SO AR RS (BIANEE S AR) A E H Y CSV R &
o # RREPOENT N EORACRE fE b, N0 LR B JORSHE R
Rk # T A 2R T S A B RS AR B K A A A

e A IR Strata Cloud Manager & Z &K i # (38 BB, DA 23R A B KO S e e FE sy
B BE

-NA- RIRBECAAEAE IR B KSR E b, 38 R B BUHENT AR B KOS I S8 19 081 A B g o4
IR AE BB A 5 % -NA-, Strata Cloud Manager & ZI (T (n[ & & -NA- 195 85{H .
ARG KSR E AR ERGE A -NA- BRI R a8 O A AR S Bl IOl 35 2 i e v
%%ﬂ%%?ﬁ%ﬁﬂ%ﬁ%ﬁﬁﬂﬁﬁ@%%ﬁ, SRR IE AT B KRR E i, e (8 A e A n LA
o BEUNE AT A A DA, FORER BN IR R 2 A
] DU (3 BB S I, DI BRGLAE, (B AN BRiE 8,
o SHATERE KOS R MR R AT 0 SR, MRS NG P R 2 2E R A

FEAE BRI EE TG rh A, N H 5 JORSRE R SR, PR BB PR A2 1, SRR I
B S A0 R AR et A £

1 HRHERE Y CSV RE4S, WINLAPHR. KEHAY CSV f 2 44 fipts X %y

<cloud-management-tenant-name> - Prisma Access <export-
date> variables

2. IR,

() PaloAlto Networks 1y s gt A G, B4 AL k. SEPTHE®
HEHEA I,

N F, O Firewall-A S0c i b s WUEMES T N oIBE S LIS B anfar (il
T BB A — A 2 i3
$examplel—f sy fe# B 75 55 21 KRG R E -
o $example2—FF B S5 e 1) JEAE 1 55 A B0 JORSF5 A2 1E
$example3—an YAt WO 76 B4 SN 3 i i [ b Ny, A2 & PR A

I RAERoE R ORI e i Ry, W B CAERS KOt sl [ rh e Ry, U ZE A enE I
BRI e bl A 19 52 R

« $exampled—¥fE Ky 192.168.1. 101 {H 5 & Alh KOs C1E .
$example5— Strata Cloud Manager X # /)55 I T Z2m i B5osst 5 (g i 51
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5 variable-import-example-old o 4 5 variable-import-example-new . aF

File Edit View File Edit View

Folder, ,Folder-A,Folder-B Folder,,Folder-A,Folder-B

Device Name,,Firewall-A,Firewall-B Device Name,,Firewall-A,Firewall-B

Device Serial,, Device Serial,,

$example5, ip-netmask,None#, -NA- $example5,ip-netmask,192.168.1.104, -NA-
$exampled, ip-netmask,None, -NA- $exampled,ip-netmask,192.168.1.103, -NA-
$example3,ip-netmask,192.168.1.202,192.168.1.102# $example3,ip-netmask,,192.168.1.102#
$example2,ip-netmask,192.168.1.101#,192.168.1.101# $example2,ip-netmask,192.168.1.201,192.168.1.101#
$examplel, ip-netmask,192.168.1.100#,192.168.1.100# $examplel,ip-netmask,192.168.1.300#,192.168.1.100#
Ln 9, Col1 100% Ln 9, Col1 100%

STEP 6| fiifr3# i,
2EeFile (f5%) > Save (fi#fr) , DAGEAFIE¥E CSV R Ty 0,

o, RItFile (F%) > Save As (JoAffffihid) |, KB SLREAF AT CSV R &irh, 47 SN0

() CSV K%, A R A TS L csv,

File name: ‘ new-csv-example.csv

Save as type: All files

STEP 7| % CSV ki & ME A= Strata Cloud Manager,
1. %HtManage (&#!) > Configuration (%) > Overview (Hf%) |

2. ff [Variables (B850 1w Berh, $2— FRURIEREGT I,
3. #HYCSV Export/Import (CSV FEHI/MEA) > Import (FEA) .
4. GEEERGE, SRPORIUEE ST ST E ) CSV R4,
5- @)\o
W g

G BB ICRIB K i S5 A2 B B DL CSV R AU ME H 2R ARG 16, A 2 (1817 s TR 788 K o A R,
HEE HH B3 GRS A SO

AN 5 e A AE EORHAC g B 2 A 1T IR ST 1) A TR B
STEP 1| % A Strata Cloud Manager,

STEP 2| 3EHuManage (5#f) > NGFW and Prisma Access (NGFW Fil Prisma Access) >
Configuration (3%7£) > Overview (Hf%)

STEP 3| ft [Variables (380 ]lmBerh, 2 FRURAVEEGHL,

STEP 4| EIICSV Export/Import (CSV MEHI/IEA) > Export (FE(H)
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STEP 5| 38 HCELRE v 58 S5O 45 ORI RIRS Kfis, AR5 #: Next CF—25)
Jr1 5 e 1 ¢ Strata Cloud Manager T T A S %ﬁgﬁAM Firewalls (4
Bh &) o
STEP 6| S3EHL—BIg 26 I 2 JE H 1o A 8,
STEP 7| (1)) PAEE SRy s g, Dibmmd HAm S A&t
(eSS vh, ] Dok 2 0 & G, BIAnsst By iy, @y sy e s,  DURGEEUE .
—F Cancel (Buf) , REMEMET T4, 20 CSV i AREALE,
STEP 8| Lk CSV #KE I 5 8,
CSV &l H 7 BN B AR 15, WE T CSV R &4 Fiphs o 4

<cloud-management-tenant-name> - Prisma Access <export-
date> variables

Strata Cloud Manager A ["] 266 ©2025 Palo Alto Networks, Inc.



HEL © NGFW #1 Prisma Access

EL

38 AT AE (] B (2 PR 2 2

+ Prisma Access (Managed by Panorama or LI 4% B2 WERE 0 5 %) Strata Cloud Manager (19

Strata Cloud Manager) A HRE
o NGFW, Gl NGFW 17 & Bhivy A O Prisma Access
H o AlOps for NGFW Premium

o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro

— & ] LI{E Strata Cloud Manager H{i# FH iy
FeMERLYRE, N IS FT (i ) #2 0E,

¥ [Overview (ME2%) | E it 2 NGFW Tl Prisma Access [T iAEh, Mt 1 AR @t 0
HEREE (Manage (F5F) > Configuration (G%%) > NGFW and Prisma Access (NGFW Fi
Prisma Access) > Overview (Hf%) )

o Al

e Prisma Access

« Strata Cloud Manager

Ik

BT LIAETRREL(E S (1 2 B IR 2 2

« Prisma Access (Managed by Strata Cloud o AlOps for NGFW Premium license (use the
Manager) Strata Cloud Manager app)

« NGFW (Managed by Strata Cloud O Prisma Access % HE
Manager)

« NGFW (Managed by PAN-OS or
Panorama)

* VM-Series, funded with Software NGFW
Credits

ARSI Global (4:58) Fifilid, WIATLURBL F AU AITER
¢ IBERIHY AR ORI S

©HRERI, )

B IR IR REB R A

. TR

. R
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported

B NGFW #I1 Prisma Access

S
Bt 5L =
o RRTERORTR IR

T KB

K ENEZE (Prisma Access)

BenT LIAEWRRR (L S (8 2 BT MR LE N 2 2

« Prisma Access (Managed by Strata Cloud O Prisma Access 57 #E
Manager)

T 14 & W B A4 (3 F Prisma Access :

e Basics (JiAR) byl B & HUR I BUE I 41T Prisma Access ; 5¢0H R TAERZ A 7 55t B
A BHIAMEI TR T 5 ARG IR B R W A E

o DUNEBORT R E ZRHCHEE K,

o DUN AN 22 8 S HE 5 4 Prisma Access,

1N Prisma Access B BE 1R E Il 2R}

o 5B License (PZHE) SEAIEERl, LIMEI Prisma Access o Bt G110 N2,

« About (BHJIA) [Hi# &R Prisma Access 2 521 ik BS FIALFH 5 & G

A H O BEE R

o RERE—HTA

o (T A L Prisma Access i 55 130 T i R R HE AL

o e P — PR RO R 5 (SR ) B R, DARE SR R oA e S R TR B ik
7 M3 R R

o JEBRARMEHA R BLAIL, N RE A A T 0 R Ak B S B e i B,
1R 7E i tE AL

o iR VIR DAAE IR S Sl A T 3 8 B DL (A e IR TIE
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/best-practices.html

B NGFW #I1 Prisma Access

et ] DA BB A Prisma Access 2 5E ) JLRT 4

Confguration Scope: Prisma Access « Overview
Overview @
Prisma Access Sync Status s
Remote Metworks ® Out of Sync

Last push successful at 2023-Jul-11 01:27:45

GlobalProtect

Last push N/A

Explicit Proxy

Last push N/A

Service Connections ® Out of Sync

Last push successful at 2023-Jul-20 02:19:16

Variables and Zones
Use variables to manage configuration settings that are device

specific
1 0
Variable Inherited Zones

Security Services v

RN = et

Network Policies v Identity Services v Objects v

Basics

To set up and test your Prisma Access environment, the first
thing you need to do is configure the Prisma Access
infrastructure settings. Then follow these steps to onboard your
users, remote networks, and service connection sites (HQ and
data centers).

ONBOARDING

() Onboard Mobile Users (GlobalProtect)
() Onboard Mobile Users (Explicit Proxy)
() Onboard a Remote Network

7 Onboard Your HQ or Data Centers

'

() Create Your Security Policy
() Associating profile groups to policies

(/) Enable Decryption

3

() Set Up SAML Authentication

SERGEARE B, LRI AT P Af I SCBRE f 37

EL¥N

Prisma Access
IR EL T R AR

BN T s R s
I,

—

A&,

T A R B e i,

B,

x

W TEM) Basics (GEA) w5 SR RUEY I T Prisma Access,
LA 52 45 FH Ak 0 5 B 058 % gt

2] LSS B R E ) B 5 SEieR, s by TR g R A0 5E . W
e fE iRk BRI A # )

Push Config ~

General Information

License
Edition

Quantity

Software Information
Prisma Access Version

Prisma Access ID

Best Practices
Built-in best practice checks mean you can take immediate action
to strengthen your security posture.

Here's where your configuration is not aligned with best
practices.

SERHE IR T A, DABH
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/license-support.html#idaaaa1bc9-529f-4645-b37b-c6a06c8502aa

@B NGFW FlI Prisma Access

the first thing you need to da is
settings. Then follow these steps to onboand your

Q) and data centersh
ik

ONBOARDING
() Onboard Mobile Users (GlobalProtect)

() Onboard Mobile Users (Explicit Proxy)

() Onboard a Remote Network
7 mins | Launch Wlkthrough

(O Onboard Your HQ or Data Centers

7 mins | Launch Walkthrough

TR L 6T R R A M08 6 5 SR N R A TER B I T Y SR AP R

f&nT IAE Overview (HE2D) G2t LB BB D it fnf A% — T atWl, EREIER H i
e A TR R, W R A A T AR FU R OB )2 A R
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<L Manage Manage ¥ Saas Application Management
SaaS Application Management | Shared

S5 3 t

Microsoft 365

. Subscribe to Microsoft 3485 destination endpoints 4 enable Microsoft 365 for enterprise accounts

ang
.- % Follow the walkthrough to safely enable M355 %

Tenant Restrictions Mot Configured

Subscribed EndPoint Lists &

YouTube
Saas Application Management

Knowledge Center

=) Configured

Safely Enable M365

L
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Prisma Access [ [k HE
7t Overview (M#E25) A b, &n] LAE A G Prisma Access 2% E1WARAE, L& ws 8l sk
DL, SR AR DLk A 2 220 3 e, DL e T AE A Bk g
o REMANER — B Bi AL AT 2E HE R % Prisma Access,
o LRI SEZEN) — (T B 2L B E HE A Prisma Access, {EUETEILF, A JCRiCA #EIE,
N L% Prisma Access PUHE R FTBE 12 PRk e, 1 % Push Config (Eixa7E) > Jobs (I
) DI iy 38 5

R — (1 % O % EHE R 5 Prisma Access,  {H.4 45 BLHE A AH B $E R ol 15 . S5V e
FeEE, BUEHER S Prisma Access 1) B i,

[F]4 — T 3% L D HE % 5 Prisma Access,  H A HIHLEE 35,
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IR BIE IR, Gt — MIRREDABH R A, BURA 1781 % (GlobalProtect &/
fife Proxy ML) i Vi B SIS SRR A7 . AR, BT HIH TR SR Bel i S T RE T S T
R 70

-ope: Prisma Access w Overview  Security Services v Metwork Policies v Identity Services v Objects v K

o

nc Status g Basics General Information
5 ® Out of Sync _ _
il at 2023-Jul-11 01:27:45 To_ set up and test your Prisma Access eqwrunment. the first License
thing you need to do is configure the Prisma Access
Confiquration infrastructure settings. Then fallow these steps to onboard your Edition
; S users, remote networks, and service connection sites (HQ and
as not been
s et data centers). Quantity
pushed
ONBOARDING
Configuration . )
has not been () Onboard Mobile Users (GlobalProtect)
pushed Software Information
() Onboard Mobile Users (Explicit Proxy)
Prisma Access Version
ons @ Out of Sync () Onboard a Remote Network

Prisma Access ID
ful at 2023-Jul-20 02:19:14

v” Onboard Your HQ or Data Centers

(&) Create Your Security Policy Best Practices
d Zones

manage configuration settings that are device 'S A‘SSDCiﬂﬁﬂg proﬁl::- groups to ﬂD“CiCS
N Built-in best practice checks mean you cai

sz Enable Decryption to strengthen your security posture.

O — N Here's where your configuration is not alig
() Set Up SAML Authentication practices.

Inherited Zones

{5 FH s 13 = ) e gl =
PRROCH = RS H)BOC I FISOE b= R T T, A IP G2 sk, MR A RE. BB
. e BORAHE. BORBALL 99C CVE MERBOR. B UUID. THJCIE SR Fr B ok
JERFRA RS, WIS A (LW 2 2B 095 .,

1. ¥ ipH) Config Search (FiE¥=f) | ft— MR ELN A [ /i) Push Config (JE 7% 3%
) I

Q
[, BT A LAY Manage (8 R) JIK M 42t Config Search (G¢E =) .

e ®

— — - O=
. S

Strata Cloud Manager A" 273 ©2025 Palo Alto Networks, Inc.



BHE : NGFW Fl1 Prisma Access

2. {f Config Search (¢ ciy=s) Fmid, #&nrLA#iH Config String (%) . Location ({7
if) . Object Type (#y{fJ) . Edited By (filf %) o Edited At CifE(riE) SN HEST

&=y
| “J o
Config Search £
Q B
Search Results
Mame Location Edited By Used In
= .
PR

o LR GERANRI P EE, AR O,

o BRI ZE R G L. AND SER A, Fan, RS S corp policy, I8 SR e
G R E A AFAE corp Bil policy HUEA T4,

o ST TLNIIE S, 544 — F Config Search (G Ci=)) IR, %R &R T
50 Zilar, $e— FIE R OIE 0, R T TR e, R IR S R A 1
SRR A B B

o TEMEEE AR TR SO, U, AT L R SRR g s e A v B
B Wk, prhE. [, HIP ARG, MERRLN. UUID IR,

o (IS EHEOR IR B L, AT DRI S (M S A, SR (T A, Rk TE
I AN (2258) (friE,

o EASRIERETR BESRECAIN () .

3. Wk R @ T8, WPt Strata Cloud Manager iy sk e (v Bl o RIS Bk 2148 =5y

FR BT R H 2

Config Search X

I

Name: Location Edlited By Used In

R EMESE (Strata Cloud Manager)

Fen] DALE RRARASE FH S A 2 T EER L N 2 2

« NGFW (Managed by Strata Cloud o AlOps for NGFW Premium license (use the
Manager) Strata Cloud Manager app)

+ NGFW (Managed by PAN-OS or
Panorama)

« VM-Series, funded with Software NGFW
Credits

A RAE I D A6 6] NGFW 1) SE i i 7L
o DU R BOR M a E AR T 5
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LI a8 W A 3K a5 e 3 S HE SR 2 17 K i

IR H SO EE

FEE T ZOR I BB, 07 VO A B I T 2 PO SR S O R,
B AT 2 1 T SR, T A0 o ok TR B 05 S 2 e G LA A
W,

« Firewalls with config conflicts (5% EMZelh ki) RUREMZEmBh Kb H ., #—
BT, ARG JORSETE J SLATE e M ARG KO, B nT 2 G 25 e R e,

+ Objects with config conflict (f53¢7EM 2N Ya0E) S URREP; KRSTIEZE 8 H, H— T
T, AR AR AE B KOS TS M K SO e W T B R A AT S ) SR A R

(97 220 ) PEE — L S2 A8 BR B RS 1 3 FH SR e A HE AL,

L ] VE (HA) 328 Hh 3l S8 BRI B s, DABE B0 £ M 0 1 £ S 05 i dd

K B 52 7 BRBG K k% ¥ Strata Cloud Manager 15 IR RE,

[ Strata Cloud Manager B2 45 BB s b H Bihg 7 i iy 8 e 2 I 2 0 1) 21K B8

Configuration Scope: All Firewalls v Overview Security Services v Network Policies v Identity Services v Objects v Device Settings v Global Settings v X

Overview Push Config |
Folder Name Variables | ConnectiityStatus | SyncStatus
All Firewalls 16
bl @ Connected (3) ® Insync (0}

Labels
Firewalls @ Disconnected (1) @ Out of Sync (4)

None
4
Configuration Snippets @ @ HA Devices Q_ search Create HA

[ 7> 52 7 BT RS S Ok

i B P81 MRS BB S A 20}, ARG AR £ ) 73 |1 75 ST FT PAN-OS I il AL IE AR B3 7
BREAIBE Kl EBRA T
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https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices
https://docs.paloaltonetworks.com/ngfw/administration/high-availability
https://docs.paloaltonetworks.com/ngfw/administration/update-firewalls

B NGFW #I1 Prisma Access

« 1wEd License (FZME) FEANER, DAESF SRS KO BOE) 1B LEsZ HE,

Content Distribution

AppandThreat  Antivirus  Device Dictionary  WildFire
Version Release Date
8749-8252 2 days ago

8741-8213 22 days ago

License

Name Device Coun
GlobalProtect Gateway mo
Logging Service -4
PAN-DB URL Filtering w3
Premium m2
Th mas
Wi ms3
SD-WAN mo

{5l P R TE A2 = Y At

i

Distribution to devices

icensed M Expiring in 30 Days M Expired

t by Status

mo
mo
mo
mo
mo
mo
mo

mo
mo
mo
mo
mo
mo
mo

4
o
1
2
[
1
4

3(75%)
1(25%)

Unlicensed

Software Versions

05 Version

® 1100

w0
2

® 1023

PRROCH ) RIS BOC I NEE TR =R T, BN IP Ak MR AR 2B

EEYIE. BORSHE. BORBLALL

KM, WG ITA MY 22 E 075,
an i%— N E 4G B Push Config (HE iR 5%

1. 7 HRE) Config Search (G&Ci¥=y) |

)

R CVE IR B UUID. R0 609 Fr BE o il 1

7~ Fr4s BRI Manage (8 IG F 29420 Config Search (G =5)

Overview 0

Q:=
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2. {f Config Search (¢ ciy=s) Fmid, #&nrLA#iH Config String (%) . Location ({7
if) . Object Type (#y{fJ) . Edited By (filf %) o Edited At CifE(riE) SN HEST

&=y
“J o
Config Search X
qQ, E
Search Results
Mame Location Edited By Used In
= .
WG EoR

o ST MR s, G A RS TR,

o arrEa by ZERS @ DL AND SERAERE, B, s =5 corp policy, R =S R €y
G R ATAE corp HiL policy ¥ TS,

o EEHPHITNINE E, G5 — F [Config Search (R Ci¥=s) ] IE/R, S4lER &R EOT
1) 50 K48 =5, fe— PIEBPRMEmIaH, B Sl rakd® =5, R o Sk = A e —
(O §8 = R R G kv B

o TERREM AR T BN, BN, T DUE N S R vp s i A v BUR
fag, PRk, frhk. fEHE. HIP ks, AR UUID FIIRTS.

o (IE A RIARRT BE A, ] DGR H A I S = A 1, 35 AR T, R TAREE
S AIN (4230) MR,

o AR eI AN (25

3. Wk R @ T8, WPt Strata Cloud Manager iy sk e (v Bl o RIS Bk 2148 =5y

R FET A M B ARE,

I

Canfig Search ®
Q
Search Result ©
Name Lecation Edited By Used In
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R R

38 AT AE (] B (2

PR 2 2

+ Prisma Access (Managed by Panorama or
Strata Cloud Manager)

« NGFW, 5k NGFW LT 7 & By
H

DL &P MEAS 1 G ¥ Strata Cloud Manager (19
- HURE

O Prisma Access
o AlOps for NGFW Premium
o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— & ] LI{E Strata Cloud Manager H{i# FH iy
FeMERLYRE, N IS FT (i ) #2 0E,

B L 2 IR,
;ruHﬂ)

¥ 4Manage (‘5H!) > Configuration (&7
Access) > Security Services (ZZ2fR%) .

R, Ll

S

W PR GE MG . SRR &,
> NGFW and Prisma Access (NGFW %l Prisma

o T I A PRI g SR SR AL T Prisma Access Uit & 11 T 5,

I

M v}

B a2 e R

ig A AE (] R B 2

i AP e BEL B A A T P Y B

BT LRLE N A 2

» Prisma Access (Managed by Panorama or
Strata Cloud Manager)

 NGFW, HfHEHE NGFW R 70 & Wy
H

LL N4 #2 HEAL 0 5 ¥ Strata Cloud Manager ()
A HORE -

O Prisma Access

o AlOps for NGFW Premium

O Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— H& 0] LI4E Strata Cloud Manager i FH 1)
FEVERNZEE, I AN IR BT (6 FH ) 72 HE

L PRI I FREE N A Prisma Access A1 NGFW 55 5% Hh g bl T s 718, HoH Strata

P

Cloud Manager B85 (1) AT A7 it A0 @ RIS B0 22 2 VEBCRGIE T TRT (5, W AE L) M EJTELAL,

e 7 e VEBOK, GiManage ()
Access (NGFW 71 Prisma Access)

> Configuration (%7)
> Security Services (“ZZ%4>R71%)

> NGFW and Prisma
> Security Policy (‘ZZ %1k
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/network-security/security-policy/security-policy

B NGFW #I1 Prisma Access

Brl b (i 2 2=k BOR

ACIE ] LA T DL N — S8 E, s 2 VEBUR A BT,

O G2 P R ) — 2 A BOR nT e A s A T B RING R EA T B, 0 HLwd o U A — M oy
EBUR,

O BB LI ey B L) = B B Je w0 B BT e 1 Bhi 50 5 o R mh el ol B e B HIIRE, AR SR
Aﬁ*ﬂ%ﬁ%ﬁﬂ@”ﬁfﬁ'ﬁ”%o

O o T T o B I e (s — ST s E SR HINRE, ] DAEE SR EE AL HI G . RS RN RE R AT R,
DA £ it HI 33 HI)JeE T A LA AT 2oL, 3 PR e T B R HI PR R Sl sk AT A RE A H Y,

O WERECR BN - @Hﬂﬁ%“’rﬁ%ﬁﬁﬁﬁ%ﬂéﬁuo

O ) 2 VeSO — 2 R VEBOR RIS R B B, e E LR Ié*’wﬁ*”uf?”{/mmo
m SRV MHQEMHTH L VEBOE RS — il 2 M RERE, BT UR S — R B Rl &

—(E G, ECRRHR L B T R A BUK
O Sfi’tﬂu < IRPPH — Ak ) S ) B R P e e A
NETORHT L E A — B - RO R A R 1 E%o
|2ﬂ Web "7 4=V — PSR B A8 4 A SaaS MEH R (—de) |

\\
H\ég
E>
E§

53 WA T A ) 2 B TP 5 2

+ Prisma Access (Managed by Panorama or LU #-% WEHE 12 5 %4 Strata Cloud Manager 19

Strata Cloud Manager) A7 BUKE
« NGFW, ki NGFW B0 &I | g Prisma Access
H AlOps for NGFW Premium

m|
o Strata Cloud Manager Essentials
o

Strata Cloud Manager Pro

— #TT LAA{E Strata Cloud Manager 1 17
FEVEFNLDRE, B AR BT I 17 B,

JCHH i 5% U\BHﬂ_Eﬂgﬁf}Jﬂﬁ(mgﬁhﬁmﬁgﬁo 1R U SR AR IS E AN MG, R Hth— 1),
FAMEENT i L RS, OIS A BOED G BT T,

FE 10 A — 25 R R I 1 R 55

% 4%Manage (/5I!) > Configuration (%) > NGFW and Prisma Access (NGFW #I Prisma
Access) > Security Services (‘Z4:flz#%) > Decryption (fE%#5) .

At R A

Secure Sockets Layer (“Z4=ifafldm/E, SSL) Hil Secure Shell (“Z24=3¢J&, SSH) hn%m sl H
A O A B S (B0 Web (7l &8 BLH Fm) 2 I i, SSL Eil SSH @1 5 it o 51 25 00 4 &
B REEREA %ﬂéﬁ’ﬁ(mﬁi‘%/\”‘lﬂ’]ﬁﬁﬁ L g A7 %, ISEE AR AL & 2 W HEIH S, &
HIF A B RS, fiR % SSL A1 SSH it & n
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https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/create-a-security-policy-rule
https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/enumeration-of-rules-within-a-rulebase
https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/enforce-policy-rule-description-tag-and-audit-comment
https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/test-policy-rule-traffic-matches
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/activate-a-security-profile
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/security-profile-groups/create-a-security-profile-group
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/security-profile-file-blocking/set-up-file-blocking
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https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/device-setup
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-networking-admin/dns/configure-a-web-proxy

BHE : NGFW Fl1 Prisma Access

setting i BA

Virtual Wire GOL IR, RS SO R S B B, (RS ol B
(A P TS 149 S T 6 2B T A (] B0 R o

GlobalProtect FT 2200 P NGFW E 45 GlobalProtect il 3E 1A 1144
it DASE 285 i (1] & B AR s L 22 2 3 i A7 L,
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https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/virtual-wires
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/cheat-sheet-global-protect-for-cloud-management-of-ngfws
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B G E

38 AT AE (] B (2 PR 2 2

+ Prisma Access (Managed by Panorama or Horp—{ :
Strata Cloud M -
rata Cloud Manager) O Prisma Access #Z#E
o Strata Cloud Manager Pro

— f&n] LI{E Strata Cloud Manager (i F iy
FEVERILYRE, HR N I BT P2 0,

{£ Strata Cloud Manager Hi Bl Fl 3% 0 421 2% ¢ (Manage (45#) > Configuration (X&) >
NGFW and Prisma Access (NGFW ¥l Prisma Access) > Global Settings (%&1k% &) )

SaaS fE RS B Hrh A B R BFIE SaaS F’%Hﬂ‘fﬁ Saa$ [ 7]
F oA B n] AR B 2 Th e, AR e Ay
R A RO HE I RE

{7 FH 255 ol 250 30 e i A S P Bl A, DA &
%= Enterprise Data Loss Prevention (E-DLP) =K
F (/\ﬁfﬁﬁiﬁéﬂ U BRI 0 hn DL
P W, %38 Al-Powered ADEM ¥ % 58
HER,

5 VPN T A AT VPN S S Y
AR, HAR I REH R, 8 VPN 0] [
B E R A 1 2 W7 VPN GRGE . 1B VPN
A EAR T VPN % 42 LI B 2 (I [t 3l 49 1
(LAN), SD-WAN Hil [ 8 VPN J&fEE, nf
RIS R B KA SD-WAN 15

5k FH =% i 252 30 e i AN

38 HJAE ] B B 2 BT LRLE N A2

« Prisma Access (Managed by Strata Cloud O GlobalProtect app 6.3 i al BT il A

Manager) O Enterprise Data Loss Prevention (E-DLP) £7
HE

O Prisma Access 178 {i i & ¥ HE
O Prisma Access % HE
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/auto-vpn/configure-auto-vpn
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38 AT AE T R 2 BT B AL N 2 2
| HF/UEME Enterprise DLP SEREOERE

O Prisma Access CASB £

O Next-Generation CASB for Prisma Access
and NGFW (CASB-X) 7 ##

(57 P 2 i R AN ] G AA S E A6 (8 5 & /. Enterprise Data Loss Prevention (E-DLP) 4+
PEIRE 2 AE A O i (0 F 5 1m0 (UI) PR3l I 33 BEUR 3@ 20, 6 N Bl i B 40 & RO & R}
R, o0 & OB ZORHP JERE 200 w5 41 S Web K BEIRF, 5t & & /I Enterprise DLP =H{F,

A7 T SRR AL ZERHEr gl i A BBk, G T — 2 Nk DLP BLAI, DLP HIH A& i

TS HE HI) @ o 8 MR RE 200 & il A R 20k, DLP BLHIE S8 M 0 44 FE Y Enterprise DLP 5 K} %

CREHTAE AR, A, 18T DL E AR T B JE K 7Y Enterprise DLP 354 & ZE IRF1 F 5 TRR

i, Enterprise DLP JifF A b, AR G o 35 w7 DRl 2022 ks s, DAOtE— g E

A, N M BURE R,

A (7 & AR MR A RECR ], BHE R 30 BN I & s —AE 20, Bian, a5l H

FEFB A BURE R RS % {85 Box Web JE R, 1M Enterprise Data Loss Prevention (E-

DLP) &1 1 Eff, (B EERN SR F R — kg % 5 K, (A RERE S BB, Elegsid, A

{1 (01 J) 35 0 4 2 U EORHI B 2 (%5 Box Web JHE I FE 2N 8 1) 3 0k 6 &, th M@ i A —11
TArHUS SR, R,

STEP 1| &% Palo Alto Networks 3%, 7EFLH 5 B RIOH — i (i FH & il
STEP 2| 4 Windows 3 macOS % GlobalProtect app 6.3 Jiltzl B0l A,
STEP 3| ¥ A Strata Cloud Manager,

STEP 4| H¢JIl Autonomous DEM,

ff Strata Cloud Manager |-, #Hi(Workflows (L{F{iif£) > Prisma Access Setup (Prisma
Access :%7E) > GlobalProtect > GlobalProtect App (GlobalProtect Ji& /1 £23:%) F1 Add App
Settings CHTH#IE M RE N E) . BMWARE IS EREE, FREAEMTH FE A DLP fi(Fiyi%
T HEE S UL S R BURE A,

« UM 1% DEM F1 GlobalProtect H G 4 E 1T LASE #EHEfi%

+ DEM for Prisma Access (f#:[}{ Windows Fl1 Mac) - 31 Install and User Cannot Enable or
Disable DEM  (“Z:4& %% (i H] & 43 U 20452 H DEM)

» DEM for Prisma Access 6.3 iz 2 T m iR (f4:FE Windows Hii Mac) - 31X Install the
Agent (Z2EfCRIEES)

STEP 5| (f£[i macOS) & T{riuisle Uly vh, I Settings (%) > Notifications Gzl , &
#“EUH Allow notifications (70 5H 41

BERE LS TAPHER ULy ch A KRR T SRON, LA G 1) 44 5L BT A,
I TAEIER ) 0,
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/application-experience-user-interface
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/modify-a-dlp-rule-on-prisma-access-cloud-managed
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/user-notifications/data-security-notifications
https://docs.paloaltonetworks.com/globalprotect/6-3/globalprotect-app-user-guide/globalprotect-app-for-windows/download-and-install-the-globalprotect-app-for-windows
https://docs.paloaltonetworks.com/globalprotect/6-3/globalprotect-app-user-guide/globalprotect-app-for-mac/download-and-install-the-globalprotect-app-for-mac
https://stratacloudmanager.paloaltonetworks.com/
https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/get-started-with-adem/enable-adem-for-mobile-users/enable-adem-in-cloud-managed-pa-mu
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
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STEP 6 |

STEP 7|

#9E Enterprise DLP,

1.

BT AR e R BRI,

S5 Enterprise DLP M7 K 25 1t i v 5 ROR 2R B TR0 1 .

BT TRORHR,  DLOE SR e R,

S, T DA PG R SR R, TR SR Y ETRERHEER,,

B R T R 2R

B2 [ RTEOR R, HLPETARE, T TG 7 DLP BLAUM Action (BfF) #i ik

FAlert (R) | TR AR BITASGE SRV EOR AE R, 5900 DLP BB,

5% DLP $L4l,

. {5 DLP BN, 00 Action (BI(F) 7% Block (EHE) . MAZIFE T(7IHE
B UL ok, IR Action (THF) 7t Alert (65) | IR @R %%,

o ¥ DLP BRI 4 508 A AR, N0 R sk R A S 2 M BOR BRI, 47 2535
Enterprise DLP 4= DLP $i¢F:, s "(rHusss Ul o dsmsn, ST ILE)
,ffﬁo

HEHManage (f52!) > Configuration (3%7%) > NGFW and Prisma Access (NGFW #ii
Prisma Access) > Global Settings (%4:Jik#) > User Coaching Notification Template ({#f
FH S e m i A)  Fl Add Notification Template GOl m%nsic)
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/set-up-enterprise-data-loss-prevention/enable-enterprise-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-pattern
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/modify-a-dlp-rule-on-prisma-access-cloud-managed
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STEP 8 |

STEP 9 |

%€ General Information (—##GA) .

1. f#3¥ Product Name 7/ mi44E) &Mk DLP,
B TR REE, Mk

2. #HY Enable Notification Template (B @AMIELA) | DALEBRGEAF U FIA,
IR E TR AU,

3. Ik ARG Notification Template Name G A £ 5) .

4. () R ASEHTFIA Y S,

5. (1) 8¢ High Confidence Detections Only ({E[ & {5 5E (0D, (ESHE S5 HH
Uit b FE S AR AT U B B R,

o fi L Ll ) 6 1 ke Enterprlse DLP & (R FH A5 98 B R A B, 68 I B I3 35X
(regex) )rjE'ﬁE, FLIRHE Ay LS MRS B S 7 IRy oo RE e, AR S B (ML) Bisk,
HEAS HE A ML BRI A5,

Step 1: General Information ~

Product Name

Inline DLP v

Enable Notification Template

Notification Template Name *

Example-Template

Description

This is a description for the example template.

High Confidence Detections Only

Only sends notifications for high confidence detections, improving the end user experience.

P—3 % Applied Rules (£ M09 i 2 m FndiA,

DLP HiHIAZE 5 Action (Bi(T) BLHIZEE 2y Block (EF8) |, WHTHE 25 5 2 4V BOR BLH)
FIRRTERETERL, o sEEE AR AP IS Basm ., L AUF DLP BRI ﬁi@ ROEREREAL,  H AL A7 B
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/about-enterprise-data-loss-prevention
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22 2V IR I RE B O

A, EU%%H&E@WE

Step 2: Applied Rules ~

Inline DLP Rules (3)

[j Name

() DLPRule1

() DLPRule2

() DLPRule3
+

7 H# Enterprise DLP &4 DLP 44, ##ifif(c

T Huss Ul vpoE

*{E DLP A AT T 5 5 218 {4 FH 6 A oA

& Enterprise DLP £ {5 DLP B4 AL OB E AR O RBUR ORI, BT A7 8T 36 225 i A
() DLP BLEUDKE & 2 A= A1 1R 58 EnahUs o

Q_ Search

Detail
View Details
View Details

View Details

T n] LA o ny (8 DLP BLHITRl S 2ok, DAk no i & st il 2Opt, a8 G i

FEOS NN D E[EO) S RN

U= AREE GRS g
DLP Rule 1
Name
Mode
Description

Last modified
Data profile

Direction

File Type

Action
Log Severity
File Based Match Criteria

Non-File Based Match Criteria

B, DAL DLP BLIEbR & 5 5Y FE Y HE I

DLPRule 1

Advanced

April 3rd 2024, 10:34:02 am

DLP Rule 1

Download
asm,c_cpp-hdr,c_cpp-src,cpp-hdr,cpp-
src,csharp,csv,doc,docx,gzip,java-src,jpeg-
upload,js,matlab/obj-c,pdf,pl,powershell,png-
upload,ppt,pptx,py,r,rtf,ruby,tif,txt-
upload,vbs,verilog,vhdl,vsd,vsdx,vsdm,xls,xlsx,7z
Block

Low

& Enabled

& Enabled

Cancel

e IF R AT L U
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STEP 10 | 7E 5%l i1 % (& Enterprise DLP S §5{Eil DLP A7 FH B EORE % 7 A AH 75 1 SR ORI I i 21
(38 ATRAURL

AUS ARS8 5 /E Enterprise DLP 5 SO EORHRF BT IR T A7 s By PRigtsm gn, & a] LA
(iﬁu%azfx%ﬁtFHTﬂ”%lo SRk e v sy i

o [REAR] — W EHUEERHE S Enterprise DLP 1) $HY) R 4 44 i A I 44
o ((EPLRE ) [ ] — 5 Enterprise DLP BF B & i 48 [ EUR i,
o [HEMFEXARE] - (RSB B MR e RE Z AP 7R T IE R
« [#h{F] - Enterprise DLP & (= I B BUE EORHRFHR I B, A —t & % Blocked (3
B .
1 E SR R RS A,
TR BT R RUE I DLP BRI, G5Bt 0%,
2. JEFRIFRE E A AR A
Fi AR B IERS LT DLP B, GhBGEIE BE,
3. Wil Support Link (GZizidiss)

BT LAE A T s DB A oSl S DU B IR A A bl A S Bl R SRR A R
Tﬁ%&%o

Step 3: Notification Message v
Message Template for File o

[file name] [direction] to [app name] was [action] due to company policy on sharing sensitive data.

Please ensure that you fill in at least one of the message templates provided.

Message Template for Non-File o

Your post to [app name] was [action] due to company policy on sharing sensitive data.

Please ensure that you fill in at least one of the message templates provided.

Support Link

https://internalcompanyresource.com/data-sharing-guidelines

STEP 11 | Save (fitf7) .

STEP 12 | 4= Enterprise DLP iRy (0 5 v] LU 7O 22 i, DR C LA e iy
RBURS EORE Fr B
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https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/user-notifications/data-security-notifications
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HELBREAR

38 AT AE (] B (2 PR 2 2

+ NGFW (Managed by Panorama or Strata O AlOps for NGFW Premium license (use the

Cloud Manager) Strata Cloud Manager app)
» {5 VM-Series — & 0] LLAE Strata Cloud Manager (i 1] {1

FRPERISDE, IR BT A1 1,

S B PR R
& Strata Cloud Manager ¥} NGFW SE1T5E#EREME,  H T A1 25 FiB) SO A a2 [RT R 1)

R RA RE PN,  dira— =

S HE PR G SR T i AR ¥ Strata Cloud Managed NGFW Y86 il R B SR ] 1 7 58 SE R
{05 FH B8 S PR e e, ] AR R I fis ) S RS R AN 3% 0E

DNS Proxy

NAT

{57 I 35 A

BEHREN, LA

B AL 25 Bl

155 1D

O LRk BRI &y

6, %+ Manage (i5H) > Configuration (i%7E) > NGFW and Prisma Access (NGFW

K1 Prisma Access) > Operations (#:{F) > > Troubleshooting (%t #fJEf#) > Session
Browser (L{FFEEEIERS)

O O O o o o
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/troubleshooting

31 0 NGFW Fl Prisma Access

Troubleshooting
Trpe * Session Browser v
All Firewalls * Select. -
Fiters Set Fiters (0]
The maximum supported number of sessions fetched for troubleshooting is 100. We
recommend setting a filter in the query.
Show Jobs (133) Q, search m <
Status Action Search Targets Timestamp
Complete (2/2) Session Browser - Filtered By: App ID=ping 2024-10-08 10:30:01 =
Complete (2/2) Session Browser - Filtered By: App ID=ping 2024-10-08 10:30:00
Complete (2/2) Session Browser 2024-10-08 09:52:18
Complete (1/1) Session Browser 2024-10-08 09:29:00
Complete (1/1) Session Browser 2024-10-08 09:28:55
Complete (1/1) Session Browser 2024-10-08 09:28:50
Complete (1/1) Session Browser 2024-10-08 09:28:45
Complete (1/1) Session Browser 2024-10-08 09:28:38
Complete (1/1) Session Browser 2024-10-08 09:28:30
Complete (1/1) Session Browser 2024-10-08 09:28:25
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ig HJAE (] R B 2 PO LRLEE N A2

+ Prisma Access ey | N R (7 I = = D

Strata Cloud Manager & P& T § 4 2

o —& B NGFW F Prisma Access, &
E&/‘\Eﬁfi) Iﬁ]ﬂg}%g .

« NGFW

(i jjj Strata Cloud Manager ; Panorama

O Prisma Access %
(ﬁ Jjj Strata Cloud Manager wf; Panorama

SR o AlOps for NGFW Premium license (use

the Strata Cloud Manager app)
o Strata Cloud Manager Essentials
O Strata Cloud Manager Pro

O SERE 1oT Security &4 (Enterprise loT
Security Plus. Industrial loT Security =\,
Medical loT Security) [ loT Security 7]

loT Security € % Strata Cloud Manager £ [ #h 2 A 198 B BOR BLANE G (et & 30 kAl
RE) o R E R R E R A AT R, RN E RS . SRS S B, Rk
SR HCE R A T3S S A B AR KRS 2 Prisma Access i3 & FUT,
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/iot/iot-security-admin

R : loT Bosf

1H /L
Bl

S v BRI ., B LA T = 0 AR KOlS B Prisma Access.
STEP 1| EEN7Hr HARBS KOS 1 Rk el Fr B

P8 A (8 P TP 1 ZOREAC o0 S BT R E A OB S ok P By, ke A
B Prisma Access sl e 2 TR 4L 5 35110

TORMCEAR Loe A RERLAN, L 2V MR A s, & 1 HEA 10T Security FIT e A= (1)
RBLHEERR, BRI R AT IR K S 2l Prisma Access i % .

P Bt ny B2 (18 BRSO BH IR 25 e S . 57 ORI P B, 4T DU BRI HE A S8 P
i VAR ] Bl s 0 38 AL oo

i, ] LN 44 4 California 2R, W0 AE Horp i 60 B5 KOs, IREE N 44 4
Hawaii 1955 —fE &R, W AE bl 15 iP5 ko, PREe,  nT LU 44 2 CA-HI 119 1y B,
A H 45 F 48 California R Hawaii ZORFAE, 25488 FURDES B8 HI i G E A 2 o NI s KRS, Gl s
HF % E 2 Folder (BORHSQ) | SRELEIL California BORHA, 101 JL 48 SR 1 1) G S 1) IR EE AL 2
California 1 Hawaii, i i %% % Snippet (F7BY) | SRELEAL CA-HI Fri,
BEE R SRS S &, /E California Fil Hawaii 2 AT RE €1 A (%5t US-West 1 2 &R,
IRTE, R A E A T 7 B K L[ 2% A Folder (0RHAC) 7SI 1 US-West (5474
i), NI California A1 Hawaii [ i -5~ R ACER @ e e A B, (g, A g SRR )
WE A California A1 Hawaii, 111'E1"{F US-West Z k4 45 Oregon. Alaska. Washington #/I
Arizona FEE R, EEAEIE 1, R, IR A CA-HI FEL,

STEP 2| 72 2k I LI BLHI,
1. i Manage (&#) > Configuration (3%7%) > loT Policy Recommendation (loT Eii
) .
2. VG TE R 44 M
loT Security & (i JHBEEREEHE, BUPRAH M 2E0E 32 E RS b [oT 2E1E IR W EEs2 I8 B 1T

%, B EhE L e VEEGRE A HEE, Strata Cloud Manager & 50 #2268 R R RSk 0 i i
W, A RHE T A, eI LLER] FAIFEA

(T &7el

JEE R R =
N3, BRAEE P 1 £ 5 B ng X,

JE PR S ] A g SR B Je M, Dk s 2

=
R
>R

LT e VEBOR W B — B R BT Be A Ry, 2
ARIEHT A T R HENT R e MEBOR B,
e N bz T PR B, Hrb R Rl
R ISR BRSO B R, DR
RBLAVENIE, U No (1) Iy, il
S AN
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClmQCAS
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B loT Bkt ok

17 A0 g

PRI A

Internal (INF) 257 H W HE A7 A ARG R
=, External (F+) 257 HIYHIAZ A AR
B LLAE,

EN RS

Yes (&) F£Ref&M loT Security fLH P 5R
BB T A, No (1) KIREAE 41
loT Security FILH P ERE P IZE R0, HAEE
RS KRBl 2 H

JEE R A R

Common (i HL) FRE 211 loT Security
R PR EE vp (e 2 E 250, Unique (M

—) FRCABMWIRE P23, (HAEH R 3%
TE R L A e SR AT P R B v I R 22
F),

Hivsufz kBl FQDN

e e HEBOR B B, W] LU [Any (fT
ff) 1. [IP address (IP {iz4i) ] =% [FQDN],

Destination Profile H ¥y % 7 £

i R AN, H ORI B B9 265 2%
T, BLERHURNRER,

EXRER

SEARB AR T 2 S, 5 L RBIZSEINY
IR D . A ARAE AR B 5 B i HA T
M E RS HERR

3. AL — ST T A, RS Create Security Policy (FiS7%22 2 MEBGR)

4. BB AN e VR BCR B, SR Ak = BT Strata Cloud Manager 388 HiGE i #i 7.,
R T A R A b ) — B A T A K s B Prisma Access 0%, a3t R
Folders (& KLAC) |, SK1E4E [Scope Selection (Hi[EEY) | A& kFAk,

R I 2 o Berb iy — B0 BT AR KOS B Prisma Access Fi#,  aiidE A
Snippets (J7) , A1 [Scope Selection (il HEHY) | b s A B,

5. HAT L RMEBUR,
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STEP 3| a8 e = 0 AR B KOS HT Prisma Access 1%

1. j%£l{Manage (¥#) > Operations (f#fF) > Push Config (Jt%%iC) .

2. SEIH A FEE T ERL A, IREK)T 381 Push Config (JE2747E) . Push (HER) A
Push (Jt%) .
Strata Cloud Manager @£ 8 Z Ry [Job ID (T{F ID) ] HrhEUR 1D 9565, 3 AE
[Push Status (#Ex=iK78) | HR-hEE VR 358 HE = 17K 8
& [Push Status (J{E2%)IK78) ] 7¢ Pending (i) ## 5% Success (1)) Iy, HHIEHH
HE SR E LR AT

3. HEBFEAE TIERIREE, 5 Manage (FF#) > Operations (#{F) > Push
Status (#ERARTE) . AT LAEIS A A2 TAEMARAE DL B 1 LAWK AR,  BEE RS RS 2050
e [
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EH 42 DLP

s ATEE AT 2 T BB B N 25 2
» Prisma Access « Enterprise Data Loss Prevention (E-DLP) #%
Hh
(i jjj Strata Cloud Manager ; Panorama hit
bR + NGFW (Managed by Panorama) — =7 {2 #ll
« NGFW Panorama 7 i 5 B 7 1

+ Prisma Access (Managed by Strata Cloud
Manager)—Prisma Access £ #

*+ Saa$ Security—Saa$S Security 7 1

« NGFW (Managed by Strata Cloud
Manager) — <& Hil AlOps for NGFW
Premium #% ##

wi N FI{T{n] £ 5 Enterprise DLP 2 #0927 1E
« Prisma Access CASB #7##

* Next-Generation CASB for Prisma Access
and NGFW (CASB-X) ¥ ##

+ Data Security 7 ##

(i Jyj Strata Cloud Manager w; Panorama
HEE L)

Enterprise Data Loss Prevention (E-DLP) & {3 U E a2 AACFZ HE - . T . fRlE:
JHl, Strata Cloud Manager 1) Enterprise DLP n] i &858 il o 1 T ALk 2R e PE iR e, W0 Bh 1k
NGFW L1}z Prisma Access 17 ) {4 FH 5 s s 8 2% v Rlse 208 2%
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L A DLP

DI

(]

A

1 HRhE 15 (E-DLP) 7 #hi
¥ # Manage (/5H!) > Configuration (#¢) > DataLoss Prevention (k&N E) , DL
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B
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o Strata Cloud Manager Pro
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STEP 1| & A Strata Cloud Manager,

STEP 2| jEHManage (/5P) > Operations (#5:fF) > Config Version Snapshots (3% A bk
) .

STEP 3| #H Candidate (I H) .

v
Config Version Snapshots @
Config Version Snapshots (2) Version Snapshot v av
Version & Date Pushed By Edited By Object Changes Target Devices  Actions
] 3 2024-Sep-09 09:46:44  admin System, @6 ©o0 Fo 1 O Restore  J§ Load
2 2024-Sep-0508:45:00  admin System, @15 Qo @1 1 D) Restore  J§ Load

STEP 4| }¢—'F Save (fikfr) .
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STEPS5| #g A% 64 {EI%EB’J%%
M1 40 Fip il 7E 3% % config_year-month-day-timestamp.

Save Named Snapshot X

Name test-snapshot-1 }

Cancel m

STEP 6| AP,

STEP7| (i£)]]) ¥ % [Config Snapshot Version (GRa&tfiA) 1 Z#hr0 Named
Snapshots (LA MIE) | fift SRS T IE U6 AT

EH A B
IR E ] LA (1 Ly A e, k(s 25 o] DA ER AT A e,

Config Version Snapshots @

Config Named Snapshots (11) Q) search o

Version Snapshot

Name Saved By Actions
Candidate Named Snapshot I & save
test \ @panw.com B load Delete
renametest1 @panw.com Bload WDelete
@panw.com B load Whelete
2024-Sep-16 12:45:10 ‘@panw.com Bload WDelete
2024-Sep-16 12:27:56 @panw.com Bload Foelete
Config 003 2024-Sep-16 08:41:14 @paloaltonetworks com Bload gDelete
Config 002 2024-Sep-16 08:39:14 @paloaltonetworks.com Bload @Delete
Config 001 2024-Sep-16 08:37:47 @paloaltonetworks.com Bload Delete
Configl 2024-Sep-16 06:15:37 @paloaltonetworks.com B load  WDelete
2024-Sep-16 05:48:32 @paloaltonetwarks.com B load Whelete
Renamed Config 2024-5ep-16 02:53:59 @paloaltonetworks.com 5 Load M Delete

it 5P 1

B SEATHER IV E . R ENERE, B IO A E LT
1 Strata Cloud Manager 1, PRIFE & RIS & v] 52 7 (BN W) 20 5k DL,

HAE G EHRFE N O e g, FagmE I 2 I R,
STEP 1| % A Strata Cloud Manager,

STEP 2| #tManage (/&) > Operations (#{F) > Config Version Snapshots (37 AR
)

STEP 3| RIS A BEE A,
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STEP 4| i%ﬁﬂ)i?ko
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=
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STEP5|  (7£)f]) #I Manage (“4#) > Configuration (%) > Operations (}{F) > Push
Config (fEZxi%ic) , LDABERE S Lz i,

sl AR

A P B T A DUF Ry 538 5
BB AL, RN DI HER 2 AT AT (B
STEP 1| & A Strata Cloud Manager,

STEP 2| jEHManage (‘5Pl) > Operations (#5:fF) > Config Version Snapshots (i & Ak
D

STEP 3| HENUEZEH AR R ERA,
10 G SEREUBCACSTAS LU & a2 DR I T e v 8 1T

STEP 4| HWAMA,
STEPS| (I mi&EE SO ARBE LT,

STEP 6| Push Config (#t2:&7E) .
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LRI

ize Security Policy Rule
Opti erly permissive rules by replacing them with more specific rules to improve network security
Recommendations to Optimize This Rule View by Overall Traffic v
OPTIMIZED RULE BREAKDOWN HOW IT WORKS
Original Security Rule ed on log data, P
—_— 6406 M8
Optimized Security Rules [
Ga2sM . frer you ac
9502 MB
95.62K / 64,06 MB Destinaionzone Aoptcaton
8 K / 64.06 MB i} ~d
OPTIMIZED ON I
2021-Aug-27 00:00:18
,,,,, Destination zonk
4 accept the optimized rules. Monitor th
o
% Overall Traffic % Sessions. Source Address Source User Destination Zone
Remote Networks 100% - 64.06 MB 100% - 591K any < 7
% Overall Traffic % Sessions Source Address Source User Destination Zone
Remote Networks 0%-95.62K 4% - 266 Byt any untrust

Pz e FEAL B R R,
B f T DU B

2N
l RN

W AEERENS AT 2

’

ISR B AT R AR AL B @ A e, DACE
N ﬁ H E\I X I ZNE] o
Security Policy Rules (22,
Name BPA Verdict Days Sin. Zone
v Remote Networks (5)
13 optrule_test-rm-rule_2 @ Pas: 1 trust
14 testmrule Fail 12 trust
15 demo-m-rule Fail 1 trust
Prisma Access - Post Rules(5)
16 Allow New Apps & ©pPass 31 trust
Microsoft Product Activation -
Microsoft 365 w

AN S RS R A B

8

J5U A T AT € S AE 2 e B SR b g BRI R 5 5
e LR

Eon] LUAE 2 e BOR s R 2 n DA

test-rn-rule_derived

test-rn-rule_original

Microsoft 365

i FEAEHL A
STEP 1| f{7H Config Cleanup (G%EiEHE)

¥ “Manage (&H)
H)

> Security Posture (‘% %2:ERE

DI E &6 A v Dby B,
> Policy Optimizer (B tEb L
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STEP 2| Bl it SORROD AL A, 6538 43 — o H Dk B i £ AL 3R

TNRAT AR I SRRV B, Gt 2 H S dre B AL SR Fe s S e R B 5 S R (3 2 e IR TR
(RI5RA LA AR A AT B

Policy Rules to Optimize

3 soxs
This number has decreased 90% in the past 7 days

Policy Rules to Optimize (3)@
Select a rule to review and approve recommendations to optimize the rule

Name Location % Overall Tra... % Sessions Unique Usi
ep-rule Mobile Users Ex.. 0% -7461K 0%- 22 Bytes 0

m-rule Remote Networks 1% - 64.06 MB 0%-605K 0

go-rule Mobile Users 9% - 388.88 MB 4%-2633K 1195

STEP 3| #Bal s any i e L BLI,

T m] LA BT B 463 2 2 /D U BRI T i, G T R N 1 TRl A o 1 AR T
Ao

Optimize Security Policy Rule

Recommendations to Optimize This Rule View by Overall Traffic v

OPTIMIZED RULE BREAKDOWN HOW IT WORKS

ginal Security Rule

-
OPTIMIZED ON
Original Security Rules
This original rule remains in your security policy after you accept the optimized rules. Monitor the original rule to decide if
ou still need it
Name Location % Overall Traffic % Sessions Source Address Source User Destination Zone
Remote Networks 100% - 64.06 MB 100% - 591K any any
Optimized Security Rules
your configurati 0se only the recommendations
Location % Overall Traffic % Sessions Source Address Source User Destination Zone
Remote Networks 0%-9562K 4% - 266 Bytes any  untust

STEP 4| Bzl sl A B AR,

By i ALY, e T e R N rp BN =N EH ) SRR T —
WA B b e Y 5% 2 2] Prisma Access IK;, ¥ & BAtATEN .,

Accept All (2ii#252) & UIREE St kg BUI Sty DA 52 e AL BRI 2 BT 73 o
o PEREALA R ERBI, R BT 2 S PRI R LA B B GERRIDAR)

o AEHRAEACHAL SSRIRE NS B, BRI e e = B A

o ERUIEITE TR T, 8w (U A AR (TR, R BRI S A A

o GBI, ARG EEDLEMTRIAAY AR BLAN,  wa] gE P LA

Bz R LB, R B, H AR R, A by B ST R K A
PERCR A, AN, MR AN SR A T I
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STEP S5 |

H . Push Config v
Firewalls - | Overview ush Config /
Welcome to Prisma Access Cloud Management. If you' Push
nnnnnnn " .

Revert to Last Push /

Variable & Incomplete References (ngf Jobs

Config Version Snapshots
0 /
Variable americas

(

Config Snippet (ngfw-shared)

STEP 6| EEIEUABIAN, T EIREHE(S AT 2% H

JEUAT S I TORR I B UTE‘@%“”Tﬁ%@BZ%EP

AR, DR, R

name_original)

Security Policy Rules (22
Name BPA Verdict Days Sin. b2
v Remote Networks (5)
13 optrule_test-r-rule_2 @ Pass {1 trust
14 testrnule Fail 12 trust
15 demo-m-rule Fail 1 trust
Prisma Access - Post Rules(5)
16 Allow New Apps a @prass 31 trust
Microsoft Product Activation
Microsoft 365 a

BRI Ay 11

test-rm-rule_derived

test-m-rule_original

KR PEBR N e R (B A

¥ 15 I % = Excluded from Optimization
IricfEAb, BRI E & R FR IR,

(PERRIR it AEAH)

[=1=}

==
H 5,

HE 8 3% LUK 3% 0 T2 2 Prisma Access, BTG SR I T i e b B I,

B S B AN i i AR B R 7,
AR _original B nZ) BRI HE (140 security-rule-

Prisma Access it~ & 3 HotE

s BLRIRS 2 DA B
PRy LAbERy 2

1B G B AL HESR BT § HESR G
FEY v g

BRI B ST 3 [ b A LTS B

Source Zone Source Address Source User

trust any any
trust any any
trust any

any any
trust any any

Policy Rules to Optimize @
Selectarule to review and approve recommendations to optimize the rule 5 mins | Launch Walkthrough
Ready for Optimization (5) | Removed from Optimization (0)  Optimization Failed (3) I
' Try out Policy Optimizer while it's available for early access. If you're interested in continuing to use this feature beyond the early access period, check in with your account team
& Name Location % Overall Tra... % Sessions Unique Users
Deny-Corp-  Prisma Access <1%-79.44MB <1%-1621K 95
AllowPANV  Prisma Access <1%-7.28GB 6%-2005M 8618
RBI-Web-C.  Prisma Access <1%-599GB <1%-11402K 3007
Policyfor P Remote Networks 2% -249.38 GB 37%-1114M o
Catch-AlA  Prisma Access <1%-11254GB <1%-273M 23334
4

Destination Zone

URL Category

adult
extremism
cryptocurrency
dating

hacking

PANW Websites

Remove Rules from Optimization

Service Modified Date

any 2021 Sep 23

% application-default 2021 Sep 22
any 2021 Dec 10
any 20215ep 20
% application-default ~ 2021Nov 24

ROEHE, BLAIRTRETS 22 24 /Ry @ BIURAETG i,
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B e B A
BRI HEAL TR @ BRI LU b (L 2 5 A P B RERR Gk, IR P T AR SR e B

=

SUFYY e e 8 o ] B AR B RIS 1 7 PR

1B E R Policy Optimizer History (BURRH:(L L HIEFREGCEL) &ERbEiE 30 K&k, AR
I HA G BRI fEo5 A N oK frrh, Rl e BOR e T HJERERL B 2 by, W H

PN

R PR B,

Optimization History (2.
Review rules you've already optimized; the traffic coverage data for arule can help you decide i it's okayko remove the rule.
Name Location %Overall Tr... % Sessions
test-n1116029:  RemoteNetworks  19%-2.98T8 19%-55K
= st OPTIMIZED RULE BREAKDOWN
test-n-1116029.  RemoteNetworks  1%-159.96GB 1%-342 OriginalSecurity Rule
— 15996G8
Optimized Security Rules
47.18GB/159.96 GB

3165GB/159.96GB
2372GB/159.96 GB

57.41GB/159.96GB

ORIGINAL SECURITY RULES OPTMIZATION RESULT

Overall Traffic Sessions Unique Users
1%-159.96GB 1%-342 342
Before Optmization After Optmization Before Optmization After Optmization Before Optmization After Optmization
Optimized Security Rules
Name Location % Overall Traffic % Sessions Unique Users Source Zone Source Address
Remote Networks 19%-31.65GB 22%-78 78 trust any

N
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O Prisma Access $7##

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Pro

— & 0] LIAE Strata Cloud Manager {4 JH Y F5 1k
FNE BRI IR B (58 g 7 1E

R ETER, &MY Strata Cloud Manager 5% & Hik 71 W0 B2 [ A (8 FH ) a% 72 o R RN B R B 1
FE R Al I 1) 23 7 P 4 ] LIkE S0 Y BLNG FLAFE CR B 5 TR A T &2 e VE T SR i ek, (e M bks JOfs

(ESLIN
STEP 1| % A Strata Cloud Manager,

STEP 2| j#H(Manage (“&Ff) > Security Posture (% %2:VEjkfE) > Config Cleanup GREiEH!) .

STEP 3| SRR %41 Strata Cloud Manager &% 7& (et 2% 6 1 ] PN A (s B f W= R s 3 1l
o HRAEALMBOR B — & DBl A RORIY BOR B, P IS B R 2 B LS L B

ATSHEFPERBLI, 1180 765 B M G O E PR K.
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28
o RIEHIYIEE GBZ 6 1) — {5 LUMLAE T PG A 38 M e 5 o o
o R — ORI E M .
o (B — H Y AR A B R,
. PRI — REET T,
A T M — M A PR R,
<50 — Mg A 1 50 K.
e >=50,<=100 — 50 #J 100 KAAEH,
« > 50 — il 100 KA,

o FHFECREN GHZE 6 M)]) — e LIRS Name (44 #3) . Days with Zero Hits (%50}
R ST AR H iy b 2O SR F 38 R RO« 45 T el i = e 8 5 L 1)
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« NGFW, s NGFW A7 &WgaT | DUN & B2 RE#L 4 7% ¥) Strata Cloud Manager [1)
H FrHCHE

+ Prisma Access (Managed by Panorama or O Prisma Access

Strata Cloud Manager) o AlOps for NGFW Premium license (use the
« Prisma SD-WAN Strata Cloud Manager app)

O Prisma SD-WAN

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— fE7] LLfE Strata Cloud Manager i FH 1)
FEERIZIRE, HOR A BT 0 #7 1E,

Strata Cloud Manager & il il —ifll THYCE 281 i (A s 7y, 35 SEhm 2 15 5 72 JE i U AR HE i 6 42
Z4E, BN CIS (Center for Internet Security) FiI NIST (SR KA MEL GBI AT) |, AT A1
MLPR AR T SR N FI ST Y o 13 SEhm & 7R SR un SN R AR NI RERIGRE, ik ) B o ik
WA B SRR,

Strata Cloud Manager hi1J 2 4= MR B R B i 25— SR 702 ik, RG22 k. ERHRGE,
DA K Gk VBT U BE, S Lk B @ R 5 Bl ACREBLRI. %, BREERE, DU R ) RS e e v
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BT HLET o 1§ e 3 E RN G R E M SRR, DA B LU A 1 F Bh e (F, ka2 2 LA 8
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L VEIRRESR I MELE T AlOps Fil Strata Cloud Manager ‘4 21k 25 2% C ELf I D AE.,

#EiManage (4Ff) > Security Posture (‘2 21:iK7E) > Settings (F%i) , DARml. AP
ST B R iR RERE, DAal T REFE LA B ik
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« Strata Cloud Manager -1 N 25 - B IERSGE nT el NG IS,  HASEr B IEE
TEARRE EREAFREE,
+ Strata Cloud Manager -7 RIIRF* N ik i By — S — B I 1B 67 A 5 B a0
 Panorama & #I**— [ (- AS G B a2 8 v 2] Panorama, (RS E7BH IR ILGE A7
#l| Panorama {33 3% 7E

+ PAN-OS #E/ri. APl 2 CLI A B - 308 45 A2 3 E i P sl Panorama &8, 1§
2 AT BRI A T RO
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TIPS

Posture Settings

Customize security posture checks for your deployment to maximize relevant recommendations.

Security Checks Security Check Exceptions. Zone to Role Mapping Role to Security Service Mapping
Overview ~ Updated: 2023-Oct-25 15:25:32 PDT
Configured Severity By Feature (Top 5) Check Types

security (R 3/

al 21
O cita Custom Checks 4
3 1 5 2 Connectivity RS 15 3 1 5
Warning 57
D B PaloAlto Networks BP Checks 311
Total Checks Device Setup Sesslon ® Total Checks
© informational 27 Userld  (HIIID 1
Device Setup Wildfire (D 13

Security Checks (315) Group by Security Framework: ~ Critical Security Controls v Collapse All Q_ search R @l Create Custom Check
Name Manager Severity Feature Check Type Exceptions Action on Fail Actions
~ Custom Checks (4)
final_check Cloud Manager (NGFW) © informal Security Policy Custom Check No exceptions Alert v :
custom_check Cloud Manager (NGFW) A Warning v Security Policy Custom Check 2exceptions applied  Alert ~ :
final_check-1 Cloud Manager (NGFW) © informational v Security Policy Custom Check 1 exception applied Alert v :
test-yaxin-create-exception Cloud Manager (NGFW) O critical v Decryption Custom Check No exceptions Alert v :

~ Limitation and Control of Network Ports, Protocols, and Services (9)

The ‘Service' is not configured in a rule with the ‘Allow’ action ~ NGFW, Panorama ... O critical Security Policy Palo Alto Networks BP Check No exceptions Alert v
SSH Proxy / SSH Tunnel NGFW, Panorama .. © Informational Decryption Rulebase Palo Alto Networks BP Check No exceptions Alert v
Dos Rule Protection NGFW, Panorama .. © Informational DoS Protection Rule Palo Alto Networks BP Check No exceptions Alert v
Included Networks NGFW, Panorama © Informational User Id Palo Alto Networks BP Check No exceptions Alert v

o RRVERAEGI
Ry IEARTE I e 1 B AR G D
o IRBRE A (OIS
5 NGFW rhig s A EESI g o, DR H AT HERE.
o OB R IRESHYEE
THPTH NGFW v, [ R (0 2 IR 5 B 19 22 2 IR #s

NASEIL <

RBAWEAEEEE AT E. 205, BhEID IR #4 fEubim s BT & .
STEP 1| iy Manage (5Pf) > Security Posture (“ZZME:fE#A) > Settings (3%4)
STEP 2| @i idigtmdr, AREMETTH
STEP 3| fiHEpr# inutn s, NP ER #5 HE1T88 07,

STEP4| ® % Manage (“5H) > Security Posture (‘Z%4VEiRAE) > Settings (%) , RFHEIY
Create Custom Check (G:7 HiT#i#) .

STEP S5 | R E iR —Be&il. B HGTRE LA ARG, (FE I R 2o &
el PR, LAt I b A GE AR 1 5 ke 28 P A Bl R i Al

STEP 6| i Ji] BRI R — S 2 SRS M A ) e 0 7, v i R A S ST A My ] 3B SR A
H:#:‘ﬁl’]%ﬁ WESE,

]

Ko
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3. WAL B AR (80 . R, nTEZE True B False & 1F,

* . %%Lﬁﬁéﬂ%ﬁﬁ

S Hp i 3 SRS E B B AT BOR I HI A0 Okta {/ILE:L_H:II Ru55|an IP (7 hERy, s
S EELG) T AE S W T 2R SEE T, WA

General Info
Name %
Prevent risky use of okta
Description *
Prevent risky use of okta
Rationale
Object Type
Security Policy v
Logic Builder v
+ Add Expression @) Add Condition | (31 Add Group
i Group w
i SourceAddress v Equals v RU v + B X
OR v
i Destination Addre: v Equals v RU v + B X
AND v
i1 Application v Equals v kt: v + B X
AND
Acti v Equals v llow v + B X
* Required Field
S -

STEP 8| fEfFEAIMA.

(e IVENID) g Cy
T DA SR AT R U (T B 1
- B - VR E R,
o R - A TR R 1 T
- BB - BRI AT,
SEHE B SCBAT BN RO MR A, SIS B 19 B
| AR R

*ok

¢ AR B R A TR A
¢ BIET RIS B ARUFE T, e H R TR A

FENT R B4t
WA, AT AR B D S R A O

\
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STEP 1| %4 Manage (&¥) > Security Posture (Z%4:VIkAE) > Settings (i%7) > Security
Check Exceptions (ZZ &Mk #s(717+) Fi Create Security Check Exception (i 7% 2k f s

Bt

%, #EIiManage (&) > Security Posture (Z%:M:ikAE) > Settings (k) , Rtk
VL HERR B & LG (Exceptions (F141) i)

STEP 2| friE 2ok & N GUA BLRIBT BRI &N, SR OB R AR, SR e

Security Check Exception (e -k #s pilst) Sybie H i /1 & 55, LA Best
Practices (j: () fn Security Posture Insights (4: 2Lk B ZS) B FMi,

STEP 3| 1) ABs o0 30 SR8 SRAS ECERE W,  DUTg 1 s A I g F4 1 490 45 52 1 e el R R R G

STEP 4| fEAFERIBISL,

IR EE €

b A AT R A SR OE B HE O e B ST B RN 2 ik, B S R R S i gm 1, L

(E AR RE SN HIR I T80
At m DASE s il A P 2 R A

oI B A 2 R A T S
T B S, (Manage (7))

SR T HL NG BRI T B, 3 AL A
> Configuration (3%7%) > NGFW and Prisma

Access (NGFW Fil Prisma Access) > Security Services (Z4:llk%) > Security Policy (%4>

PEECR) )

Security Policy [Global] > Security Policy

Add Security Policy Rule to Pre Rules

General
Name *
Enabled
Tag
Match Criteria
%) SOURCE
Zones * O Any O Select
Addresses * O Any O Select
Users @Any O Select O Prelogon O KnownUser (O Unknown
Devices @ Any O Select O No-hip O Quarantined Devices

[E APPLICATION / SERVICE

Application * OAny O Select
Service @ Application Default (O Any () Select

» Setup Devices (GRCHEE) — $H¥BH k

T P A B AT
Me#s, DAMAEPEAFHGRE, (Manage (G5 E)

L]
© [} Configuration Analysis X

6 out of 10
Description
Security Checks Passed
»  Resolving all checks keeps your policy
& rules precise and effective.
Schedule
Required
& The ‘Source' and ‘Destination’ address and zone are
%) DESTINATION set to ‘Any'
Zones ¥ O Ay O Select @ The ‘Service' is not configured in a rule with the ‘Allow
action
Addresses * OAny O Select
Server Response Inspection in the allow rul
N disabled
Devices @Any O Select () Quarantined Devices

Recommended
(@ URL CATEGORY / TENANT RESTRICTION

© final_check-1
URL Category @Ay O Select
Tenant Restriction @ Any (O Select
m—— — mmm— — - —— - S

f N I ROE IR th . SERLRE. AT
> Configuration (%) > NGFW and Prisma
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(e i

I R HE

Access (NGFW #l1 Prisma Access)

7E) )

Overview  Security Services

Device Setup @

Management  Session

Services - Customized

Update Server:
Verify Update Server Identity:
DNS:

Minimum FQDN Refresh Time
(sec):

FQDN Stale Entry Timeout
(min):

'y NTP Server
Authentication Type:

Secondary NTP Server Address:

Secondary NTP Server
Authentication Type:

Dynamic Updates Scheduler - inherited from

Antivirus
Applications and Threats:

WildFire:

VB S ONE SN FER IO oW N

Ro

v Network Policies

1111

30

1440

1111
Stest

None

Stest
None

Schedule:Every hc
Schedule:Every 3
Schedule:Real Tim

v Identity Services

> Device Settings (&1 % 00)

v Objects v Device Settings v Global Settings v

@ o

[ )} n Configuration Analysis x

3 out of 4

Security Checks Passed

o Resolving all checks keeps your policy
rules precise and effective.

Recommended

A\ NTP Server Authentication Not Configured

@ The Minimum FQDN Refresh Time is not set or is set to

too high a value
@ NTP Server Addresses Not Configured v

@ \Verifying the identity of the update server is disabled

HE TR E ML BRI BN, B0l BAERE £ H Gt

> Device Setup (%

AM“(%#ﬂ%r>Hwmewam$mﬁ)ﬁﬁfmﬁﬁm)
C ORI, %%ﬁ@ﬂ%&%%ﬁﬁ@ B Gk e R

Alerts (s ) > Log Viewer (=&

e > Rk (e

[E0Y

H SE R

E

IR HER, ST DU ERE RS, OB R A B T,

" EENR th (o R e e ) (RBAC) pee B n i i fa N, IHSSRE F i
BL7E 5

- Incidents and

Incidents and
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O Prisma Access $7#E

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Pro
ik NGFW fi 4
G i > VM-Series gijms NGFW)

— & 7] LI Strata Cloud Manager i H (1R
RNy 8 B A T B (s 0 17 1
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MERAR A R R - FAT A HE RS A Se B A ORE, R 5 R ACHT I8 = IS R 5K T A A 7 {1
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LR VERE IR H — ] DR H 3k, DU BR R hn s 4 2R S f (0 ] T A0 n s 28 LA T AT 3% € o
Web % 2 MEAF B £ — FURERE I B Web ‘22 2 ME BRI 22 s & .
BRBE I B B — ] DA I ZE DLP 3%, (B4R 0 3 53 T HE %2 %5 Prisma Access,

EORMZ M B B — A LIFHUAS 2 DLP A1 SaaS 28 ke, (B Al s e s i HE R 2
Prisma Access.,
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STEP 4| 1 Prisma Access ZEuii/i B Ul vh N7 7 i
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AT DAAEIRER (s 5 {1 2 o HEHRLE 2 2

+ Prisma Access O AL Py ZRE, Y e
) Strata Cloud Manager & B 41 3% 0E 5 45 Bk
] | M Al P LT .
ﬁé%)ﬁﬁ Strata Cloud Manager oy Panorama iz — /&P NGFW 1 Prisma Access, &K A IE 5
5 .
ﬁ‘ .
o NGFW, HHGHikEs NGFW Ei &y H B
O Prisma Access $7##

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Pro

— & 0] LIAE Strata Cloud Manager {4 JH Y F5 1k
FNE BRI IR B (58 g 7 1E

S L A P DR AT E ST A AR, a8 ISR EWRIE Strata Cloud Manager &1 5
A LA E IR e e ORI, B K%, Prisma Access #1058 BiL Fr B 37, A 2o/ B B 0 5 4 7 A
PR, AT CR AN S i e, N L] e AU R AL Bl K. Prisma Access il E B
WRIE . T IR % T R e 1 (fon] AR G2 3% Strata Cloud Manager 45 21 ) R 55 Rl & A A7 HURE
B

LA B R S 35 A 41 Strata Cloud Manager FLT P, 8 4k A2 ORI Prisma Access &,
B7 il 55 i s IR 2 o [l 4 B

CUA TIESRAS R AR B R o A T W e, e e Widget s
A LA o fth P €61 15 P

STEP 1| % A Strata Cloud Manager,
STEP 2| Y Manage (&%) > Access Control ({7H%#l) > Scope Management (#iF& )

STEP 3| dAT Wil
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STEP 4| 7 3 i [# 4 1 3 i
o A0 I R A O A L R P
1. R ASGULME) Name (44F8)
2. %HU Folders (ZXfHA) |, AREe2yis (HUT) ZEAEATHIE N ZORR, B KR

Prisma Access il # .

SIS IR, 6 G B B B S SRS R R 2R e, AL
BRI, T R,
3. I Snippets () | MEWH (HUR) I G107,
4. FRTEEIE.

Create New Scope

Name*
test

Folders Snippets

~  Global (AD. Neocom - 6 - Prisma Access)

v Prisma Access

~  Mobile Users Container
GlobalProtect
Explicit Proxy

Remote Networks.

Service Connections

* Required Field RN - |
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B A HE

STEP 5| ¥#ulE4s Bl 2% £ 1 4 Strata Cloud Manager & B 5,
1. FEIRGE KA AEJe a4 BE d dEN7 1 i 1

Scope Management @

Scope Objects

2. NV Strata Cloud Manager &2 B (7, BN, 1] DA 55 247 HUIr A FLUT S I 4
DR 1 1] #  HL MSP AL 4,

THAE A None (M) o Q55 B0 w] T 8 (01 R ORI 69 A AP IRORE SR A BRI A 26N, i
2B MR 2% e M mo,

D) EIUEEER Strata Cloud Manager #py & F) Clear Role (i1 (n) | LI
HATRIRIH ARES . sa@ i s maERFI A,
3. HEMESBIA L DR ARG, DLLCHTE s PR R, G G E . T R i
I, AN SR
4. HEESOIRIRA RIS, DUFHE 2 (0 % 8 SIS, G4k — | Assigned
Users (CRIRIMIH) Wpd s SHETE D, ARERBARATLE .
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https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions

BEL A7 HE

P PR

AT DAAEIRER (s 5 {1 2 o HEHRLE 2 2

« Prisma Access 0 LA PSR RE, P aefli ]
Strata Cloud Manager & B 41 3% 0E 5 45 Bk

N — %% NGFW FI Prisma Access, % f [l
GEgiiy) o -

(i ] Strata Cloud Manager w; Panorama ==

N N - ﬁ‘ ‘
o NGFW, f#5 ik NGFW i 7 & Wiy H _ B
O Prisma Access $7##

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Pro

— & UL Strata Cloud Manager {45
ALY BE R A S P A 2 HE

F5 7€ Prisma Access ZEui i FRAT HE BVl 54T IP 24k, FUA S BEA R IP Az akas A (N HLEC 2him
SEEE) MAELE, FBEAFIL Prisma Access 22 BT,

IP (2 hE A& AN I HE, R PAGR AN @ ss s A T ] SZ A5 AT A e G SR E A any ((E]) )
o, 4% Manage (#) > Access Control ({7Huf%]) > IP Restrictions (IP [E7]) .

EHA WP BRI, AR AR, (S8R P AZHERIP (e b dEE , 55245 € B R AP (k14
P& AR AT ] Mg E%, N4 Prisma Access & 8135 28 IP 70k A1~ B A YA (s T

+ 169.254.169.253 F 169.254.169.254

« 100.64.0.0/10

« 169.254.201.0/24

e 169.254.202.0/24

LR TR & RFC 1918 H1 RFC 6598 19 IP Az hl Sl #EAR (T HIASTT 5 RFC 1918 i1 RFC 6598
(1) (ARD 1P AZAE w1 Thy, IR SIS, A T RE & BLAEEE A G 2 IP 2 Bk 2 ) 8 A
(LIE N
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support

EHL A7 e

IP Restrictions

Control Access to Prisma Access Cloud Management

Trusted IPs (1)

Restrict access to your Prisma Access. If you select any, you can access it from any address.
1P

any
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4% paloalte’

TECHDOCS

TAEVifE : Strata Cloud Manager

S T T ) 2 B P75 2

+ Prisma Access (Managed by Strata Cloud LA — e A Ez b, RS HR A TAFAL ¢

Manager) 0 AlOps for NGFW Premium #%
« NGFW (Managed by Strata Cloud . B
Manage(r) ged by SU8% 2 9 Strata Logging Service #7 4

Prisma Access %}
Prisma SD-WAN

st i 81 A s e T 452

« Prisma SD-WAN

O O O O

EARE O TAEMFERy, Discovery (FE2R) 5 &0 & £F 47 Bl g it s ) Bh /F vl (LA A 7 DA
O A A R B Bl e (R AL SR A BRI, VAR DU, M AR g SR E K B NGFW Al Prisma
Access 17 Eh (i F & Bl it e 1, 00 B E] NGFW (193K S T8

o PR LR TAE

« 3% Prisma Access

o i NGFW

o &JE Prisma SD-WAN
o fRESGTHEK (NGFW)

o KBS T (Prisma Access)
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https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/activate-a-license-for-remote-browser-isolation
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/discovery
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-infrastructure
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-infrastructure
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/workflows-prisma-sd-wan-setup
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/workflows-prisma-sd-wan-setup
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-prisma-access

[{EyifE © Strata Cloud Manager

LAFURE @ HR5R

is PR E A 2 P LIREE N2 2

« Prisma Access (Managed by Strata Cloud O AlOps for NGFW Premium £ #E i
Manager) Prisma Access #% i

« NGFW (Managed by Strata Cloud
Manager)

* Prisma SD-WAN

TERR ) RIS A E RN AR A T Iy T BE RN DARED I AT, T REAT 2 PR TR 2 T A
SER AT LLEATSE R AR, BAFTRE S W] G T 5 R PR T PORE AR X 2 LR
IREEE, BEECRR a8,

Workflows

Discovery

Q  Guided warkflow

Create Folders for Cloud Management

Get Started

(R IE N FI 58 2 18 1) By Il S T Rk
STEP 1| B %EWorkflows (T.{Fififl) > Discovery (#£3) , k%% Get Started (PHIATEH) .
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[{Eyife © Strata Cloud Manager

STEP 2| EERR LI BOR BRI L1 )73,

o HRPT KSR E6E — ERORLROE A B EOR RO 20 SRR R R B [ O AN R BOR 2 38 T RE

I3 AALR (B SBE T
ST A A Y R

o BRI — SR ALEOE O BB A SR BN B ST AN TR 2 AR g ) i (o R T
o DyRE B )R A — PR I AL OS5 A AR EORR D 20 SR A R [

ANFARBCR 2 7] LLaA a5 I,

o B A CH TR - R BRI S RO T A, Rt T DURER B R fs Dl 2 i

iR,
eI, FAMTESEEE | have my own way (FiA5 B O k) ST,

[«] Create Folders for Cloud Management

STEP10f 3

How do you plan to share your configurations and policies?

9 Tips
By Functions of Firewall

ganizations that have different policies for data centers, branches and internet Did you know?

a folder are cloud

to a folder

By Regions
Usually for organizations across regions and may have different rules or comply different

laws.

Mix of Functions & Regions

Us across regions to seperate policies for different data centers,

br

@ I have my own way
If none of the ples table for your use case, you can also build a device

architecture a tuation.

@ B Show Tips (SR E75) | 2575 1] 173 W8 g HE WA 8 T St e s

STEP 3| GEIUNext (F—2) LUHE ERHICGHIAE,

Strata Cloud Manager A [" 389
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(EH R AUENE, R BR 1 oS I d A i 2RI, T DL

HHEHTEORN A — B I R R AE PO 15, BT AORERIVE I, #— F m, A&
BT EOR I i 44

it o R AR — TR R R A B A BT, BRI BR ORIV 3 I, SR s DA R 2R A

OB A EOREIE — W P EORIK, Rk BRI AT A F . #2 Enter S E4Z — PTG O
i, T AR A K

Ji& D B AR B AT AR EORE AR

[«] Create Folders for Cloud Management

Review and Edit Folder Structure

* LA I AR Ik 2 T LA PO SRR

*d LR R A 4 T A T o

© w5 E Tips (4%) 1 DURHB A2 ORI E 47,

IR LE, ST LRGSR, ATk,
I Next (F—2) | HSBH ARG R IR A 2RI,

A LI B e SR I — ol 2 8B K A
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[{Eyife © Strata Cloud Manager

STEP 7| I Assign To (F7iR#) , HEEERS JOME EHRIREIN EORME, IREEIC Apply (£)1) o 4R

k45 Cloud Managed (CEum/B) ERHIIES kK

+| Create Folders for Cloud Management

STEP3 of 3
Assign Firewalls to Cloud Managed Folders
Firewalls (1

®  Serial Number Folder

[ CANARYDEVICEL Al Firewalls

Sy

i, RN SRR AR

© Tips

Assign to a firewall folder

Assign firewall to folders

« Select the firewall(s) to ass
specific folder and then click Assign
To

« From the menu, select the folder and

then click Apply.

0
0

Strata Cloud Manager A
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[{Eyife © Strata Cloud Manager

STEP 8| iR &1 45IK 2L Done (5210)

«] Create Folders for Cloud Management

STEP3of 3
Assign Firewalls to Cloud Managed Folders

Firewalls (1 © Tips

®  Serial Number Model Cloud Managed .
Assign firewall to folders

© 1 Firewalls have been assigned to Folder-1 and will be cloud managed.
7 CANARYDEVICEL PA-7080

« From the menu, select the folder and

then click App

oooo (8

Click on checkbox to selec

Selected: 1

& & {r 1% Discovery (#58) (Ml 2L NGFW Setup (NGWEF &%) > Folder

o
A&

Management (PORHACEEE) FUERIG A 2N ZORMICMITE FR IRV B Kl

Discovery

You can start critical and recommended tasks as soor

Create Folders for Cloud Management Benefits:

Folder

Go to Folder Management to make further updates to your folders
your fi

Workflows Folder Management @

Discover
NGFW Setup ~ o Add New Filter Reset Filters

Folder Management

Folders Add Folder

C
Web Security

Name
[
Al Firewalls (1)
g Foldert(y
I PA-7080
Folder-2

Folder-3

392 ©2025 Palo Alto Networks, Inc.
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[{EyifE © Strata Cloud Manager

TAEWEE © NGFW # &

38 AT AE (] B (2 PR 2

« NGFW (Managed by Strata Cloud Manager) | 0 NGFW [19 22 /5 B 15 i
AlOps for NGFW Premium 7 ##

O AU#k75 % Strata Logging Service ¥ #E

O B4 Prisma Access PZRE,  Hila] DL
/1 Folder Management (&R HT) 2k
Bl TG 7E FR0V ZOR AR, W 2 ZOR AR BIUT
Web % =k

F B PR E NGFW st FE e, I8 aa 408 5 0 G ks [ 48 Strata Cloud Manager, L%
T BRI E R LU SR e I BG KA T o, 2B Ty - ORI I,
R H Device Management (ZEIE A EE) AR EORE AR Ja vb I A 25 18 14 s i 2Rk,

STEP 1| Ri#) Strata Logging Service Fll AlOps for NGFW Premium #% £,

SO8% 5% Strata Logging Service #2#E, NGFW 19224 H 55 % AlOps for NGFW Premium #%
HE,

STEP 2| @\ —ai s ME kK,
BRI ] A7 Kl B S KR T e L, DARS bk A B
STEP 3| ¥ ks i % Strata Cloud Manager.

PR kS 5 % Strata Cloud Manager, &L ALERS K% 3% € A 8% Panorama %7€, f
H 7 I BLAE Y Strata Cloud Manager FHL 72 AR B, L2 B8, ST LIRS e Bl KOs
By MR TR e

STEP 4| (ML HA) WA TR %E, Gl A il PR (HA) J0E rh a e S2 A BRI B s
STEP 5| &7 —E (B,

FrBEn] JHACE R ZORM . 103 o8 9 B KA 3 e P A T 7 ML 38 n] e SRR HEA L T bk
JEE T ARHE 2Rl T SRR B, A ML bk L fe

STEP 6| f/ A1 E I,
L LR GRS B AP L,
STEP 7| 4y i st A FOECHH ML,

STEP 8| % %724 4 Strata Cloud Manager #3225 5245 B )7 s
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/web-security
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices/onboard-a-firewall
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/activate-cortex-data-lake-toc/activate-cortex-data-lake-easy
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/aiops-for-ngfw/activate-aiops-for-ngfw
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/administration/onboard-devices-and-deployments/configure-the-firewall-general-settings.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/administration/onboard-devices-and-deployments/configure-the-firewall-session-settings.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/administration/high-availability.html
https://docs.paloaltonetworks.com/cloud-management/administration/manage-configuration-ngfw-and-prisma-access/configuration-scope/snippets
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls

[{EyifE © Strata Cloud Manager

ARV AL E A B

ig W] AE (] B () 2

« NGFW (Managed by Strata Cloud

Manager)

RFEAE?

O AlOps for NGFW Premium

i1 Strata Cloud Manager 4 21J Palo Alto Networks NGFW fi &=z g s pp i b5 .- Strata Cloud
Manager "] H ¥ 1T PAN-OS 10.2.3 5 5 8 i A Bl A ks

I+ Strata Cloud Manager JCik &It aidl— T o,

i#iith Device Management (Z4E 75 7)) & (Workflows (CL{EJiife) > NGFW
Setup (NGFW %7) > Device Management (AL 5 s) ) | fsn] LUK Be BLIGS BT A 22 45 BT 4
1A BRI B G R RO GO, N 3 B 2 SR PR B4 1

77 T4 ALY NGFW ZERIZE6Y

2 A

Cloud Managed Devices (Z£

=

PR 4 (Workflows (T{Fiifs) > NGFW

Setup (NGFW 7) > Device Management (2575 #) > Cloud Managed Devices (2235
HELE) ) SEURITAE SCM ERRRS Ko, e MR IR B &R A, B A B B S5 A R

i NGFW (144 iy K JLRIT (e i) &R,
R4 TS A 2 NGFW R 45
Y S CIE 3 N1 NGFW (¥ ik g -
o [
NGRS
HA jik g = F# NGFW 179 HA k7 -
o Active (1Hh) —IF% Ui & m B ER (IR AE,
« Passive (#¢E)) —IF " fififm ik RE,
« Initiating CHCE)R) —BARERL, Bh IO B2 A LI 78 & Br i
%% 60 ),
* Non-functional GEfFHA) —#iaRikRE,
« Suspended (CUE{5) —4F B A s BT Kk,
« Tentative (Ei]) —SF¥HA EB)/ EBhHHLRE b v il ol g
P P e
g - NGFW )7 5%,
Model ) AR NGFW 75

Strata Cloud Manager A["]
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https://docs.paloaltonetworks.com/compatibility-matrix/feature-parity

[{EyifE © Strata Cloud Manager

KA . L% NGFW 57 -

- VM

. PA
ik . E#E NGFW 11y IP {24k,
FZHE ) FAE NGFW 119 52 HE 2 R

o AITF
o THITF

TREGIROA | S RE SR |

BUR H BIAER Kl ik gs RN A iboA, an=G 2 r il &
A, Al 2B R IS AN A T

(EBH IS ME AR 48, 7Lk 4 4% Strata Cloud Manager Hil
B Ol BE B RO 7 A RE A S G 1) 2 e ISR T IR T 58 i
(1 2 165 Jag k37 L

EONE

O R ARRBS KSR BH F
o RRTUZHEE A

o HOBTRCGE)

o BRTTRK IR

o ABgTE R

i Tl )

0 S vy LI 2 i A% s

Available Devices (W] JHy251E) HAR @ HURPTA Cn] E#E2E SCM 19 NGFW, LK .l Strata

Cloud Manager & Fl1y NGFW,

ur3%; Strata Cloud Manager 1. i g2 jeig e g, e — /o,

AT LIS AT FH i 2 i TR 24 1 R A FNAZ Y Strata Cloud Manager.,

STEP 1| % A Strata Cloud Manager,

STEP 2| %EHUWorkflows (T{EJiifL)

> NGFW Setup (NGFW :£7¢) > Device Management (%4

HE) > Available Devices (7] f9%EE)
1. %l Back to Available Devices (Gl |olv] ya&iE) | #Bh k&t Strata Cloud

Manager,

Strata Cloud Manager A"
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https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/panorama-managed-devices-summary/firewall-software-and-content-updates.html#id9e0eaba1-82f0-437a-ad83-a0e5627690d0
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices

[{EyifE © Strata Cloud Manager

FEB It b3 S AR 3 e A T e
AT LR AT ROAR, DU T i XML #8228 E sl R,
STEP 1| & A Strata Cloud Manager,

STEP 2| #EH{Workflows (L{Eifif?) > NGFW Setup (NGFW :%7Z) > Device Management (%
EAVEL) , ARTELE Actions (B)fF) il Local Configuration Management (AH %7 4
o)

STEP 3| s ARA LLE AR ST,

STEP 4| #:—F Yes (G&) , B s LI AR c B A a e A, N HsR ] TAF,

T DA Jobs (T fF) Wil s S Mol 5 106 1 T REMERAR, 8 25 B s e 20 A 2 5,
S R 2T,

STEP 5| g LUkl BT S R A () 35 0C S Al 20k

TAFWRE © ZORHCAT HE

is AT AEA R 2 FREE TR L P 25 2

+ Prisma Access (Managed by Strata Cloud ManageflOps for NGFW Premium #%
« NGFW (Managed by Strata Cloud Manager) | O Prisma Access 7 i

FORFA ] FH A VI Kl 250 & U HE T T i -/ (Prisma Access 1TEI{S H 5. i i e 1% 230 Al

Yoifg) , DA bR e i, ] DU — (88 & 2 N i E Ry Bk, DL 2R E Ty
Bh ORI B AT o, P OBt T LA 2o {18 P ik LA

Prisma Access Fl NGFW 1) & B A& Mgz iy 5 1845 NGFW Eil Prisma Access ¥ & 70l 21— 1

FRb A, HJg, a4 BB A fa it i & AL 38, sl A9 1 o 1 B SRR s 4%

i EORH A £ R HE B e FIBUR 5 K
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[{EyifE © Strata Cloud Manager

Folder Management ©

o Add New Filter

Folders

Name Labels Web Security
Global
«  Prisma Access
v  Mobile Users Container
GlobalProtect

Explicit Proxy

I

Remote Networks
Service Connections
« AllFirewalls
v Department
~ Engineering
3 PA common »

+ Finance

‘ common

« NGFW

e Prisma Access

BRI E HE (NGFW)

Rl B A BB ARG A, 18T DL AR AR AR i s AN BHUE R e RS ORI, DAMEATREERE T, Ik
A&, R EORHAC L A BUR B KOS B B2 BEREE IOAR . B REN S SR TR, DL B ZORH A B
it GlobalProtect M JHF2 2R B Kk i

EHABE KOS &R, Strata Cloud Manager (1AL (n] 6 7 119 2Rk B e PN fe 2 <7 Fe VA P ik &k

A, AT ALL Firewalls & RG] BRI AR a1 i B, B, fEaat ZERk
PRI IR, G5 FYIETE, 6 FJinv#Eild, Folderl. Folder2. Folder3 fl Folder4
Wi A ALL Firewalls BRI,  FLE MDA ] ZoR A YR 8 e & ORE AP Je v, i 4F
Folder2.1 fil Folder2.2 Wig{t Folder2 F, HAR Mg ol )i (- (o] SL AR 2R} AE
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+ All Firewalls
» APAC

Example Folder

« Folderl
v Folder2
« Folder2.1
Folder2.2
« Folder3
Folder4

HENTERHK

HENZEORHACEB] JORSHET T 0, DARLROCAT R, S nT DIETRRAY Firewalls Bk M el
—EBAT ER RS EORE A

STEP 1| % A Strata Cloud Manager,

STEP 2| %4 Workflows (L{E#ife) > NGFW Setup (NGFW %) > Folder Management (&%}
Aeir i) fl Add Folder CHrH&Rlsc)

STEP 3| At bIAchLBLHLYE 478,
STEP 4| (W/1)) A TR,
STEP 5| (S11) $RUR— % (e,
{7 ARSI, A B R B AR T
STEP 6| 40 7 ZORI SR RE
SR AN FirewallsN (475 %), s SRIRCE AT VORI S L YERH S PO 3E T,
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T{Fyife - Strata Cloud Manager

STEP 7| #EATERIAK,
Create Folder
Name*
HQ
Description
HQ firewalls
Labels ha X
Inck California
* Required Field
B R
B A BRI DA A4 . 59,
Ae,
STEP 1| % A Strata Cloud Manager,

LURCHT 8 s WA, 0%, Jn] LA 75 SRS B sl B 2Rk

Strata Cloud Manager A"
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[{EyifE © Strata Cloud Manager

STEP 2| #IftWorkflows (L{EJiift) > NGFW Setup (NGFW
AAFHE) |, 0P [Actions (EH{F) ] ZhHE

s
&

Manage Folders

Name
Remote Networks
Service Connections

v Firewalls

() folder-58438

v [JUSA
v [[)East
> D New Jersey
> [[JNew York
9 DUMMYFWSERIAL1

v [[West

v [[)California

[OHQ

> Folder Management (# ¥}

Labels

hg
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STEP 3| m&HEEELERIH,

i e 2 A

1. AR EOR AL

2. (D) AR ORGSR

3. EHENT Labels (4%

Ty AR BEORHIARIR S AN AR AR, B0 LAl 4
4. Save (fitfr) .

B B R S L Destination (H (1)
] LUEE T 91T AR B E R,

T R B ERLAE, LUK LN iR A2 JLfR R

] ARS B By O RS T 1 N R
o AT LUK — 8 ORI Nk BRI RS 78 5 — (I E R
{EEICE R R H AR B B &R,
o MERE R, R — N OK (fEE) LA,
&AM BRI A BRSSO, BN A PR EORR I ERAE,

B Aw H (Prisma Access)

Prisma Access ZERI A TR E 261 5 & nT DB S Ak Fi e e #i s, WALk Prisma Access 0%
B (FTEDME . S v R I RN R 75 ﬁf?) RO RIEE, AR B BT T SRR Y

E==

i AL o

FEN BRI N IUREE, &t R AT B AR fg NI T BRI R, (AN, #& W7 LIAE Prisma
Access BRI 3 EAE GlobalProtect. WM Proxy. i i il i A1 Al 755 i AR Rhm FH ) 2%, [a) T,
T m] DAAEATEN (3 F 5 4528 P A% E£E GlobalProtect EilHJfifE Proxy [Hl3m YR IE .

Ak fR T Prisma Access HU BRI e

EERHA R b, 18] LAy Prisma Access 17T Bh {8 ] & 3ud Vi il 6 o8 M 155 586 3510 5 BT Web 2
2,
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TAEVFE @ Prisma SD-WAN 2%%E

38 AT AE (] B (2 PR 2

e Prisma SD-WAN O Prisma SD-WAN ¥ ##

& n] LA{# Jf] Strata Cloud Manager 1 Prisma SD-WAN 3% 7 L uha . gRb O uba Fil ION 4

H.,
BEf(Workflows (T{Eyfif) > Prisma SD-WAN Setup (G¥7E) .

By LA A H ) TR AL -

o uhH
il Branch Sites (7 Zvht) FUBACIEAMEE b C o 2 v, — W2 v e — B N
BiEAT — o0 7, FENT 2y, 1T DGR BRI BOR B ANEE, W 5% WAN Ha .
RN I A RN R I A

o HFRHHO
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f&a] Dokl . Mt ol i Strata Cloud Manager > Reports (1 75)

REARAT)  FURG

Reports
Generate Reports / Overview Scheduled Reports History
My Scheduled Reports (15)
Name Report Type
Executive Summary
WildFire
DNS Security

Best Practices

Activity Insights - Summary

History (JEFiiii#k) @&HUR

Created By Status. Actions
Sent per Schedule 'K
e & ¢
. ¢
Sent per Schedule K4
Sent per Schedule 'K

M2 30 KW FHmIPT A

(SEEERSIED)

> Scheduled Reports (}F
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W E (Prisma SD-WAN)

Prisma SD-WAN WAN Clarity ¥ {5 & 52 (0t S5 i rb i it i i FOME 5 (8 1 S ) e il . 48m] LA
{it Prisma SD-WAN PET &5 N HOE 18 a dy £=0F slbimd iy,  DUEDEI T2 M s ke, DA s
FHR BRI LR

RS wI A AN R P RER) FTBE IR 5 (5 1. G506 Prisma SD-WAN 55 2 B AR TR,
Prisma SD-WANWAN Clarity #7514 -
« WAN Clarity 7 % 15
+  WAN Clarity ZRH O
o R R
A R
STEP 1| j#H(Reports (#75) > Prisma SD-WAN,
STEP 2| I WAN Clarity Reports (WAN Clarity #%) [/ View Reports (hiil#55) .

STEP 3| 35 Time Range (KFfEEifE) |, AL Report for GREGFER) BT FI(E—X,

* I

o LR
¢ ML R
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4 paloalte’

TECHDOCS

Y% : Strata Cloud Manager

P mT DAAEWIR AR (6 5 {18 2 P FER AL A 25 2
+ Prisma Access O LU F&FZHERS & % Strata Cloud
N # N
(i jjj Strata Cloud Manager wj; Panorama 2y Manager (¥ {7 U -
EREEL) O Prisma Access
« NGFW o AlOps for NGFW Premium license

(i Jj Strata Cloud Manager w; Panorama =y (use the Strata Cloud Manager app)
AR o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
o AEIRLH P SR Pk B REAL (TSG) 32
PRIV IE TR

O HOR R R 0 1 (4

" fe B IJJHbTuf%‘Wﬁﬁ’%“ﬂﬂﬁE@%ﬁ\ H, 645554 Strata Cloud Manager Hh19 (T fuf {3/,
P I A, 88T DAFE AL . A R B B b i N 2R, 6 RS B R 8 A L& e i
ML) E 22 H %?%o

(R 0 A B i %
o T I e B
o R Fr e B
o I F i B
o MBRF i B
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Fey e % - Strata Cloud Manager

AT P f 5

B n] LA R HT S 1 2 B HER L 5 2
+ Prisma Access O LU & FHEAN & ¥ Strata Cloud
(i ] Strata Cloud Manager w; Panorama = Manager {f) {7 U -
E=EL) O Prisma Access
« NGFW o AlOps for NGFW Premium license
(i jjj Strata Cloud Manager wj; Panorama 2 (use the Strata Cloud Manager app)
ERTE) O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

O AR HUT 7SR = IR F AL (TSG) 32
PRIV HE A 5K

O MR R 75 R B 1 (1

AR AE Strata Cloud Manager W43 55 2 5 28 A7 HUv B sE 2658 H Bl ru i, (B AS A a6 n AT
O GEEE AR DS LET H G- 2N T ik BTG ik,

STEP 1| BRI LY HEZHA H B H I,
STEP 2| i BUERIEUH 15, Ikl I ER,

STEP 3| SRIFUEZ AT H 78 = Favorites (Ji3E) .

i LI U RE 2 H ML R i s . U TR R TR A iR
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Fey e % - Strata Cloud Manager

SN
o
f

L 1 e 5%

ST ELEPY 2

AT DAAEIRER (s 5 {1 2

« Prisma Access

(i ] Strata Cloud Manager w; Panorama =

pe=gtiy) o
« NGFW o
(i jjj Strata Cloud Manager wj; Panorama 2
e ) o
o
m|

EARTHLA = 2HL = R 5
PRIV IE R

O MR R 75 R B 1 (1

O LN &S HEAL L& ¥} Strata Cloud
Manager 119 {7 IR -

Prisma Access

AlOps for NGFW Premium license
(use the Strata Cloud Manager app)

Strata Cloud Manager Essentials

Strata Cloud Manager Pro

[ (TSG) %

LR e dee i 2 4%, T DAk, T B iR s, MO RAAR AL,

STEP 1| I Favorites (Fific3%) .
STEP 2| My BlEr R Ly, Ml fr i b /s,
Favorites
Tenants 1
Settings / Tenants
STEP 3| HURBEERMIEN RS aE KA1,

Ve — T Bl S BRI R L, TAUSAR (L
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Fey e % - Strata Cloud Manager

it iEF YY) dpe

B n] LA R HT S 1 2 B HER L 5 2
+ Prisma Access O LU & FHEAN & ¥ Strata Cloud
(i ] Strata Cloud Manager w; Panorama = Manager (1) {r 1Lt -
TR O Prisma Access
« NGFW o AlOps for NGFW Premium license
(i jjj Strata Cloud Manager wj; Panorama 2 (use the Strata Cloud Manager app)
TR O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

O AEATFLUTT = SCHUT P B A (TSG) 32
PRIV HE A 5K

O MR R 75 R B 1 (1

Brie Jen s 2 i, AT DA & 2 m EAE A Ak,
STEP 1| I Favorites (Fific3%) .

STEP 2| SR BVErRI A2 A H L7, Bl s i s

Favorites

Tenants

STEP 3| JHH HHHrin 44,

s JH dre B2 Hh R HE B BT A, W ASE EOET A A A G IE Y IR AR T E
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Fey e % - Strata Cloud Manager

A k2 B
H B B i) fr 5%
Fe Ry DAAE WR AR5 3 {2 Ho T FERR AL N 75 2
+ Prisma Access O LU & FHEAN & ¥ Strata Cloud
(i ] Strata Cloud Manager w; Panorama = Manager {f) {7 U -
E=EL) O Prisma Access
« NGFW o AlOps for NGFW Premium license

(i jjj Strata Cloud Manager wj; Panorama 2 (use the Strata Cloud Manager app)
TR o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
O R P SR kB AL (TSG) 52
R IR

O MR R 75 R B 1 (1

B Jn = 2 i, AT LAE T B i R B iR B
STEP 1| I Favorites (Fific3%) .

STEP 2| SR BVErRIAE2A H L5, Bl i R IR 7R

Favorites Remove from Favorites

Tenants

STEP 3| $z— FIER, I feis F b bR R e %%

il e e de B B, WS E AL G2 E R BRI A B H
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TECHDOCS

& 7E . Strata Cloud Manager

P mT DAAEWIR AR (6 5 {18 2 P FER AL A 25 2
+ Prisma Access (Managed by Strata Cloud Managen) {F{a] £l /] )72l fH IR 7% AE A (TSG) 7
I IE R

O kR iEm 5k /A ¢
O Strata Logging Service I LA B H &

f£ Settings (%) v, #nf LIS BEEL Strata Cloud Manager 4201 BT A IR 1 A BNV RE P, iS5 Lt
FRJ7fE

AR

ol CAZHE 2 s T B

EHLETR,

Device Associations

Device Associations % /> J] it 22 & A N2 B, T
o RETREIE BURL] P A B

o REHE R B R e 15 A A BRI

o TEREALE RIS A BRI

Bl 2 (50 P A4 ) B

E it

ARG AT RSB, G bl RSO RO AE PRI )
o IARE AN

o dUHTar A TS

o FEILH

o HHERLALS

DA o 2 i 2L

ML=

I RIS S B 4 2 s S % (MSSP) Byt 3, A1y DU S7 R A B S5 b ik F FEL A7 1Y) B
J (hAUTTPARER) o fE Tenants (RHJTJ=) i, fEwrLl:

o HTEMLAS
o AL S
o WRLHUN SR RE
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e - Strata Cloud Manager

o MERFLH =
o PEH R F R 2 FUH SR
PR AA (TR S 2E,

st 1 B A 7 H

Pehll i & A o Bass Rz RE, DU A3 JE FTRE AR AP BRUAE I RERK, . 25 sk 0 Bl A7 i, 4T
DI B

o [EHAE AT

o REIR)

- A

o BUTRONR B G
B s (5 FH ik ) B A L

FERZ H &
faiii i Strata Cloud Manager {5 1] & it i 2 BT 47 B E 1 Rl 8%

L REAZ H G,

ION FZ 7 21
Ryl diE ION A& 18 FE A 2 RERERL, S5t 1Rl PEM, B IR RAS B RE R (2 BB ol g e ot
L ION FZHE,

{5 FH 2% i e o
FL R TR ok e DA 2 FL B 5ok Bildn, SRS RBUR B,
i T [ 4 (i i i

ST IP
SLAE A5 iR e 1P ik, 5 T A5 1P 5 B Ak B SEHHE JH A 2 A
A E S AT IP IS
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e - Strata Cloud Manager

Al T FERZ H GG

T LA (8 1 2 BRI 2 7
» Strata Cloud Manager o FHHfhZz—:

« AlOps for NGFW Free JfE 2=

» AlOps for NGFW Premium ({i Jf] Strata
Cloud Manager J& F F2 %)

« Strata Cloud Manager Essentials

« Strata Cloud Manager Pro

O FAMERTCE SR MO - R 3
BAEEL A, PP et R, R
HoIAMAEHILE . LA 1AM LA
LA PGP 2 TS BT
H. SHHPEMRIHE. MEERR, L
P E. SOC 73 #rhill. AEBL .
oL SciR. BB 2 e SciR. PR B

H

£ Settings (%) > Audit Logs (FEt% Hat) IS T, &wLIFEFIh Strata Cloud Manager 11914 H
Ht ARSI E G B, Herh SR gER R BT s 00 H 5k, SRR B . BT HOTRIRE R, DL s
SR, T LGRS EE 1 GE A 7 B R HE PR 34, S8 ] DA 1 S00) o 1] B ) B A i 3B RE A% H
g, AR B RN AR TR A

Audit Logs

Strata Cloud Manager A["] 423 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions

e - Strata Cloud Manager

WOE TSI IP ISR

AT DAAEIRER (s 5 {1 2 PR 2

« Strata Cloud Manager O A& SR P&, 2/
FOIAM AR 1AM F (0 BT 3%E T
TaIEE IP IS, RERRMAGTAG

s
R SISO N A S B D BORET TAE I, DASE IO I R s £ IR

st 1) LA 7 7y P AT ARG 70 Bz, st oy DAGE T W (S 4 IP VS B, 6 eh fis e S (8L )2 e ar iy
IP {71k, 20 BRI I R 5 A 1L

RIETARE, ACENHRLH PR R FF AT ] 1P (23 A EL A A AP, a5 (T 1P 3 B vl A7
FLHF WS AT 1P A2 HETE B, 8mT DA T W] A5 (T 1P 37 B AP 6 S B — R T S AR, ] DAGE
B AR 2 MU P RS fe by AR P KL SRR PRI, £ RN PR e b, AU
B el (S 4R IP IS REE, T BUS & ACHUT P ROR S FHUTS b, W H iy B2 FoRiilsg T,

fnfrf 4 Strata Cloud Manager & 2L v 5L IPJ& | 2017 hub & PR vl {5 (L IP j5 B

5]
%4 Strata Cloud Manager 44 # il {5 1F IP F0E hub R (S(E IP VG B, G5
B, GHEuSettings (%) > Trusted IP (AL P ki > Common Services (i IR
List (nJ{5(TIPJER) ) > Trusted IP List (W] {5{T IPiEH) |
Strata Cloud Manager 4 E /5B a5 (T 1P | 32 a5 (T IP S8 HI I riuav e, NI hub
JEE AP R TCS LW ST IP, AT AN SZ AT AS AT 1P BT, a0 1P ik

#% Strata Cloud Manager YR P8, H
TEMERLA AP IOHE, & mT LRI hub 2 8111
AFIOHE (A RIEBEA LLIEFT I RERL)

FET ST P
B w45 (F 1P

fige G A HURE
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e - Strata Cloud Manager

Bl {E 1 1P

BT LIAEGRRAEL (L S 8 2 PO LRLE N A2

« Strata Cloud Manager O & R P&, 2/
FIAM AR H T IAM 7 (6 s T 3% e
PRI{EAE IPJE L HEPRMY A GT A

{EfEH ¥ Strata Cloud Manager FCE) 2 HE. AL 8 LR 5 £ ek, 48mT DURE il vl 45
1P AZHETE = w5 4R IP J B, E— D PRI P oI, KTHRE & O R IP A2 HEAFHR,

{#i i Strata Cloud Manager #1 [ {5 1T IP,
STEP 1| %Ky Settings (7%7) > Trusted IP List (W[{5{T IP &)

STEP 2| {8 =5 ol &) L= J W HUEI L =
STEP 3| ¢ Add New Cirifr) .

STEP 4| {fig AT AF UL AL S (% 1P Address (IP fi74F)
o JEHRAZ 742 CIDR BERCEE, (AT IPv4 73,
o OTDME R 1P A2hE, o0, w]DUEEH A R g (4 12.12.12.1/30) 1Y,
o P RN R RS R, PNIEASSZ SR H & i A g i
« Added By Ciri+%) WAz A EIH A,
Parent Tenant

Trusted IPs =3

® Addeess Added By Actioen

STEP 5| Save (fi#ff)

() s e A AL, IR EE Rty P A7 Bk IEREE R, A IR il RE & e L B
A7 HUHE

Are you sure? x

rning!
The IP addresses configured don't include your current IP address
. You will lose access if you proceed.

When you save, the settings will take effect immediately. Make
sure that the IP settings are correct. If it is wrong, you will lose the

access.
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e - Strata Cloud Manager

STEP 6 | fEACHUMS L vl 54 IP IR MR, 18 HUR e AU SRR S RIS b, W Bl B b
ST, TR ] OB A G By (S £E 1P S

fil o m T £ A 1P

BT LIAEGRRE (L S 8 2 P MR LE N 25 2

* Strata Cloud Manager O R . SR PR E & 20
FIAM LR 1AM 7 (0, SR 3 1
PRI R IPJE R RERRIY AT A

HrH oA 1P B RN P TS AT IP 3G HER, S8 mT LIS iR /T 5 1T 1P A7k, [ 2 ANz BRIy
1712
{ifi /il Strata Cloud Manager it 77 {5 £+ IP,

STEP 1| IV Settings (7%7) > Trusted IP List (7]{5{T- IP &)

STEP 2| =5l ilh L =5 #0058 BB R =

STEP 3| (I FoISLrp—fi 50

il 26 {1 1P — ¥ HZ IP Address (IP (\2hik) #ZH G BRLARIIRE 52 8RR BT AT IP A2 hE,  PRFRS5EHR
Delete (fifR) #24H.

a3
o MERE— IP — EHGZ 1P RO B, At Actions (T3{FF) > Delete (i) il

E/é\ o

TSRS AL A2 Bk 1 TS AT IP s e, Sk e TR S S0, R &ss
S AR, AR T A e e n T (ST Py B, sk AR AL
LB
STEP 4| B RIS OK (FEE) .

SENT e AR IAREMIER ¢ P AT PSR 1P, AL IP AR HOR [ % Any (fE()) .
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e - Strata Cloud Manager

5 0 1

BT LIAEGRRAEL (L S 8 2 B E IR 2 2

+ Strata Cloud Manager O R . ST PR E T 20
FIAM A ELE) 1AM 7 (0, SR 3 1
PRI AR IP ISR RERRMY A AT

Wl ST 1P B ERLH P el 5 IP 75 Hi%, Strata Cloud Manager 5t @ 5@l Tz A i, %
&I 1P AL ASAERLH S eI S E 1P B b, S E U DIE R, K& B2 IGE.,

Access denied

The content you are trying to access is limited to specific IP addresses

for this tenant. Seems | - |P address is not on the list

Please reach out to your system admin for support or alternatively
Go to Hub -> Common Services -> Trusted IP List to resolve the issue.

QSR \P AZHERL N P B8, (IS A FAFIORE, ST DARTAE hub F 4TS (AR IE A I
AroIIRERRS)

STEP 1| 4t hub SR HEFLT S #il > Common Services (7 JHfIR#5) > Trusted IP List (W] {5 {£
IP {_ﬂgnﬂ)

a BB Common Services Vv

Subscriptions & Add-ons

Tenant Management

Identity & Access
Device Associations

Trusted IP List

STEP 2| & IP (bbbl 2= el 54T IP A hbyE B,

IP Allow 3

Trusted 1Ps =

.....
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e - Strata Cloud Manager

SRR IE S AT

AT DAAEIRER (s 5 {1 2 PR 2

« Prisma Access (Managed by Strata Cloud Manadger)—1 :

« Strata Cloud Manager 0 AlOps for NGFW Free 1§,
AlOps for NGFW Premium £ K

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

{t Settings (%) > User Preferences ({ifi/fl & (wlifa%ic) b, &alLLHET
Strata Cloud Manager, 5 Fh i (7 H 35 (s I 23 78 A i ) IE I R e s 2R . I8 SEa% e B 4G

o BEO/RO/ R - SRR O OETREGS, BB A CHARTEIE,
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e - Strata Cloud Manager

X1 - Strata Logging Service

38 AT AE (] B (2

RHEAE?

« Prisma Access (Managed by Strata Cloud

Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by PAN-OS or
Panorama)

« NGFW (Managed by Strata Cloud

Manager)

O Strata Logging Service

Strata Logging Service (i %4 Cortex Data Lake) J& 220Gl 8k 500, HHARGE A7 d B 22

2N (f4F5 NGFW. Prisma Access fil Cloud NGFW for AWS) 7 41y ey

it. 5 Strata Logging Service, & n] DI 4 U ANE i A HY &k

A L PHAAEE 7T AMERT B 308

S,

*i:

Settings

Subscriptions
Tenants

Device Associations
Identity & Access
Audit Logs

Trusted IP List

User Preferences
Strata Logging Service

Overview

+h

Overview

I OR AR

72U AR A R AR A,

by L g ey Strata Logging Service FE)%/I’HEJQ;K@HX&J—»J,—E 5
Strata Logging Service yéﬁ ﬁg &J‘ﬂ, Strata Cloud Manager

fry, (B CEREEG I IET A T A 5%

HEE ) H REZORHE A [A]

€ Customers with PAN-OS 10.0.x devices, activate your free instance of AlOps for NGFW now! Here's how to get started with AlOps for NGF

W i ] AR AR 22 i BCED R %% Strata Logging Service.,

Connection Status

FIREWALLS CONNECTED
24} / 208 Firewalls Total

1 Prisma Access instance connected

5 Panorama appliances associated

License Information Latency

Instance Name Logis - Cortex Data

Lake
Instance (Tenant) ID 82100780

United States -
Americas

Instance Region No Results Available

Sorry, there is no data available.

{ii Jf] Strata Logging Service 7K :
* [ Strata Logging Service $AfT{lHHZMUARTE - #— | Strata Logging Service > Overview (#f

%)

Storage

STORAGE USED
173.88 GB / 278 Total

L
168.36 GB Firewall 5.52 GB Common
logs logs

Service Availability

INGESTION
® Unavailable s n the last 24 hours

FORWARDING
® Unavailable s n the last 24 hours

0 MB Endpoint
logs

Log Forwarding Status

SYSLOG

® 3 Failed
EMAIL

® 2Running |
® 1 Failed
HTTPS

@® 2 Running
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